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Abstract. The widespread deployment of low-cost RFID tags raises significant security and
privacy concerns, since tags with limited computational resources cannot support strong
cryptographic primitives, while backward and forward untraceability have become essential
requirements for modern RFID protocols. We hypothesize that a lightweight authentication
scheme based on pseudo-random number generators (PRNGs) and short-term session keys
can provide a broad spectrum of security properties without relying on costly primitives. The
purpose of this study is to design and analyze such a mutual authentication protocol for RFID
systems. Two variants of the protocol are constructed - one optimized for limited tag
computational power and one minimizing data transmission - using one-time pad encryption
keyed by PRNG output, timestamps for replay-attack protection, and a refreshable
forward/backward key sub-chain. The resulting protocol withstands replay, denial-of-service,
tag and server impersonation attacks, and guarantees information privacy, location privacy,
and both backward and forward untraceability. We conclude that even weak primitives such
as linear or non-linear feedback shift registers can be safely used as the underlying PRNG,
which makes the protocol particularly well suited to low-cost RFID deployments.

Keywords: attack, traceability, computer security, cryptography, privacy, protocol, RFID system.

Rezumat. Utilizarea pe scara larga a etichetelor RFID de cost redus genereaza probleme
semnificative de securitate si confidentialitate, deoarece etichetele cu resurse de calcul
limitate nu pot sustine semnale criptografice puternice, iar imposibilitatea de urmadrire a
devenit o cerinta esentiala pentru protocoalele RFID moderne. A fost formulata ipoteza, cd o
schema de autentificare de tip usor, bazata pe generatoare de numere pseudo-aleatorii
(PRNG) si chei de sesiune pe termen scurt poate oferi un spectru larg de proprietati de
securitate fara a recurge la primitive costisitoare. Scopul lucrarii a constat in proiectarea si
analiza unui astfel de protocol de autentificare mutuala pentru sisteme RFID. Sunt construite
doua variante ale protocolului - una optimizata pentru etichete cu putere de calcul redusa,
iar cealalta pentru minimizarea volumului de date transmise - folosind cifrare cu cheie unica
(one-time pad) generata de PRNG, marcaje de timp pentru protectia impotriva atacurilor de
tip replay si un lant reinnoibil de sub-chei inainte/inapoi. Protocolul rezultat rezista la atacuri
replay, de refuz al serviciului, de impersonare a etichetei si a serverului, asigura
confidentialitatea informatiei si a localizarii, precum si imposibilitatea de urmadrire inainte si
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fnapoi. S-a constatat ca registrele cu deplasare cu reactie liniara sau neliniara pot fi utilizate
fn siguranta ca functie PRNG subiacenta, ceea ce face protocolul deosebit de convenabil
pentru implementari RFID de cost redus.

Cuvinte cheie: atac, trasabilitate, securitate informaticd, criptografie, confidentialitate, protocol,
sistem RFID.

1. Introduction

Radio Frequency ldentification (or RFID for short) has developed at a fast pace, as
different security properties emerged from the need to defend against a wave of attacks on
deployed protocols. Replying to a reader query with the identifier of the tag began to be
viewed as an invasion of privacy due to the possibility of obtaining sensitive information
through back-door channels, and was soon replaced with a masking of some sort of the reply.
Location traceability became a problem allowing unauthorized readers to track persons based
on replies to bogus queries. As in most security protocols, replay attacks and denial of service
attacks were considered as threats as soon as the complexity of the protocol increased and
the adversary model was granted more power.

Many identification and authentication protocols for RFID systems have been
proposed so far. One distinction between them is usually made by the computational power
of the tag. Tags with good computational capabilities can implement protocols based on
strong cryptographic primitives, such as public-key schemes built on elliptic curve
cryptography [1], [2], [3] or symmetric schemes based on AES [4]. More recent constructions
rely on physically unclonable functions (PUFs) [5], [6], [7], [8] and have been analyzed in
connection with formal privacy models [9]; a broader classification of RFID authentication
approaches is given in [10]. Such designs, however, can be too costly to be adopted in most
retailer operations which are envisioned as major applications of the RFID technology. A large
amount of research has therefore been dedicated to designing RFID authentication protocols
based on hash functions and hash function chains [11], [12], [13], as well as on pseudo-
random functions and random number generators [14], [15], [16].

Lightweight and ultra-lightweight authentication protocols for RFID systems only
require to perform primitive operations such as random number generation, arithmetic bit-
wise operations, cyclic redundancy code checksum, or even light hash or pseudo-random
functions. Representative ultra-lightweight constructions include the EMAP, M2AP and
Gossamer protocols [17], [18], [19], as well as minimalist and human-assisted approaches
[20], [21], [22]. More recent proposals target specific application domains such as healthcare,
the Internet of Vehicles and mobile commerce [23], [24], [25], [26], or build on contemporary
block-cipher primitives [27]. Critical analyses of the security and traceability properties of
such schemes are provided in [28], [29], [30], [31]. There is a widespread view that the
lightweight and ultra-lightweight authentication protocols will be the best candidate
technology for securing the future low-cost RFID systems.

In the rest of the paper we shall focus on lightweight RFID systems. Most low-cost
tags have no protection of memory, allowing a strong adversary to read the entire state of
the tag at some point, effectively cloning it (given the opportunity). As such, backward
traceability, or the ability of an adversary to deduce past states of the tag based on the current
state, became an issue, and protocols were designed to resist such attacks by updating the
tag’s internal state in a manner reproducible by the server and synchronizing upon a
successful authentication. One of the most recent security concerns was formally introduced
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and studied in [14], namely forward traceability. Intuitively, one would desire an adversary to
be unable to deduce future states of the tag based on the present one. Although it is unclear
whether this concern was raised by the need for tags to securely change hands (perfect
ownership transfer), forward untraceability and perfect ownership transfer were introduced
together in [14], along with a protocol that provides them under an assumption.

Security models have been proposed for powerful RFID systems that can classify the
level of privacy obtained by them [32], [33]. Recent extensions of these models address
adversaries with temporary state disclosure capabilities [34]. Unfortunately, such formal
models are missing for (ultra-) lightweight RFID systems. This is why many papers propose
lightweight RFID schemes for which security and privacy issues are studied ad hoc, as in [35],
[36], [37]. A structured and rather detailed discussion on security concerns in lightweight
RFID protocols can be found in [15].

Structure of the paper This paper is structured into six sections. The present section is
an introductory one, while the following overviews some related work and draws up our
contributions. Two variants of the protocol are described in the third section and their privacy
and security properties are inferred in the fourth. Prospective applications for the protocol
are analyzed in the fifth section. Conclusions are drawn in the final section..

2. Contributions and Related Work

In this paper we propose a lightweight mutual authentication protocol for RFID, based
on a generic pseudo-random number generator (PRNG) and short-term (or rather session)
keys. The protocol we propose enjoys a large spectrum of security properties, ranging from
protection against low-level attacks (replay attacks and DoS) to attacks mountable by strong
adversaries (backward and forward traceability), under a set of assumptions. Another
characteristic of the protocol is that it tries to alleviate the computational requirements
imposed on the tag as much as possible, shifting most responsibilities to the server.

Moreover, the generic PRNG used in our protocol can be instantiated in various ways,
depending on the computational capabilities of the tag and the probabilistic security a
deployer desires. For instance, one could use lightweight hash functions, block ciphers, linear
feedback shift registers (LFSR) or non-linear feedback shift registers (NLFSR), all resulting in
the same level of security considering ideal primitives.

Instead of relying on complex cryptographic primitives, most of the messages
exchanged in the protocol we propose are the result of the application of a one-time pad
encryption, with keying material provided by a generic pseudo-random number generator. A
similar approach was suggested by [38], where a pseudo-random number generator was used
together with a shared key for sequence synchronization. The protocol did not take into
consideration forward traceability concerns and the data on the tag was static, allowing an
adversary that would recover the shared key from the tag to monitor all future
communication.

Location privacy and backward untraceability are a direct consequence of the use of a
forward key chain for encrypting communication from the tag to the server. Similar
approaches were suggested in [13], [14]. Unlike similar approaches, which relied on the server
being able to recognize the key chain used to encrypt data and identify the tag, we chose to
use the links in our forward key chain (which are basically chained outputs of a pseudo-
random number generator) for encryption only, using a temporary or session key to identify
the tag, leading to faster queries and eliminating the need for the server to keep a copy of
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the forward key chain, reducing storage requirements. The session key is refreshed on each
successful authentication to prevent forward traceability.

In order to prevent forward traceability, our protocol used a similar technique to that
presented in [14], which adopted a backward key chain, but instead of precomputing the
whole chain before deployment, small fragments of a chain (or rather sub-chains) are used
and refreshed on each successful authentication, along with the tag identifier, the seed for
the pseudo-random number generator and the session key. This refreshing of the tag’s state
represents a probabilistic evolution, a complementary operation to updating said state in a
deterministic way. Similar techniques were used in [14], [15], [39]. Communication from the
server to the tag is encrypted using links of the backward key sub-chain, recognizable by the
tag and the old session key.

In order to prevent desynchronization, our protocol retains, for each tag, both the
values known to be on the tag on the last successful authentication and the new values
generated to prevent forward traceability. This doubling up of the authentication data is a
common feature for RFID protocols, best represented in the work of [12], [14], [15], [40].

Replay attacks are thwarted by the introduction of timestamps. While other protocols
[14], [15] suggest the use of nonces, in an attempt to unburden the tag from any time-
consuming computations, we chose to use a timestamp generated by the reader and that will
be later checked by the server.

In fact, many features of the protocol were motivated by the desire to minimize the
tag’s required capabilities. Instead of providing a fresh seed that would be later used by the
tag to extract various new elements, all elements are computed on the server and provided
to the tag. Similarly, a single pseudo-random function is assumed to be computable. Note
that, given a proper relaxation of the notion of pseudo-random number generator or pseudo-
random function, one could deploy instances of the protocol described in this paper by using
non-linear feedback shift registers (or NLFSRs for short) or even linear feedback shift registers
(LFSRs). Although many authors advise against LFSRs due to the ease of their analysis,
considering that the seed is constantly being refreshed and the outputs are used exclusively
as keying material, it is the authors’ belief that deploying an instance based on LFSRs might
be considered appropriately secure. Nevertheless, the model does allow for stronger pseudo-
random functions to be deployed, and the choice of a particular function should be carefully
made to comply with required security parameters. In a sense, this paper introduces a family
of identification protocols, instances of which might be suitable for a wide range of
applications.

The use of NLFSRs was considered for RFID as far as 2003 [41], and pseudo-random
number generators were used as a primary security mechanism for many protocols, including
[16], [38], [42], although this frequently lead to weaknesses such as those exposed in [43].
For a more detailed discussion on RFID protocols in general, the reader is referred to [44].

3. Using PRNGs and Short-term Keys for RFID

The protocol we propose comes in two variants, the former requiring less
computational power from the tag, while the latter minimizes data transmission.

Notation and nomenclature Throughout the remainder of this section, some terms and
notation conventions will be used. A chain refers to a sequence generated by a PRNG, while
a sub-chain is used to denote a continuous part of a chain of significantly reduced dimension.
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Link is used to denote a single element in either a chain or sub-chain. Conventional notations
that we use are enumerated below:

- x << k denotes the circular left shift of the bit string x by k positions;

- x ® yis used to denote the bitwise exclusive or of the bit strings x and y;

- f(x) is the identity function;

F1x) = i (x)), for all k = 0.

3.1. A Protocol for Limited Tag Computational Power

The description of our protocol follows three steps: basic assumptions, initialization,
and the authentication protocol.

Assumptions. In the construction of our protocol, we assume the following:

- The server and the trusted readers communicate through a secure channel;

- The reader and the tag communicate via an unsafe channel (wireless, radio
frequency channel) that can suffer from eavesdropping or interference from a
malicious third party;

- An intruder could attempt to impersonate the tag in order to misdirect an honest
reader;

- An intruder could attempt to impersonate a reader to obtain information from a
tag;

- An intruder could attempt to impersonate the server while impersonating a reader
by responding with a message constructed to resemble a valid reply from the
server;

- An intercept-then-invalidate attack is highly unlikely to be successful,

- Astrong adversary could obtain the state of a tag at a given moment.

The enumeration above describes the setting taken into consideration when designing
the protocol below. To summarize, the third party in the communication (the server) is
considered trusted by default and in turn will only reply to trusted readers, reducing the
problem of the authentication process to the reader-tag communication.

Initialization. Upon deployment, one should assume that the server has access to a
cryptographic hash function (denoted from here on out by h) and a pseudo-random number
generator (denoted by f) which would require a seed of truly random bits. This pseudo-random
number generator could also be a linear or a non-linear feedback shift register considering
an appropriate relaxation of the notion.

The important aspect regarding f is that given a random seed it can produce keying
material for a one-time pad and that its output is seemingly random. The function fis also
expected to be easily computable by each tag.

The server maintains a database of tag information, some of which would be present
on the tag itself and could be recognized upon receiving a relayed query from the reader. For
each tag, the server stores the following values:

- Two identification tokens denoted /Do and by [Dpew;

- Two tag identifiers denoted T/D,iu= h(IDow) and TIDnew = h(IDnew);

- Two session keys denoted SKogand SKiew;

- Two backward key sub-chains, comprised of the following links: f(BKL.4) and

f(BKLpew) for all 0 </ < 4;

- Some data relevant to the tag, denoted Data, which does not play any role in the

authentication process.
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A tag is expected to store the following data:

- Atag identifier denoted T/D;

- A session key denoted SK;

- A forward key link denoted FKL (which constitutes the seed for the function f to

generate keying material);

- Aterminal backward key link denoted TBKL.

The correlation between tag and server data is enforced by the following process.
When registering a tag, the vendor generates /D, computes T/D = h(ID), chooses at random a
session key SK and stores the last two on the tag and all of them in the database in /Dyey,
TIDpew and SKrew respectively. It then randomly chooses a backward key link BKL and stores it
in BKL,.» iterates the function f four times, storing the resulting values in their respective
place in the new backward key sub-chain. The fifth application of the f function generates a
value to be stored on the tag in the TBKL variable. The FKL variable on the tag is also
initialized with a random value.

Authentication. The following steps describe the communication process in this
protocol. For simplicity, denote the tag by T, the reader by R and the server by S.

1. R queries T by transmitting a timestamp t.

2. T responds by transmitting to R the message M;=SK & f(FKL), M~=f(f(FKL) ® t) ® TID

At the end of this step, T updates FKL to f/(FKL).

3. R appends t to the message received from the tag and forwards it to S via a secure
channel.

4. Upon receiving the above message, S performs the following actions:

(@) Check freshness of the message by comparing t to local time.

(b) For some row, extract anew = SKnew ® Miand Brew = f(otnew ® T) & M,

If Brew = TIDrew, then move the data from the new columns to the old ones and continue
to sub-step (c). Otherwise, extract aow = SKow ® M; and Bow = flotos B T) ® M,

If Bow = TIDow, then continue to sub-step (c). Otherwise, if there are rows remaining,
perform the current sub-step on the following row. If no more rows exist, halt and send R an
error message.

(c) T being identified (by the values marked by either new or old), S does the following

- Chooses a random /D" and stores it in [Dpew

- Computes TID' = h(ID) and stores it in TIDpew

- Chooses a random session key SK' and stores it in SKpew

- Chooses a random forward key link FKL'

- Chooses a random backward key link BKL', computes f(BKL') for all 0 </ < 4,
and stores the resulting values in the corresponding columns of the backward key sub-
chain marked by new

- Computes the messages Ms = SKoiw @ BKLoig, Ms = f(BKLowg) ® TID', Ms = fA(BKL i)
® SK', Ms = F(BKLoig) ® FKL', M7 = f(BKLow) ® fF(BKL"

- Sends Ms, My, Ms, Mg, M7, Data to R
5. Upon receiving the message from S, R extracts Data and forwards Ms, M4, Ms, Mg, and

M7 to T.

6. Upon receiving the message from R, T extracts y = SK ® Ms and computes f(y). If
F(v)# TBKL, the tag halts. Otherwise, T refreshes its state as follows:

- Stores f (y) ® M, in the variable TID.

- Stores fA(y) ® Ms in the variable SK.
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- Stores f°(y) ® Ms in the variable FKL.
- Stores f(y) ® M; in the variable TBKL.
This concludes the description of the proposed protocol.

3.2. Minimizing Data Transmission

Slightly raising the computational capabilities of the tag yields a modified protocol
that minimizes the number of messages exchanged between parties. For brevity, we choose
to enumerate only the changes that have to be made to the protocol in order to minimize
data transmission.

1. In the initialization process, the two backward key sub-chains stored in the server’s
database are comprised of the links f(BKLoq) and f(BKLnew) for O < i < 2, while the tag will hold
TBKL = f(BKL new)

2. In the authentication process:

(a) Sub-step (c) of the fourth step is replaced by:

- Choose a random backward key link BKL', compute f(BKL") forall 0 <i < 2, and
store the resulting values in the corresponding columns of the backward key sub-chain
marked by new

- Choose a random /D and store it in /Dyew

- Compute TID" = h(/D) and store it in TIDpew

- Compute SK' = f(f(BKL') << 1) and store it in SKnew

- Compute M}, M4 and M5 by M3 = SKozd @ BKLozd, M4 =f(BKL01d) (4] T/D', M5 =f?(BKL01d)
® f(BKL

- Send M3, M4, M5, Data to R
(b) The fifth step becomes: Upon receiving the message from S, R extracts Data and

forwards Ms, M;and Msto T.

(c) The final step becomes: Upon receiving the message from R, T extracts y = SK & M;
and computes f£(y). If £(y) # TBKL, the tag halts. Otherwise, T refreshes its state as follows:

- Stores f (y) ® M4 in the variable TID.

- Stores f(y) ® Ms in the variable TBKL.

- Stores f(TBKL << 1) in the variable SK.

- Stores f(SK << 1) in the variable TBKL.

Throughout this description, the circular shifting to the left by one position can be
replaced with any simple combination of shifting, splitting and recombination that the tag
and the server agree upon and can reproduce separately. The first version of the protocol
requires less computations to be done by the tag at the cost of two extra messages on the
confirmation step, while at the same time providing strong randomness to the refreshed data.
In turn, the second version reduces the number of messages on the confirmation step at the
cost of the tag having to perform an extra operation (or set of operations) to refresh its
internal state. Depending on the implementation, the fact that three separate variables on
the tag are derived from the same source of supposedly truly random bits in a deterministic
way might expose the second version to some attacks.

4. Security and Privacy

We discuss in this section the basic security properties our protocol enjoys.

Information privacy. Typically, a tag would respond to a query by providing an identifier
that would further be used by an authorized reader to extract more information from the
database. Although this strategy might be suitable for most situations, when dealing with
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sensitive data it poses some concerns. For instance, an unauthorized reader might make use
of some back-channel or some other source of information to obtain data on the tag bearer.
The protocol described in the previous section avoids this by encrypting the identifier with a
session key shared with the server before replying to the reader.

Location privacy. Another possible threat posed to a tag bearer is unauthorized location
tracking. If, somehow, an unauthorized reader can correlate responses to queries to some tag
identity, then it can successfully track said tag without having to access server data. This type
of attack is thwarted in our protocol by the use of a pseudorandom number generator as a
source of keying material for one-time pad encryption of messages exchanged between
parties, at the same time allowing the server to recover the seed of the sequence due to the
fact that it possesses the session key.

Tag impersonation. An intruder might try to impersonate a tag in a communication with
a reader. However, a weak intruder has a negligible chance of issuing a valid response to a
query without knowing the current session key. This does not change the fact that a strong
intruder might be able to clone a tag by completely mimicking its internal state.

Replay attack. The tag has no way of checking the freshness of the timestamp t issued
by the reader performing the query (maintaining current time is somewhat of a stretch for
RFID tag technology and practically infeasible for tags without a battery). However, the
timestamp does reach the server and will be subsequently checked (initially upon retrieval)
and verified for tampering (by the combination of the first and second part of the relayed
message), protecting the server from replay attacks.

DoS attack. A denial of service attack in this scenario would aim to permanently
desynchronize the server and the tag, by changing the internal state of the tag to be
unrecognizable by the server or by tampering with the terminal backward key link in order to
make the server unrecognizable for the tag.

Due to the unlikeliness of the success of an intercept-then-invalidate attack on the
confirmation step of the authentication process and considering the assumption that the
channel between the reader and the server is secure, an adversary could mount such an attack
by gaining knowledge of both the backward key sub-chain leading to the terminal backward
key link on the tag and the current session key. Supposing the session key and the terminal
backward key link could be obtained, the backward key sub-chain itself must be computed
by inverting the pseudo-random function used for generating it. The computational hardness
of inverting said function renders this attack impractical.

Even so, an intruder capable of cloning a tag can desynchronize the authentic one
successfully by either sequential impersonations leading to database updates or a single
successful authentication, followed by a server impersonation due to the knowledge of the
backward key subchain inferred from the reply.

Backward traceability. Due to the fact that on every successful authentication the tag’s
internal state is completely refreshed, one would expect to be able to trace a tag backward
at most between two successful authentications. Even supposing the entire internal state is
recovered, tracing the tag’s action backwards is a challenging attack. Knowledge of the
current seed for the pseudo-random function could represent an advantage, especially in the
case of linear and non-linear feedback shift registers, which are periodical. An attacker could
cycle through an entire period to discover past values of the root and trace back the failed
transactions since the last authentication. This data should not be considered relevant, as
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failed transactions are most likely results of the actions of an intruder, rendering the gained
knowledge useless.

Forward traceability. Supposing an intruder manages to recover the internal state of a
tag and instead of impersonating it to desynchronize it from the database decides to track it.
This strategy is feasible, as long as the intruder does not miss a single successful
authentication, which would result in a complete refresh of the tag’'s internal data. If he
observers the entire process, he can deduce the new state of the tag by following the protocol.
Missing the final step of a successful authentication leads to a blind update of the tag’s data
from the intruder’s perspective.

Server impersonation. Suppose an intruder gained access to the internal state of a tag,
it could attempt to impersonate the server in order to desynchronize it permanently. One of
the attacks is described in a previous paragraph, the other is sketched below.

For linear and non-linear feedback shift registers, and intruder could take advantage
of the periodic nature of the function, computing forward values until reaching the starting
point again. Doing this for the TBKL variable and already knowing the tag’s state, the intruder
would basically possess enough information to impersonate the server and possibly
desynchronize the tag. A costly operation, making this attack highly unlikely to succeed. Also
note that an attacker would have a small window of opportunity for deploying this attack,
namely before a successful authentication, in which case the internal state of the tag would
be completely refreshed.

5. Prospects

This section introduces some prospective applications of our general protocol,
considering different instantiations of the pseudo-random number generator used as a
cryptographic primitive. As previously pointed out, this generic notion can take on multiple
interpretations as a result of various interpretations. While strong security might require the
use of block ciphers or hash functions to simulate this randomness, weaker security demands
make room for a wider array of cryptographic primitives, including linear and non-linear
feedback shift registers.

These are of particular interest to RFID technology due to their efficient hardware
implementation and seemingly simple computation. In light of these arguments, the authors
believe a discussion on the advantages and disadvantages of each approach is in order. From
now on, two categories will be considered - the strong primitives and the weak primitives,
depending on the computational effort an adversary has to put in to invert the underlying
function of the pseudo-random number generator.

An underlying function for a PRNG will be considered a strong primitive if it requires
the same amount of effort for each step backward. That is to say, an adversary attempting to
invert the underlying function could not gain a consistent computational advantage by trying
to guess a value further back in the sequence. Intuitively, this would imply the presence of
some probabilistic choice one would have to make at each backward step.

Alternatively, an underlying function for a PRNG will be considered a weak primitive if
a single backward step would require virtually as much effort as any fixed number of steps
backward. That is to say, an adversary attempting to trace the PRNG backwards would gain a
significant advantage by trying to guess values further back in the sequence. Intuitively, this
would imply that the underlying function is injective.
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5.1. Strong primitives

Strong primitives are best represented by hash functions. The fact that they map a
given set to a significantly smaller one makes backward traceability infeasible even in the
absence of a refresh from the server. Their impact on an adversary possessing both the
session key and the terminal backward key link trying to impersonate the server is limited.
However, an adversary in possession of said secret material can easily recover the whole state
of the tag effectively cloning it, exposing two other available DoS attacks described in the
previous section, making this advantage arguably unimportant.

Implications on backward traceability. Even considering an adversary possessing an
oracle for the inverse of a hash function, said adversary would still be faced with the problem
of choosing the appropriate former value used as the seed out of the set of values in the
inverse. Given a function that hashes inputs of n + t bits to outputs of n bits, an adversary
possessing an oracle for the inverse would have to make a choice between O(Z) values given
a somewhat uniformly distributed hash function. One problem with using hash functions is
that a single application would not yield such results, as the outputs would have to be
extended to n + t bits to be further used either as keying material or as the seed for the

following values in the forward key chain. Instead, 1 + [ﬂ consecutive applications could be

combined in a deterministic way, reproducible by the server, to output a sequence of
appropriate length. This, in turn, would complicate things further for an adversary trying to
recover past states of the tag, consolidating backward untraceability.

Impact on performance. Having to perform multiple iterations of the same function for
a single forward step in the key chain has a massive performance impact on the tag. The
overall authentication scheme becomes slower and harder to implement on tags with limited
resources. A reasonable alternative for more powerful tags, the authors would however advise
against such deployments, as a discussion on backward traceability in the previous section
argued that any data recoverable would be limited to the failed communications spanning to
the last successful authentication, which by themselves could be considered irrelevant and
possibly compromised data, as failed authentications are a strong indicator of outside
interference.

5.2. Weak primitives

Weak primitives are injective by contrast to strong primitives. Considering ideal
primitives, trying to guess the previous key link based on the current one is as hard as trying
to guess any prefix of the current link in the chain. Weak primitives that could successfully
be deployed as underlying functions for the PRNG in our protocol include block ciphers, LFSRs
and NLFSRs. Arguably, these primitives could be used in the construction of a hash function,
yielding strong primitives. The authors, however, advise against this, as no significant
advantage would be gained.

Implications on backward traceability. As previously sketched during the discussion on
backward traceability from the previous section, given a weak primitive, an adversary could
successfully recreate the past states of the tag spanning to the last successful authentication.
Note that block ciphers are also periodical due to the fact that they are bijective and that
their domain is the same as their co-domain, so the same argument works for block ciphers
as well.

Impact on performance. The fact that a single iteration of the underlying function yields
the following number in the PRNGs sequence is a great improvement to the previous model
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with respect to performance, as all computations are greatly reduced when generating keying
material and seeds for future iterations of the PRNG. It is the authors’ opinion that our
protocol encourages the deployment of weak primitives.

6. Conclusions

Backward and forward untraceability are fundamental security properties for RFID
protocols, given that most low-cost tags have no way of securing data stored on them,
allowing a strong adversary to read their entire internal state.

The first protocol to provide backward and forward untraceability, along with a
mechanism for perfect ownership transfer and other desirable security properties, is the one
in [14]. It is based on the OSK protocol [13], which at the time performed rather well, allowing
a maximum number of failed authentications that were backward untraceable based on a
precomputed forward key chain. The idea in [14] is to refresh the tag data through some form
of shared randomness involved in every successful transaction. To avoid desynchronization,
data is doubled up in the backend database by retaining both newly generated values and
the last known values to be held by the tag. Also, to thwart server impersonation attempts, a
backward key chain is used to authenticate the server to the tag in the confirmation step,
rendering a mutual authentication protocol. Three pseudo-random functions are considered,
and implementations are suggested based on block ciphers rather than hash functions to
allow cheaper deployments on RFID tags.

Most influential to our paper was the work in [15], which, besides having a properly
structured identification of possible threats (concerning both privacy and security) addressed
some performance issues regarding [14] and other prominent protocols at the time [12], [16],
[38], [40]. The protocol in [15] assures both information and location privacy, while at the
same time covering some of the attacks a weak adversary might perform (tag impersonation,
replay attacks, denial of service) and stronger attacks, which assume an adversary capable of
cloning tags (backward and forward traceability and server impersonation). The security
properties are obtained under some assumptions much like the ones we made regarding the
environment in which our protocol should be deployed.

We provided two variants of a protocol for RFID mutual authentication using generic
PRNGs. Both variants enjoy desirable security properties such as resilience against replay and
DoS attacks, server and tag impersonation and backward and forward traceability. The major
privacy concerns in RFID (information and location privacy) are also covered. As to the two
variants of the protocol, the former is designed to work with tags having a limited
computational power, while the latter would take advantage of the increased computational
power of a tag to minimize data transmission.

The generic PRNG can be instantiated in various ways, all classifiable as either weak
or strong primitives. Most representative for strong primitives are hash functions, while block
ciphers, LFSRs and NLFSRs are considered equally weak in our analysis. Furthermore, based
on our findings, we can infer that our protocol encourages the use of weak primitives, as
stronger ones offer no significant advantage.
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