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Abstract. Voice control of drones is an innovation direction with high potential for many
professional and social domains. This article analyzes the practical usefulness of a voice
control system for drones based on an artificial intelligence model that runs locally, without
an internet connection. The hybrid CNN+BiLSTM model is trained to recognize commands in
Romanian and is deployed on the ESP-Drone platform with an ESP32-S2 microcontroller.
Unlike commercial alternatives based on cloud infrastructure, the proposed solution runs
entirely locally, eliminating latency and dependence on connectivity. The application
domains with the greatest impact are examined, such as industrial inspections, search and
rescue operations and precision agriculture, while also highlighting an often overlooked
category of beneficiaries: people with motor disabilities, for whom voice control offers the
possibility to pilot drones independently, without using their hands. The experimental results
demonstrate a test accuracy of 99.4% and an end-to-end latency of 210-350 ms, confirmed
under real flight conditions.

Keywords: accessibility, voice control, human-machine interaction, BiLSTM, CNN, MFCC, neural
networks, embedded systems, TinyML.

Rezumat. Controlul vocal al dronelor este o directie de inovare cu potential ridicat pentru
multe domenii profesionale si sociale. Acest articol analizeaza utilitatea practica a unui
sistem de control vocal pentru drone bazat pe un model de inteligenta artificiala care ruleaza
local, fara conexiune la internet. Modelul hibrid CNN+BiLSTM este antrenat sa recunoasca
comenzi in limba romana si este implementat pe platforma ESP-Drone cu un microcontroler
ESP32-S2. Spre deosebire de alternativele comerciale bazate pe infrastructura cloud, solutia
propusa ruleaza in intregime local, eliminand latenta si dependenta de conectivitate. Sunt
examinate domeniile de aplicatie cu cel mai mare impact, cum ar fi inspectiile industriale,
operatiunile de cdutare si salvare si agricultura de precizie, evidentiind totodata o categorie
de beneficiari adesea trecuta cu vederea: persoanele cu dizabilitati motorii, pentru care
controlul vocal ofera posibilitatea de a pilota drone independent, fara a-si folosi mainile.
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Rezultatele experimentale demonstreaza o precizie de testare de 99,4% si o latenta end-to-
end de 210-350 ms, confirmatd in conditii reale de zbor.

Cuvinte cheie: accesibilitate, control vocal, interactiune om-masind, BiLSTM, CNN, MFCC, retele
neuronale, sisteme integrate, TinyML.

1. Introduction

In recent years, drones have seen accelerated market growth [1], evolving from devices
intended for entertainment and multimedia applications to accessible platforms used in
agriculture, technical inspections, logistics and emergency operations [2]. This rapid
expansion exposes a fundamental limitation of the current control paradigm: the operator
must use both hands for the remote controller, focusing their entire attention on maneuvering
the device. In an industrial inspection scenario, an engineer who must simultaneously operate
measuring equipment and pilot a drone faces an ergonomic constraint that is hard to solve
with traditional solutions.

Voice control is a natural answer to this problem. The voice is the most intuitive
human-machine interaction interface: it requires no prolonged training, leaves the hands free
and can work under reduced visibility or operational stress. Recent advances in artificial
intelligence, in particular the TinyML paradigm [3] (running machine learning models directly
on embedded devices, without an internet connection), have made it possible to implement
real-time voice recognition on affordable hardware [4].

The traditional remote controller with analog joysticks is a robust tool, but it implies
an essential constraint: the operator cannot carry out any other manual activity while piloting
the drone. Compared with the commercial DJI or Parrot solutions, which process voice
commands in the cloud and do not support Romanian, the proposed system has an end-to-
end latency of 210-350 ms, versus 500-1200 ms for cloud architectures [5], and runs entirely
locally, including in areas without internet coverage. The system supports nine voice
commands in Romanian (take off, land, forward, back, left, right, rotate left, rotate right and
stop), enough coverage to perform all the fundamental movements of a quadcopter.

The usefulness of voice control appears in scenarios where the operator must be
physically present, carry out parallel activities or act quickly. In industrial and critical-
infrastructure inspections, the engineer can dictate observations and record data from a
thermometer or a gas detector without interrupting piloting, thus removing a critical point of
inefficiency. In search and rescue operations, a voice-controlled drone can be piloted by a
rescuer who is simultaneously holding binoculars, a GPS or a safety rope; the local system
performs the same regardless of telecommunication network coverage (GSM or internet),
since communication with the drone takes place over a local WiFi network. In precision
agriculture, a farmer can speak to the drone while manually examining plants or collecting
soil samples. Voice control is also useful in tactical and security operations, as well as in
cinematography, where the director can send simple commands (forward, rotate right, stop)
directly to the drone.

An often overlooked application domain is accessibility for people with motor
disabilities of the upper limbs. The traditional remote controller is practically inaccessible to
people with paralysis or amputation of both upper limbs, and voice control removes this
barrier: a person who can speak is able to pilot a drone with a system such as the one
described in this paper. Concrete applications for this category of users include property
surveillance, delivery of light objects inside the home, photography from inaccessible angles

Journal of Engineering Science June, 2026, Vol. XXXIII (2)



Voice control system for piloting drones using artificial intelligence techniques 9

and participation in recreational activities on an equal footing with people without
disabilities. Because the voice-recognition neural network is trained on the individual user's
voice, the system also adapts to the pronunciation particularities of people with speech
difficulties. Local operation removes the dependence on the internet connection, ensuring
the system'’s availability under any conditions.

The main aim of the paper is to highlight the concrete domains where such a solution
produces a real impact, including for people with motor disabilities, and to present the
methodology for building a local voice control system for drones.

2. Materials and methods

This section presents the methodology for building the voice control system: the
overall two-component architecture, the audio signal acquisition and processing chain
together with the mathematical feature-extraction model, the architecture of the neural
classification model and the communication protocol with the drone. For each stage, the
components involved, the corresponding mathematical relations and their role in the
processing chain are presented.

The architecture of the analyzed system is structured around two main components,
the ground station (the operator's laptop) and the drone, which communicate over WiFi,
without dependence on external infrastructure [6]. This conceptual separation is illustrated
in Figure 1. This separation keeps the heavy computation, audio capture and neural inference,
on the laptop, while the drone only receives ready-to-use flight commands. As a result, the
drone needs no additional onboard hardware beyond its standard ESP32-S2 microcontroller,
which keeps weight and cost low. The two components exchange data exclusively over a
local WiFi link, so the system stays fully operational in areas without internet or cellular
coverage. Because all model logic lives on the ground station, the recognition model can be
retrained or replaced without any change to the drone firmware.

Component 1 — Ground Station (Laptop)

Microphone Al Model cfclient
voice recognition
Pythaon - offline

audio capture control interface

L)

1

1+ WiFi

| CRTP/UDP

1

¥

Component 2 — ESP-Drone
Operator ESP32-S2 Brushless motors
voice command ESP-Drone firmware ESC - PWM

hands-free v/ flight stabilization 4x propellers

Figure 1. Conceptual architecture of the system: the ground station and the drone
communicate over WiFi, without external infrastructure.

The ground station encompasses the entire voice-processing chain: capturing the
audio signal through the microphone, preprocessing by extracting MFCC coefficients,
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inference of the CNN+BIiLSTM artificial intelligence model and transmitting the resulting
command over WiFi to the drone. This approach makes use of the computing resources of an
existing laptop and removes the need for additional dedicated hardware. The ESP-Drone is
equipped with the ESP32-S2 microcontroller, which receives the commands and translates
them into control signals for the brushless motors, through electronic speed controllers (ESC),
running the open-source ESP-Drone firmware derived from the Crazyflie project [6].

2.1. Audio signal acquisition and processing

The voice signal is captured by the microphone at a sampling rate of 16 kHz, in 2-
second analysis windows. The complete processing flow, from signal capture to command
execution on the drone, is shown in Figure 2 as a sequence diagram. The microphone sends
the signal to the AudioFeatureExtractor component, which extracts the MFCC coefficients;
these are passed to the CommandRecognizer component, which runs the CNN+BiLSTM
network inference and, if the confidence score exceeds the set threshold, sends the command
to the DroneController; the latter translates it into flight parameters and transmits it to the
drone through CRTP packets over WiFi.

Sampling at 16 kHz is a deliberate compromise: it preserves the frequency range that
carries the information of spoken commands while keeping the amount of data per window
low enough for real-time processing on a standard laptop. The fixed 2-second window sets
the maximum length of a command and gives the network a consistent input size, which
simplifies both feature extraction and inference. The confidence threshold acts as a rejection
mechanism: when no command is spoken, or when background noise dominates, the score
stays low and the DroneController receives nothing, so the drone holds its current state
instead of reacting to spurious input. Because each stage passes a compact representation to
the next, the microphone hands over raw audio, the AudioFeatureExtractor a small feature
matrix and the CommandRecognizer a single label, the data volume shrinks along the chain,
which keeps the end-to-end latency within the range required for responsive control.

Microphone
{sounddevice)

User

' : i
1 speaks voice command |

ihardwares
DroneController ESP32 Drone

{Crazyflie femware)

AudioFeatureExtractor CommandRecognizer

PCM 16 kHz, 2 5 (32000 samples}

:l normalize{audio / max + eps) -

:l librosa feature mfcc(n_mfcc=1 3]5
:l delta(mfce) + delta2(mfcc)

L

— concatenate — {39. T)

features tensor [1, 39, T)]

..:l CHNN+BIiLSTM inference i

:l softmax — (command, con ride nce)

i (conf = 0.99)

CRTP packet via UDP

j map command — roll.fpitcl:ﬂfyaw.n‘thmst
™ H
(192.168.4.1:2390)

| u:\ update motor speeds
DroneController ‘ ESP32 Drone
(Crazyflie famwars)

Figure 2. Sequence diagram of voice command processing.

CommandRecognizer

% Microphone AudioFeatureExtractor

{sounddevice)
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The MFCC representation is preferred to the raw audio signal because it compresses
the relevant spectral information of the human voice into a compact vector, significantly
reducing the computational complexity of inference without loss of accuracy [7]. The
coefficient extraction process, shown in Figure 3, goes through the following stages: pre-
emphasis, framing, windowing, fast Fourier transform (FFT), Mel-scale filtering, log-energy
computation and the discrete cosine transform (DCT).

Audio preprocessing Spectral analysis Cepstral compression
Signal Pre-emphasis Framing Windowing FFT
raw audio x[n] H(z)=1-az" 20-30 ms, overlap Hamming w[n] |X[K]2

L 4

MFCC DCT Log energy Mel filterbank
13 coeffs/frame decorrelation, c. log(E=) M triangular filters

(optional)

A+AA

[ ———

Figure 3. Mel-Frequency Cepstral Coefficients (MFCC) extraction pipeline.

The mathematical model of the extraction chain is described by relations (1)-(7), each
stage playing a specific role in transforming the raw signal into a set of discriminative
features. Pre-emphasis amplifies the high-frequency components of the signal x[n], naturally
attenuated in speech, balancing the spectrum and improving the signal-to-noise ratio for the
upper formants; a = 0.97 (Eq. (1)):

y[n] =x[n] —a-x[n —1] (1)

The signal is then segmented into frames of 20-30 ms and weighted with a Hamming

window w[n], which reduces spectral leakage at the frame edges and ensures the continuity
required for the Fourier transform; N is the number of samples in the frame (Eq. (2)):

w[n] = 0.54 — 0.46 - cos (Zm) (2)

N-1

For each frame, the power spectrum is computed through the discrete Fourier
transform of the N samples, moving the signal from the time domain to the frequency domain,
where voice information is more easily separable (Eg. (3)):

PIK] = | SN2 xfn] - win) - e/2mknn| 3

The linear frequencies f (in Hz) are converted to the perceptual Mel scale, which
mimics the nonlinear frequency resolution of the human ear, finer at low frequencies, where
the relevant voice information is concentrated (Eq. (4)):

Journal of Engineering Science June, 2026, Vol. XXXIII (2)
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m(f) = 2595 - logso (1 + L) (4)

700

The energies resulting from the M triangular Mel filters are logarithmized, an
operation that compresses the dynamic range, similar to human perception of sound
intensity, and groups the energy into perceptually relevant bands; Hx[K] is the response of
filter m (Eq. (5)):

Sm =1 (24 Pl - Hi[K]) (5)

The discrete cosine transform decorrelates the log-energies and concentrates the
information in the first coefficients, producing a compact feature vector; this yields the
cepstral coefficients ¢, i =0...12 (Eq. (6)):

M
_ . i-(m—0.5)
c; = E - S+ cos (—M ) (6)

To capture the temporal dynamics of speech (the speed and acceleration of spectral
variation, essential for distinguishing commands), the delta coefficients Ac; and, analogously,
the accelerations AAc:are computed (Eq. (7)):

ACt — Z§=1n'(ct+n_ct—n) (7)

K
2: ) o n?

Each analysis window is thus transformed into a matrix of 39 coefficients (13 base
MFCC, 13 delta and 13 delta-delta), which constitutes the input tensor of the neural network.

2.2. The CNN+BILSTM neural model

Voice command recognition is treated as a multi-class classification problem: for a 2-
second audio segment, the model assigns one of the nine labels corresponding to the
commands, while recordings below the confidence threshold are rejected as background
noise. The hybrid architecture was chosen because it combines the efficiency of convolutions
in extracting local features from the spectral representation with the ability of LSTM networks
to model long-term temporal dependencies [8]. The convolutional module consists of two
successive Convld blocks (64 and 128 filters, kernel 5), each followed by RelLU activation,
LayerNorm normalization and MaxPoolld subsampling, with Dropout (0.3). The output is
passed to a recurrent module made of two stacked BiLSTM layers, with 256 hidden units per
direction in the first layer (512 in total) and 128 in the second (256 in total), followed by
temporal average pooling (global average pooling). The resulting vector passes through two
fully connected layers with Dropout (0.3) for regularization; the last layer has nine outputs,
one for each command.

The model was trained with the Adam optimizer (learning rate 0.001) and the
CrossEntropyLoss objective. To improve robustness, the original set of about 1500 recordings
was expanded through noise-based data augmentation [9], and an early stopping rule ended
training when the validation accuracy stopped improving for ten consecutive epochs, which
limited overfitting. Layer normalization was preferred over batch normalization because the
small batch size and the variable length of the audio sequences make batch statistics
unstable. The per-class behaviour of the trained model on the test set is summarized in the
confusion matrix in Figure 4.
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Voice control system for piloting drones using artificial intelligence techniques 13

decolare 0 0 0 0 0 0 0 0

aterizare -

inainte

in spate

stanga

True command

dreapta -

rotire stéanga -

rotire dreapta

stop -

Predicted command
Figure 4. Confusion matrix of the CNN+BiLSTM model on the test set. Command labels
are kept in Romanian, the language the model was trained on.

The matrix shows a near-diagonal structure: every command except one is recognized
correctly, the single error being one "aterizare” (LAND) sample predicted as "decolare” (TAKE
OFF), two short commands that begin with similar plosive sounds. No confusion appears
between the compound commands and their short forms, for example “rotire stdnga” (ROTATE
LEFT) is never mistaken for "stdnga” (LEFT), nor "rotire dreapta” (ROTATE RIGHT) for "dreapta”
(RIGHT), which confirms that the stacked BiLSTM layers capture the temporal structure
needed to separate them. The directional commands "“inainte” (FORWARD) and "in spate”
(BACK), which an operator might pronounce with overlapping vowels, are also kept apart
without error. This balanced per-class behaviour, with no systematic weakness on any
individual command, reflects the complementary roles of the convolutional stage, which
extracts local spectral patterns, and the recurrent stage, which models how those patterns
evolve in time. The complete layer-by-layer architecture that produces this behaviour is
shown in Figure 5.

Figure 4 shows the full layer chain as implemented, from the sequence input of the
39 features to the softmax layer with nine outputs. The Deep Network Designer-style
representation makes explicit the exact order of operations within each convolutional block
(convolution, activation, normalization, subsampling, dropout) and how the two BiLSTM
layers are chained before temporal aggregation.
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Figure 5. CNN+BiLSTM model architecture.

This view was also used to check the consistency between the theoretical description
and the actual model implementation.

2.3. Communication with the drone via the CRTP protocol

Communication between the laptop and the drone is carried out through the Crazyflie
Real-Time Protocol (CRTP), a stateless real-time protocol that requires no handshake [10].
The 32-byte CRTP packets (1 header byte and 31 payload bytes) are transported through UDP
datagrams to IP address 192.168.4.1, port 2390 of the drone, which acts as a WiFi access
point. The measured communication latency is below 5 ms under normal conditions.

The recognized voice commands are translated into flight parameters (roll, pitch, yaw
and thrust) and transmitted periodically to the drone. The take-off command initiates a
progressive ramp-up of the thrust value over 2.4 seconds, avoiding abrupt movements, and a
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3-second post-take-off immunity mechanism blocks accidental stop commands immediately
after lift-off, preventing unintended landings caused by motor noise picked up by the
microphone.

3. Case study

3.1. Software implementation and the state machine

The graphical interface, developed in Python with the CustomTkinter library, is
structured into five functional sections: audio data collection, model training, validation,
voice control and hardware configuration. The voice control section displays in real time the
captured audio waveform, the recognized command and the associated confidence score,
allowing the operator to monitor recognition quality. The code is organized according to
clean architecture principles, with a clear separation of responsibilities between modules [11].
The complete implementation of the system is described in the authors' bachelor's thesis [12].

The transitions between the operating states of the drone controller (IDLE,
CONNECTING, HOVER, MOVING, ROTATING and LANDING) are managed by a state machine,
illustrated in Figure 6. From the IDLE state, starting voice control triggers the connection; a
take-off command with high confidence brings the drone into the HOVER state, from which
direction and rotation commands temporarily activate the MOVING and ROTATING states.
Loss of the WiFi connection triggers an automatic transition to the IDLE state, with a
controlled stop of the motors, ensuring predictable and safe behavior.

IDLE |«
—

WiFi error start voice control()
Y stop command

—[ CONNECTING ] (after 3 s immunity)

takeoff command

(conf 2 0.99)
Y
POST_TAKEOFF_IMMUNITY —
3 seconds | HOVER l
timeout 0.5s P . timeout 0.5s

F oottt TTTT T 1 T TTTT T T TR T T

: direction : : rotation

{forwardfback!lefl/right) ! !

[}
1
1
(left/right) :
[}
1
1

MOVING ROTATING

land command
(after 3 s immunity)

LANDING

landing complete

Figure 6. Drone controller state machine.
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Organizing the controller as an explicit state machine guarantees that each command
is interpreted only in the context where it is valid: a take-off command is ignored while the
drone is already flying, and a direction command has no effect before take-off. After a
movement, the MOVING and ROTATING states return to HOVER once the command ends, so
the drone defaults to a stable hover rather than continuing an action indefinitely. The
transition back to IDLE on connection loss is the central safety feature, since it prevents the
drone from drifting under the last received command when communication drops. Because
every transition is tied to a well-defined event, a voice command, a confidence threshold or
a connection status, the behavior of the system remains deterministic and easy to predict,
which is essential for safe operation near the operator.

This organization of the states guarantees that each voice command is interpreted
only in the context in which it is valid, eliminating nondeterministic behaviors and increasing
flight safety. For example, a stop command is accepted in HOVER, MOVING or ROTATING, but
is ignored in IDLE or CONNECTING, where it has no meaning. The post-takeoff immunity
window adds a further safety layer by blocking stop commands for three seconds after lift-
off, preventing accidental landings caused by motor noise. Loss of the WiFi connection in any
active state triggers a controlled transition back to IDLE, so the drone never remains in an
undefined state when communication drops.

3.2. Experimental results

The system was evaluated under real flight conditions. The CNN+BiLSTM model
reached an accuracy of 99.4% on the validation test set, and the measured end-to-end
latency, from speaking the command to the drone's reaction, fell within the 210-350 ms
range, compatible with real-time control. The latency of the CRTP communication layer
remained below 5 ms. The main parameters and results of the system are summarized in
Table 1.

Table 1
Parameters and performance of the voice control system
Parameter Value
Recognized language Romanian
Recognized voice commands 9
Sampling rate 16 kHz
Analysis window 2s
MFCC coefficients per frame 39
Model architecture CNN (2x Conv1d) + BiLSTM (512)
Dataset ~1500 samples
Test accuracy 99.4%
End-to-end latency 210 - 350 ms
CRTP communication latency <5ms
Hardware platform cost ~40 USD

The values in Table 1 confirm that a low-cost platform (~40 USD) can support real-
time local voice recognition, with an accuracy comparable to that of cloud-based commercial
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solutions, but without dependence on connectivity. To document the in-flight behavior,
Figure 7 shows a sequence captured during voice operation of the drone.

Figure 7 Drone alrborne whlle executing the voice command /na/nte (forward)

The in-flight test confirms that the system works under real conditions: the “forward”
command was recognized and sent to the drone with no perceptible delay, and the motion
was controlled, with no abrupt attitude corrections. The post-take-off immunity window
prevented accidental interpretation of a command during initial stabilization, which kept the
flight stable throughout the sequence. Together with the values in Table 1, this shows that
the system responds correctly to voice commands. Testing outdoors also exposed the system
to conditions absent from the controlled recordings, such as wind noise and ambient park
sounds, yet the command was still recognized on the first attempt, which suggests that the
noise-based data augmentation helped the model generalize beyond the training
environment. The operator kept both hands on the laptop throughout the maneuver,
illustrating the hands-free interaction that motivates the whole approach: the drone was
guided by voice alone, without any physical controller. The short, perceptible gap between
speaking the command and the drone reacting stayed within the latency range reported in
Table 1, confirming that local, offline processing is fast enough for responsive control. Taken
together, the laboratory measurements and this field observation indicate that the system
behaves consistently when it leaves the test environment.

4. Discussion

The results confirm the working hypothesis: a voice control system that runs entirely
locally can achieve an accuracy and a latency compatible with real-time piloting, without
depending on cloud infrastructure. The main advantages of the solution are fully local
operation, the low cost of the platform, support for Romanian and adaptation to the individual
user's voice, which makes it accessible even to people with speech difficulties.

The solution also has limitations. The vocabulary of nine commands covers the
fundamental movements but restricts complex maneuvers; training on the individual voice
increases accuracy but requires a data-collection stage for each new user; and the operating
range is limited by the coverage of the local WiFi network. Compared with cloud
architectures, the system reduces latency from 500-1200 ms to 210-350 ms and eliminates
the dependence on the internet, at the cost of a more restricted vocabulary and a local
training stage.

The identified development directions target continuous command recognition,
vocabulary expansion and porting the TinyML model directly onto the drone, which would
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reduce latency below 100 ms and completely eliminate the need for a ground station.
Periodic retraining on the user's voice could further improve accuracy in noisy environments.

5. Conclusions

The local voice control system for drones analyzed in this paper demonstrates that
hands-free aerial piloting is a functional technical reality, experimentally validated with an
accuracy of 99.4% and a latency compatible with real-time control. The solution removes the
need for manual interaction between the operator and the drone and instead offers the
possibility of full guidance through voice commands, keeping an optimal balance between
performance, cost and independence from cloud infrastructure.

The practical impact appears on two complementary levels. On the professional level,
voice control increases operator efficiency in industrial inspections, mountain rescue,
agricultural monitoring and security operations, domains in which free hands are an
operational necessity. On the social level, the system opens access to drone technology for
people with motor disabilities of the upper limbs, giving them autonomy and the capacity to
act. The open-source nature of the entire platform ensures the reproducibility and
extensibility of the solution, including in resource-limited environments.

These results were obtained on a low-cost platform built around an ESP32-S2
microcontroller, which shows that the approach does not depend on specialized or expensive
hardware and can be reproduced with widely available components. Because the recognition
model runs entirely on the ground station, the system can be extended with new commands
or adapted to a new user's voice without any change to the drone itself, which keeps the path
open for future improvements. The main directions that follow from this work are enlarging
the command vocabulary, moving the model directly onto the drone to remove the need for
a ground station, and validating the system across more speakers and noisier environments.
Taken together, the findings confirm that local, offline voice control is a practical and
accessible way to pilot drones, with concrete benefits for both professional operators and
users with motor disabilities.

Research Data Availability Statement: No new public datasets were created. The audio
recordings used for training were collected by the authors and are not shared due to privacy
considerations regarding the voice samples.
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Abstract. Unmanned aerial vehicles (UAVs) have become important components of modern
systems for monitoring, inspection, mapping, and autonomous intervention. Their
performance directly depends on the efficiency of the control systems and the architecture
used for data processing, decision-making, and mission coordination. The paper presents a
comparative analysis of the main control architectures used in UAV platforms: control with
on-board processing (On-Board Control), hierarchical Master-Swarm architecture, and
centralized systems based on a Ground Control System (GCS). It describes the operating
principles of each architecture, the hardware and software components involved, advantages,
limitations, and specific areas of application. The analysis highlights the impact of each
solution on autonomy, scalability, resilience to communication loss, and real-time control
performance. The results obtained show that On-Board Control systems offer superior
autonomy and robustness, Master-Swarm architectures are intended particularly for the
collaborative coordination of drone swarms, and GCS systems provide advanced capabilities
for monitoring and centralized processing. Furthermore, current trends oriented towards
hybrid architectures are highlighted, which combine the advantages of the three models to
increase the level of autonomy, safety, and operational efficiency of modern UAV systems.

Keywords: UAV, autonomous drone, control system, On-Board Control, Drone Swarm, Ground
Control System, real-time control, autonomous navigation, drone swarm, operational
autonomy, multi-agent systems, distributed control.

Rezumat. Vehiculele aeriene fara pilot (UAV) au devenit componente importante ale
sistemelor moderne de monitorizare, inspectie, cartografiere si interventie autonoma.
Performanta lor depinde direct de eficienta sistemelor de control si de arhitectura utilizata
pentru procesarea datelor, luarea deciziilor si coordonarea misiunilor. Lucrarea prezinta o
analiza comparativa a principalelor arhitecturi de control utilizate in platformele UAV: control
cu procesare la bord (On-Board Control), arhitectura ierarhicd Master-Swarm si sistemele
centralizate bazate pe un Sistem de Control la Sol (GCS). Se descriu principiile de functionare
ale fiecarei arhitecturi, componentele hardware si software implicate, avantajele, limitele si
domeniile specifice de aplicare. Analiza evidentiaza impactul fiecarei solutii asupra
autonomiei, scalabilitatii, rezistentei la pierderea comunicatiilor si performantei controlului
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fn timp real. Rezultatele obtinute arata ca sistemele de Control la Bord ofera autonomie si
robustete superioare, arhitecturile Master-Swarm sunt destinate in special coordonarii
colaborative a roiurilor de drone, iar sistemele GCS ofera capabilitati avansate de
monitorizare si procesare centralizata. In plus, sunt evidentiate tendintele actuale orientate
spre arhitecturi hibride, care combina avantajele celor trei modele pentru a creste nivelul de
autonomie, siguranta si eficientd operationala a sistemelor UAV moderne.

Cuvinte cheie: UAV, drond autonomad, sistem de control, control la bord, roi de drone, sistem de
control la sol, control in timp real, navigatie autonomd, roi de drone, autonomie
operationald, sisteme multi-agent, control distribuit.

1. Introduction

Unmanned aerial vehicles (UAV), generically known as drones, represent aerial
platforms capable of operating without a human crew on board, being controlled remotely or
functioning autonomously through complex algorithms or artificial intelligence systems.
Initially developed predominantly for entertainment, UAV technologies have experienced an
exponential expansion in recent decades, particularly in the agricultural, commercial,
research, and military sectors. Due to their versatility, low operational costs, and the ability
to explore hostile or hard-to-reach environments without risking human lives, drones have
become important tools in a wide range of applications. Currently, they are widely used in
fields such as precision agriculture, critical infrastructure monitoring, emergency
management, mapping and three-dimensional terrain modeling, environmental surveillance,
and logistics [1].

Despite significant progress in the development of UAV platforms, designing control
systems remains one of the most complex engineering challenges. The nonlinear character
of flight dynamics, variations in aerodynamic parameters, uncertainties in mathematical
models, and the influence of external disturbances require the development of robust and
adaptive control strategies. Moreover, the integration of an increasing number of sensors,
communication systems, and data processing algorithms leads to higher demands regarding
the computational performance and reliability of on-board systems [2].

Current trends in UAV design aim to increase the degree of autonomy through the use
of advanced control techniques and artificial intelligence algorithms. Thus, classical methods
based on PID (Proportional-Integral-Derivative) control are supplemented or replaced by
modern strategies, such as predictive control (MPC - Model Predictive Control), adaptive
control, robust control, and machine learning methods [4, 5]. These approaches allow for
improving navigation precision, optimizing energy consumption, and increasing the capacity
to operate in complex and unstructured environments. They constitute, in essence,
technological ecosystems of remarkable complexity, representing the convergence point of
aerospace engineering, advanced electronics, systems theory, and applied computer science.
Their fundamental purpose is to guarantee stable flight dynamics, high-precision navigation,
and the autonomous or semi-autonomous execution of complex tasks, operating in dynamic
and often unpredictable three-dimensional environments (subject to aerodynamic and
meteorological disturbances).

In the context of modern applications, which include territory monitoring, mapping,
precision agriculture, search and rescue operations, or autonomous deliveries, the
requirements imposed on control systems are becoming increasingly complex. Depending on
the operational requirements and the required degree of autonomy, the architecture of
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control systems can be implemented in different configurations. Thus, processing and
decision-making can be performed directly on board the drone (On-Board Control) [4], can be
coordinated via a main drone within multi-UAV systems (Master Drone) [7], or can be centrally
managed by a Ground Control System (GCS) [8]. Each of these approaches presents specific
advantages and limitations regarding communication latency, processing capacity,
scalability, and the level of system autonomy. Analyzing these control architectures is very
important for understanding how modern drones operate and for identifying optimal
solutions based on the specific characteristics of each mission.

The problem addressed in this paper consists of the analysis and evaluation of control
systems used for UAV platforms, focusing on the control mode, command architectures, and
modern autonomous navigation methods [6]. The increasing complexity of missions
performed by unmanned aerial vehicles requires the development of control systems capable
of ensuring the safe, precise, and efficient operation of drones in dynamic and unpredictable
environments. Traditional control systems, based exclusively on human operator
intervention, are limited by communication latency, reduced real-time reaction capacity, and
the difficulty of simultaneously managing a large number of aerial platforms. In this context,
there is a need for advanced control architectures that allow for an increased degree of
autonomy and adaptability for drones.

The main challenge lies in designing and integrating control architectures that ensure
an optimal balance between system autonomy, communication reliability, processing
capacity, and operational efficiency. The choice of how to organize local control on board the
drone, coordinated via a main drone, or centrally managed via a ground control station
directly influences the system's performance. Furthermore, the challenge is amplified by the
need to maintain flight stability, synchronization among components, and resilience in the
face of communication errors or unfavorable environmental conditions.

The objective of this paper is to analyze and compare the main control architectures
used in UAV systems, with an emphasis on On-Board Control, hierarchical coordination
through a Master Drone, and centralized management through a Ground Control System (GCS)
[3, 6]. The paper aims to highlight the operating principles, advantages, and limitations of
each approach, as well as to identify applicability domains based on operational requirements
and the required level of autonomy. Through this analysis, the goal is to formulate
conclusions regarding the efficiency and appropriateness of using different control models
within modern drone systems.

2. Analysis of Control Architectures for UAV Platforms

The control system architecture represents one of the fundamental elements that
determine the performance, degree of autonomy, and reliability of a UAV platform. The
evolution of communication technologies, embedded systems, and artificial intelligence
algorithms has led to the emergence of several models for organizing control, each optimized
for specific operational scenarios. Among the most widely used architectures are On-Board
Control, hierarchical coordination via a main drone (Master Drone Control), and centralized
management through a Ground Control System (GCS).

2.1. On-Board Processing Control Architecture

The On-Board Control architecture is where all essential functions for flight control
are executed by computing systems installed directly on the drone. This approach involves
the integration of a flight control unit (Flight Controller), an on-board computer (Companion
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Computer), and a set of sensors that provide information about the UAV's status and
surrounding environment. Data from sensors are continuously analyzed to estimate the
drone's position, speed, and orientation. Based on this information, control algorithms
generate commands for the motors and control surfaces [4].

The diagram in Figure 1 presents the architecture of a closed-loop cascaded control
system used for flight control of a drone or autonomous aircraft. Information flows from top
to bottom for command execution, and measured data returns through a feedback loop to
correct errors. The entire cycle repeats very rapidly (thousands of times per second) to
maintain flight stability [5].

Human Pilot Intent or Mission Planner (Al)
(Setpoints: Coordinates, Altitude, Direction)

]

OUTER LOOP (Navigation / Position)
Compares the desired position/altitude to the actual one.

A

Generates the required reference velocity.
Desired Velocity & Angles I

STATE ESTIMATOR (Kalman Filter - EKF)
Cleans noise & fuses sensor data.
Calculates the current estimated vehicle state.

I Precise State Data

A

li

——

INNER LOOP (Stabilization/ Rate PID)
Compares desired angles with the real angles.
PID algorithm calculates control effort required on the
axes:
Roll, Pitch, Yaw, Thrust
Abstract Effort / PID Sum

SENSORS & PHYSICAL PERCEPTION
IMU (Gyroscope and Accelerometer) measure angular rates
and acceleration.
Barometer and GPS measure altitude and position

v

I Raw and Noisy Sensor Data
A

Ii

Journal of Engineering Science

MOTOR MIXER (Command Allocation)
Takes the abstract control effort.
Distributes it to each motor individually based on the
drone frame geometry.

POWER HARDWARE & ACTUATORS
ESCs (Electronic Speed Controllers) send current from the
battery to the motors.
Propellers generate thrust and change direction

4| Digital Commands — DShot Protocol I I

Real Physical Motion in Air

li

Figure 1. Architecture of an on-board processing control system for a drone.

The process begins with the actions of a human pilot or a mission planning
application. This establishes the desired flight parameters, called setpoints, such as
coordinates, altitude, and direction of travel. These values represent the objective that
the control system must achieve.

The outer loop is responsible for navigation and positioning. It compares the desired
position and altitude with the real position and altitude of the drone.

Based on this difference (control error), the system calculates the reference speed and
angles needed to reach the desired position.

The output of the outer loop is transmitted to the inner loop, which handles the
stabilization of the aircraft. This loop compares the desired angles with the actual
angles of the drone. It uses PID (proportional-integral-derivative) control algorithms
to calculate the required control action. This control is applied to the primary axes of
motion, resulting in an abstract control action for each axis. This control action cannot
be applied directly to the motors. Therefore, a motor mixer intervenes, transforming
the abstract control commands and distributing them individually to each motor,
taking into account the drone's frame geometry. Commands are sent as digital signals.
Digital commands reach the ESCs (Electronic Speed Controllers), which control the
current supplied by the battery to the motors and regulate the motors' rotation speed
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[4, 5]. The motors rotate the propellers, which generate the necessary thrust for the
drone to move through the air. In this stage, the actual physical motion of the drone
occurs.

5. To understand the true state of the drone, the system uses multiple sensors such as a
gyroscope, accelerometer, and barometer. Sensor data is raw and contains noise.

6. The sensory data is processed by the state estimator. It filters out noise from the data,
combines information from different sensors, and calculates the drone's estimated
state. The filtered data is transmitted back to the outer and inner control loops. The
controller can compare the desired state with the real state, correct errors, and
generate new commands. This process forms a closed control loop, which repeats
continuously, usually between 1000 and 8000 cycles per second for drone control [4,
5]. Through this rapid updating, errors are corrected immediately, aircraft stability is
maintained, and the vehicle can precisely execute navigation commands.

The on-board processing control architecture has several advantages. It does not need
a continuous connection with a ground station for navigation, the drone is highly resistant to
jamming attacks or accidental signal loss, decision-making time is minimal, and it is the only
viable architecture for environments where GPS or radio signals are inaccessible. But it also
has disadvantages, such as weight and energy consumption limiting available computing
power; integrating high-performance processors and advanced sensors increases platform
costs; and if the platform crashes and is destroyed, data processed and stored locally may be
lost, not being transmitted in real-time to a secure database.

Due to its independence from external communication networks, this architecture
dominates in applications deployed in isolated or heavily shielded environments. Areas of
application for On-Board Control include autonomous navigation inside mines, sewer
networks, or complex logistics warehouses, where a GPS signal is non-existent and
maintaining a Data Link with the exterior is impossible. The drone relies entirely on local
data processing and inertial positioning methods. Use in last-mile urban delivery scenarios,
where zero latency in dynamic obstacle avoidance decisions (Sense and Avoid) is critical for
safety. Space platforms sent to other planets, where the enormous latency of interplanetary
communications makes real-time remote control impossible.

2.2. Master-Swarm Hierarchical Control Architecture

For missions requiring vast spatial coverage or operational redundancy, coordinated
multi-agent systems are used. The Master-Swarm architecture reduces the individual
complexity of drones by centralizing tactical intelligence at the level of a single aerial node.
The Main Drone (Master) functions as a mobile aerial server. It has superior computing power
and a more complex sensor suite. It handles generating global trajectories, obstacle
avoidance, and dynamic target allocation.

The Subordinate Fleet (Swarm) are the component drones, which operate exclusively
at the hardware level with simplified control loops. Their main task is maintaining a relative
position compared to the Master drone or tracking velocity vectors transmitted by it.
Communication is achieved via an ad-hoc network (FANET - Flying Ad-Hoc Network) [9]. The
Master drone issues setpoint commands, and the local control loops of the swarm drones
execute necessary corrections. This topology prevents radio frequency spectrum congestion
and significantly reduces the fleet's production cost.
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Figure 2 presents the architecture of a drone swarm system (master-swarm) used for
coordination and autonomous execution of distributed missions. The system is controlled by
the Ground Control System (GCS), which transmits mission objectives and monitors overall
operation status through a long-range communication link. At the center of the architecture
is the Master drone, responsible for mission planning, dynamic task allocation, global route
calculation, and swarm health monitoring. It processes data received from drones in the
network and transmits global commands to them.
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Figure 2. Architecture of a master-swarm drone system.

Drones in the swarm communicate with each other through a communication mesh
network based on protocols such as MAVLink (Micro Air Vehicle Link) or DDS (Data
Distribution Service) [7], which allows data sharing, routing through intermediate nodes, and
achieving consensus between units. Each drone features a flight controller, RTK GPS
localization system, obstacle avoidance sensors, and local autonomy modules, allowing it to
execute tasks independently. The mission workflow includes stages such as task planning,
swarm deployment, distributed data collection, target identification, and adaptive behavior
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depending on the situation [2]. This architecture allows for distributed coordination,
scalability, and operational robustness in complex autonomous applications [1].

The Hierarchical Master-Swarm architecture, because it distributes tasks between an
aerial command center and multiple executors, optimizing spatial coverage, has several
advantages, such as:

- simultaneous monitoring of extensive areas;

- adding new drones to the swarm can be done with minimal software

reconfiguration of the network topology;

- subordinate drones can be extremely simple and cheap, possessing only the
hardware strictly necessary for flying and maintaining formation;

- the loss or failure of a drone in the swarm does not compromise the overall
objective. The network automatically reconfigures to compensate for the missing
node;

However, there are also disadvantages, such as:

- if the Master drone is destroyed or loses power, the entire swarm becomes
inoperable or enters fail-safe mode, being unable to complete the mission;

- the system has high computational and algorithmic complexity;

- communication between drones is sensitive to radio spectrum congestion and
requires considerable bandwidth over an area.

The ability to cover vast areas through efficient load balancing makes this architecture
preferable for large-scale monitoring systems. Using swarms for simultaneous multispectral
mapping of thousands of hectares of agricultural land. While the main drone creates a global
map of water deficits or pest infections, the swarm drones perform parallel tasks, spraying
pesticides only in affected areas. It is used for the rapid scanning of vast mountainous or
maritime areas. Subordinate drones can scan the given area, and upon detecting a thermal
anomaly (such as a lost person), the main drone would reorganize the swarm topology to
focus monitoring efforts on that point. Another scenario could be analyzing the spread of
forest fires or toxic chemical spills in real-time, minimizing human impact and reducing
operating costs (losing a drone in a swarm does not stop the mission).

2.3 Ground Control Architecture

The Ground Control System (GCS) is a system where the control component is located
on the ground, and the drone acts as a strict executor of commands received remotely.
Communications management (Data Link) takes place through a bidirectional radio link,
consisting of an uplink channel (navigation commands, parameter adjustments) and a
downlink channel (detailed telemetry, real-time video stream). The human operator or the
software installed on the GCS defines the route via waypoints, leaving the Flight Controller
to manage exclusively the stabilization on the determined trajectory. An inherent
vulnerability of architectures based on ground control stations (GCS) is the loss of the data
link. For this reason, the architecture must include algorithms (safety protocols) to
automatically initiate a return-to-home function. Upon detecting signal loss for a critical
period (approximately 3 seconds), the drone automatically switches to strict On-Board mode
to return to the launch point based on GPS coordinates stored at takeoff [8].

The diagram in Figure 3 presents the complete control cycle of a UAV, highlighting
the information flow between the ground control station and the aerial vehicle, as well as
the role of the drone’s internal components. The system operates through two main types of
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communication links: control link (uplink) and telemetry and video (downlink). Initially, the
operator uses a signal transmitter from the ground control station (GCS) to input flight control
commands. These include parameters such as pitch, roll, yaw, throttle, or flight modes.
Commands are transmitted to the drone via uplink.

The signal is received by the transceiver on board the drone, which transmits the data
to the Flight Controller (FC), the central component responsible for stabilizing and
coordinating all systems. The flight controller processes the received commands and uses
information from the drone's sensors, such as the IMU (gyroscope and accelerometer), GPS,
and barometer, to determine the vehicle's orientation and position [10]. Simultaneously, the
drone transmits telemetry data to the control station via the MAVLink protocol, including
information on battery level, GPS position, altitude, and drone orientation. Also, a video
camera with a VTX (Video Transmitter) broadcasts the real-time video stream. This
information forms the downlink, through which the operator receives visual and technical
feedback about the drone’s status [8]. Thus, a continuous cycle of control and monitoring is
created, where commands are sent from the ground to the drone, and status and video data
are returned to the operator for adjusting piloting and supervising the mission.

In the ground control system, the drone acts as a sensory relay and maneuver executor,
but decision-making is outsourced to terrestrial servers or human operators. This allows
running massive Machine Learning models on the Ground Control System or performing real-
time photogrammetric processing, which is not possible to integrate onto a mobile platform
[10]. This is essential in critical or emergency situations where final decision-making requires
human judgment and adherence to strict flight safety regulations.

SENSORS
(GPS)

ELECTRONIC
SPEED
CONTROLLERS

Figure 3. The control cycle between a drone and the ground station.
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Shifting the computing load to the ground allows the drone to be physically lighter,
and its computational and electronic characteristics to be simplified, resulting in enhanced
maneuverability and longer flight times. However, this architecture also has several
disadvantages. Any communication interruption, atmospheric interference, topographic
shielding, or cyberattack on the communication channel can have a critical negative impact
on the drone. The range is strictly dictated by the performance of ground antennas, except
when using satellite communication systems, which introduce increased costs. The time
required for data to be transmitted to the ground, processed, and a return command sent to
the drone can cause instability in situations that require prompt actions.

When decision-making and big data analysis capabilities are more important than the
mobility offered by remote UAV piloting architecture, the GCS architecture becomes the
appropriate standard. This is used for monitoring oil and gas pipelines or high-voltage
networks. Platforms navigate based on pre-established waypoints, transmitting terabytes of
data (high-resolution photos, thermography) directly to terrestrial servers for immediate
structural defect analysis. Another usage scenario for this architecture is high-precision
terrain mapping with complex flight paths that require precise sensor calibration using the
ground station control interface.

3. Comparative Analysis of UAV Control Architecture Performance

The comparative analysis of On-Board Control, Master Drone, and Ground Control
System (GCS) architectures highlights that each control model is designed to meet different
operational requirements and presents specific advantages and limitations, as seen in Table 1 [6].
From an autonomy perspective, the architecture based on on-board processing offers the best
results. Because all critical decisions are made locally, the drone can continue the mission
without relying on external communications. Master Drone type systems also offer a high
level of autonomy, but their functioning depends on coordination between participating
drones. Conversely, architectures based on a Ground Control System present a medium level
of autonomy, as a significant part of the decision-making process is transferred to the ground
control station.

Table 1
Comparative analysis of performances

Criterion On-Board Control Master Drone GCS
Autonomy Very high High Medium
Scalability Low High Very high
Communication necessity Minimal Medium Very high

Resilience to link loss Very high Medium Low
Available computing power Limited Medium Very high
Infrastructure cost Medium High Very high

Real-time control Excellent Very good Good

Regarding scalability, centralized systems and those based on hierarchical
coordination are superior to local control. A single drone with on-board processing can
efficiently execute individual missions, but simultaneously managing a large number of UAVs
becomes difficult. The Master Drone architecture allows efficient coordination of drone
groups by distributing tasks and organizing activities in a hierarchical structure. However, the
highest scalability is offered by GCS systems, which can simultaneously monitor and control
vast fleets of UAVs using high-performance IT infrastructures [3].
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Analyzing communication dependency, it is observed that the On-Board Control
architecture is the least dependent on the existence of a permanent communication link. This
aspect represents a major advantage in applications deployed in isolated areas or in
environments with electromagnetic interference. For the Master Drone architecture,
communications are necessary for the continuous exchange of information between the
leader and subordinate drones. GCS systems are the most dependent on communications, as
the monitoring and command process relies on continuous data transfer between aerial
platforms and the control center [3].

A criterion closely related to communications is resilience to communication link loss.
Due to local processing, On-Board Control architectures are the most resistant to
communication interruption. They can continue the mission or execute automatic fail-safe
procedures without external support. In the Master Drone architecture, losing communication
with the master drone can affect the coordination of the entire group, although modern
redundancy mechanisms can mitigate this risk. GCS systems are the most vulnerable, as losing
connection with the control station can significantly limit mission management capacity [6].

Regarding available computing power, GCS systems hold a dominant position. They
benefit from high-performance servers and workstations that allow the implementation of
complex artificial intelligence, video analysis, and mission optimization algorithms. Master
Drone architectures offer intermediate computing capacity, as part of the processing is
handled by the leader drone. For on-board control, computing power is limited by the
dimensions, weight, and energy consumption of the equipment installed on the aerial
platform [6].

Analysis of infrastructure costs indicates that GCS systems require the largest
investments. Their implementation involves developing a complex infrastructure of
communications, servers, management software, and operating stations. Master Drone-based
architectures also involve high costs due to the complexity of coordination and redundancy
mechanisms. On-board control presents moderate costs, as most functions are integrated
directly into the UAV [3].

In terms of real-time control, the On-Board Control architecture provides the best
performance. Local processing eliminates delays associated with data transmission and
allows rapid reactions to environmental changes. Master Drone systems also offer very good
performance, but response time can be influenced by information exchange between drones.
In the case of GCS systems, performance depends on the quality and latency of
communication channels.

Overall, the analysis highlights that the On-Board Control architecture is optimal for
missions requiring high autonomy, rapid reaction, and independence from communications.
The Master Drone architecture is best suited for the collaborative coordination of multiple
UAVs and implementing smart swarm concepts. The Ground Control System architecture
offers the best results in situations requiring centralized surveillance, simultaneous
management of a large number of platforms, and the use of advanced computational
resources. In practice, the current trend leans towards hybrid architectures that combine the
advantages of all three models to achieve a superior level of autonomy, flexibility, and
operational efficiency.
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5. Conclusions

The analysis of control architectures for UAV platforms highlights that selecting a
control solution depends directly on the mission's operational requirements, the required
degree of autonomy, and available resources at the communication and processing
infrastructure level. The architecture based on on-board processing (On-Board Control) offers
the best performance in terms of autonomy, resilience to communication loss, and real-time
control, being recommended for missions carried out in isolated environments or
characterized by difficult communication conditions. The hierarchical Master-Swarm
architecture allows the efficient coordination of a large number of drones and provides a high
level of scalability, making it suitable for applications requiring distributed cooperation,
monitoring over extensive areas, and simultaneous execution of multiple tasks. However, its
functioning depends on maintaining the main node's integrity and the existence of efficient
coordination and redundancy mechanisms. Systems based on a Ground Control System (GCS)
have the most vastest computing resources and allow centralized monitoring of UAV
operations, being appropriate for applications involving large data volumes, advanced
processing, and in specific cases, can minimize or even completely reduce the need for human
intervention in the decision-making process. The primary limitation of this approach is its
high dependence on communication infrastructure and vulnerability to data link loss.

The comparative analysis performed demonstrates that there is no universal
architecture for all use scenarios. The current trend in UAV system development is geared
towards hybrid architectures integrating local processing, distributed coordination, and
centralized management. This approach allows exploiting each model's advantages and
contributes to increasing autonomy, operational safety, flexibility, and energy efficiency.
Future research directions include the integration of distributed artificial intelligence
technologies, use of 5G/6G communications and FANET (Flying Ad-Hoc Network) networks,
developing adaptive mechanisms for switching between different control modes, and
implementing collaborative swarm-type systems capable of operating autonomously in
complex and dynamic environments [9].
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Abstract. This article presents applications of zinc telluride in perovskite solar cells. Devices
in which the thin layer of ZnTe deposited by thermal evaporation is the only hole transport
layer reached a maximum yield of about 2.14%, while those with hole transport layer
consisting of PEDOT-PSS doped with ZnTe had a maximum efficiency of about 2.60%. Power
conversion efficiency of approximately 7.40% was recorded in solar cells consisting of two
hole transport layers, one of ZnTe and one of PEDOT-PSS. The maximum conversion yield of
approximately 13.84% was recorded in devices, in which heterojunction was made from
perovskite doped with ZnTe.

Keywords: perovskite, zinc telluride, current density, voltage, fill factor, efficiency.

Rezumat. Articolul prezinta aplicatii ale telururii de zinc in celule solare cu perovskit.
Dispozitivele in care stratul subtire de ZnTe depus prin evaporare termica este singurul strat
de transport al gaurilor au atins un randament maxim de aproximativ 2,14%, in timp ce cele
cu strat de transport al gaurilor constand din PEDOT-PSS dopat cu ZnTe au avut o eficienta
maxima de aproximativ 2,60%. O eficienta de conversie a puterii de aproximativ 7,40% a fost
fnregistratd in celulele solare constand din douad straturi de transport al gaurilor, unul din
ZnTe si unul din PEDOT-PSS. Randamentul maxim de conversie de aproximativ 13,84% a fost
inregistrat in dispozitivele in care heterojonctiunea a fost realizata din perovskit dopat cu ZnTe.

Cuvinte cheie: perovskit, telururd de zinc, densitate de curent, tensiune, factor de umplere,
eficientd.

Abbreviations

ZnTe - Zinc telluride

ZnSe - Zinc selenide

Zn0 - Zinc oxide

PEDOT-PSS - composite material where PEDQOT (the conductive polymer) and PSS
(polystyrene sulfonate).

PCs1BM - [6,6]-phenyl-Cei-butyric acid methyl ester.

AFM - atomic force microscopy.

PCE - power conversion efficiency
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1. Introduction

A'B"' type semiconductor compounds have a wide range of optical and electrical
properties and can become competitive materials in photovoltaic conversion and
optoelectronic applications [1]. On the other hand, the structure and physical properties of
the thin layers of these compounds greatly depend on the deposition method and the
substrate temperature, the evaporation method and the deposition rate.

ZnTe is a binary semiconductor compound, type A"B"!, with the band gap average Eq =
2.26 eV at T = 300 K. Typically, zinc telluride crystallizes in cubic form (sphalerite, or
"zincblende"), but can also be prepared as a hexagonal structure (wurtzite) [3].The compound,
together with sulfides and selenides, belongs to the calcogenide category. In the form of thin
layers it can be prepared by various methods such as thermal evaporation technique from
one source [4] and two sources [5], electrodeposition [6, 7], epitaxial growth [8, 9], sputtering
[1], molecular beam epitaxy [10], direct combination of Zn and Te in quartz ampoule [2, 11],
pulsed-laser deposition [12].

Zinc telluride is an important material for photovoltaic applications. T. Tanaka et al.
[13] presented the experimental results of the photovoltaic activity of the homojunction ZnTe
from solar cells in which n-ZnTe layers are made by thermal diffusion of Al into p-ZnTe. W.
Wang et al. [10] have grown n-ZnO/n-ZnSe/p-ZnTe structures on GaAs and GaSb and they
demonstrated good rectifier diode qualities and good photovoltaic response. C. A. Wolden et
al. [14] have prepared ZnTe buffer layers as posterior contact of CdTe solar cells and have
significantly contributed to raising the efficiency of cells and to improving the stability of the
module. N. G. Patel et al. [15] have demonstrated that the efficiency of p-ZnTe / n-CdSe type
solar cells in thin layers strongly depends on the conditions of growth of the absorption layers
and the window layers. P. Saikia et al. [16] have prepared ZnSe/ZnTe/CdTe/HgTe
multijunction solar cells on tin oxide-coated glass substrate using the vacuum evaporation
method and these structures have demonstrated the best photovoltaic parameters [2].

| believe that the ability of contemporary researchers to manufacture perovskite cells
with a high filling factor is an important step towards assembling high-efficiency cells for
commercial applications. Today, the number of researchers with perovskite solar cells with
an efficiency of less than 15% is increasing [17]. ).Y. Jeng et al. showed solar cells similar to
pervoskite CHs;NHzPbls / fullerene (Ceo) planar - hybrid heterojunction with the following
parameters Vo= 0.60V, J,c = 10.30 mAcm™2, FF=0.63, PCE = 3.9% [18]. L. Etgar et al. reported
obtaining hole conductor-free mesoscopic methylammonium lead iodide (CHsNHsPbls)
perovskite / TiO, heterojunction solar cell with important photovoltaic characteristics: Jc =
16.1 mA/cm?, V,c = 0.631V, FF = 0.57 and PCE = 7.3% [19]. J.H. Im et al. have demonstrated
highly efficient quantum-dot-sensitized solar cell based on perovskite CHs:NHzPbl; with PCE
= 6.54% [20]. MM. Lee [21] presented a device with the structure
FTO/TiO,/CHsNHsPbl,Cl/Spiro-OMeTAD/Ag and the most efficient device exhibited have
photovoltaic characteristics: J«c = 17.8 mAcm™2, Vo = 0.98 V, FF = 0.63 and n = 10.9 % [22]. N.J.
Jeon et al. have discovered a solvent engineering technology for the preparation of extremely
uniform perovskite layers and demonstrated a solution-processed perovskite solar cell with
an energy conversion efficiency of about 16.5% [23]. Similar applications of thin layers of
ZnSe, ZnTe and ZnS in perovskite solar cells have demonstrated M.E. Popa et al. [24 - 27].

Perovskite solar cells based on organic - inorganic halides [25] have aroused a special
interest in research due to the increase of photovoltaic characteristics and the simpler way
of preparation compared to other solar cells [28-37]. Replacing silicon with absorbent thin
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layers in such devices will greatly reduce the real cost of solar cells. The objectives of this
paper are to present the experimental results of the use of thin layers of ZnTe and ZnTe
powder in various variants of perovskite solar cells [25].

2. Materials and Methods

The lower electrodes of the solar cell were deposited from indium tin oxide (ITO) by
etching on Corning 7059 glass [25], which had been initially ultrasonically cleaned in
detergent, deionized water and acetone. The ITO layer served as cathode collecting holes.

The thin layer of ZnTe was subsequently deposited in vacuum as a hole transport layer
by means of thermal evaporation. The mass of ZnTe powders with a purity of about 99.999%
ranged from 15 to 32 mg. Substrate temperature was Ts = 300 K, vacuum pressure - about
0.96 Pa, and electric power through the evaporator process was approximately 50 A.

The thickness of the ZnSe films was measured with the MIl-4 interference microscope
(Linnik type), the operation of which is based on the interference of fringes of equal thickness
from the surface of the layer and the surface of the support. The DRON-3 diffractometer with
MoKa radiation (A = 0.710687 A) was used to obtain X-ray diffractograms. The surface
morphology of ZnTe thin layers was characterized by AFM.

The bulk heterojonction layer [25] was prepared of 80 ul of methylammonium lead
iodide solution (MAPbls; = CHsNH:Pbls) by the spin-coating method in two stages: after the
first deposition the layer was rotated at a speed of 1000 rpm for 23 seconds, followed by a
second deposition and a rotation at a speed of 4000 rpm for 30 seconds. 150 pl of toluene
dropped in the 13th second [24].

The PCs:BM (= PCBM) film was used as electron transport layer. It was deposited from
the solution in the argon chamber by the spin-coating method at a rotational speed of 1000
rpm for 40 s [38]. The advantages of using PCs:BM as an electron transport layer are: layers
are deposited from the solution, their thickness can be adjusted, good electron transport
properties in the deposited layers and the lack of need for additional heat treatment.
Energetic direction of the holes and electrons is more favorable in this configuration,
electrons move to a metal with small extraction work, and the holes move to material with
large extraction work. Ag electrodes were deposited by thermal evaporation in a quasi-closed
volume [24].

In another variant of perovskite solar cells the PEDOT-PSS layer doped with ZnTe
powder was used as the hole transport layer, and the other layers were deposited analogously
as in the first variant of solar cells [27]. The concentration of the powder in the mixture varied
between 1.0 and 2.0 mg/mL. This was deposited from the solution by the spin-coating method
for 60s at a rotational speed of 3000 rpm. Then followed a heat treatment in air for 10
minutes at a temperature of 150°C. Heat treatment time was measured with the stopwatch
of a mobile phone.

The third type of perovskite solar cells had a two-layer structure (ZnTe + PEDOT-PSS)
which fulfill the function of hole transport layer, and the other layers were deposited
analogously as in the first variant of solar cells [25]. The ZnTe layer was deposited by thermal
evaporation under conditions similar to those of the first type of solar cell, and the second
layer of PEDOT-PSS was deposited by the spin-coating method under conditions similar to
those of the second type of solar cells [39].

The last variant of solar cells uses as bulk heterojunction the perovskite layer
CHsNHsPbls; doped with ZnTe powder, and the other layers were deposited similar into as in
the first type of solar cells.
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To measure the current density - voltage of solar cells dependencies, a closed box
filled with nitrogen using simulated AM1.5G sun light was used, which was calibrated to 100
mW/cm? using an NREL tracking photodiode and a computer-controlled Keithley 2400 source
unit [25]. The HITACHI S-3000N microscope was used for SEM measurements and the
photovoltaic characteristics were measured at room temperature.

3. Results and Discussion

In Fig. 1 are presented two SEM images of a solar cell type ITO/PEDOT-PSS/MAPbI;:
ZnTe/PCs1BM/Ag after depositing the PCs:BM fullerene layer. We notice that the surface of
the cell is uniform, without perforations, but with some small spherical grains grown on the
surface (about 3 ym in diameter) and elongated (3 to 5 ym in length) [24]. This uniform
compact structure effectively blocks the recombination of charge carriers at the surface.

S3400N 10.0kV 5.3 : 500 S-3400N 20.0KV 4.3mm x15.0k SE
a) b)
Figure 1. The SEM images of surfaces of samples type ITO/PEDOT-PSS/MAPDI;:
ZnTe/PCs1BM/Ag.

Figure 2 (a) presents the schematic cross-section of the first variant of perovskite solar
cells with inverted architecture described in this article, and the scheme of energy transitions
in the layers of this solar cell are shown in Fig. 2 (b). Here the role of electron transport layer
is fulfilled by the PC¢:BM film, and the role of hole transport layer - the ZnTe layer [25]. From
this diagram we observe that the hole runs through the energy path -54 eV — -5.1 eV — -
4.7 eV, and the electron runs through the energy path -3.9 eV — -4.3eV — -4.5 eV.

The output current of the photovoltaic cell is given by the relation [16, 40],

=1 [exp (q(Vk;TI&)> - 1] -1, (D

where /s and Rs are the diode saturation current and the series resistance of the respective
cell. The fill factor that measures the quality of solar cells is determined by the relation [16, 40]

L.V
FF = T2, (2)
ISCI/OC
where I, and V,, are the current and the voltage corresponding to the maximum power point
Pmex and Ic and V,. respectively short-circuit current and open-circuit voltage. An important
parameter is the power conversion efficiency (PCE) of the solar cell, which is defined as the
ratio from the output power (electricity) and the input power (the light) and can be calculated

by the equation [16, 40]:
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Figure 2. (a) Device structure of first type of solar cells;
(b) The energy diagram of first type of solar cell.

P LV,
PCE = n= output — FF sc oc' (3)

Pinput Pinput

Typically, the "inverted” planar structure has a Vi and a high FF, which are indicators
that this structure has favorable electrical contacts and that the charges are efficiently
collected on electrodes within this structure.

The J-U dependencies and the photovoltaic parameters of the solar cells with the
ITO/ZnTe/MAPDbI:/PCBM/Ag structure are presented in Fig. 3 and Table 1 [25].

ITO/ZnTe / MAPbI; / PCg4BM/ Ag

6 o - {
1% . {
445 ¢ 4
18§ -’ f /
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Figure 3. Current density - voltage characteristics of first type of solar cells.

The experimental curves were constructed according to the thickness of the ZnTe layer
deposited on the ITO, and the photovoltaic parameters analyzed were open circuit voltage
(Voo), short-circuit current (Js), fill factor (FF) and power conversion efficiency (PCE). For the
cell with a ZnTe layer thickness of about d = 20 nm, the electrical dependence ZTal was
obtained with the following characteristics: Vo = 0.44 V, Jic = - 6.24 mA/cm2, FF = 59.48 %,
PCE = 1.66 %. For the device with the thickness of the ZnTe layer of about d = 33 nm, the
ZTa2 curve was obtained, in which the hysteresis of the curve increased to the value J; = -
9.98 mA/cm?, and V,. decreased to 0.39 V. For the solar cell with the ZnTe layer thickness of
d = 48 nm the ZTa3 curve was obtained, which is very close to the form of the initial J-U
dependency ZTal [25].

Journal of Engineering Science June, 2026, Vol. XXXIII (2)



M. Popa 37

Table 1
Photovoltaic parameters of first type of solar cells
Devices  dzre(nm) Usc (V) Jse (mA/cm?) FF (%) PCE (%)
ZTal 20 0.44 -6.24 59.48 1.66
ZTa2 33 0.39 -9.98 54.19 2.14
ZTa3 48 0.46 -6.62 61.14 1.88

Low values of the power conversion efficiency is probably due to mainly the small
displacement of the ZnTe valence band to the perovskite valence band and probably due to
low crystallinity and high roughness of the surface of the ZnTe layer. Thus, the ZnTe layer
with the function of hole transporting layer did not improve charge transport, but probably
created increased contact resistance.

For the best ITO/ZnTe/MAPbI;/PCBM/Ag solar cell the characteristic J-U was measured
to the forward lighting (at decrease of voltage) and reverse lighting (at increase of voltage)
(Fig. 4). From Table Il we notice that at reverse scanning V,. decreases from 0.390 V to 0.386
V, Jic decreases from 9.98 mAcm™ to 9.61 mAcm?, FF is reduced from 54.19 % to 51.49 % and
PCE decreases from 2.14 % up to 2.02 %.

ITO / ZnTe / MAPbI; / PC,BM / Ag

/
*

i

Current density
(mAcm™®)

-0,2 oo 0.2 / 0/0.4

—u— Forward scan
—e— Reverse scan Y

Figure 4. Forward and reverse J-U characteristics of ZTa2 device (dz.re = 33 nm).

Table 2
Parameters of of ZTa2 solar cell (dz.r. = 33 nm) with forward and reverse scanning
Directions of Uoc (V) Jsc (mA/cm?) FF (%) PCE (%)
scanning
forward 0.390 -9.98 54.19 2.14
reverse 0.386 -9.61 51.49 2.02

The structure and morphology of a ZnTe layer deposited on the ITO electrode and the
glass support was investigated. In the XRD diffractogram (Fig. 5.a) three diffraction peaks
(111), (200) and (311) were identified in ASTM and ICDD data sheets for ZnTe, which
demonstrates that the studied layers are polycrystalline and have a zinc blend structure with
a strong orientation of the crystalites with the planes (111), (200) and (311) parallel to the
surface of the support. The AFM image of the ZnTe thin layer surface is shown in Fig. 5.b. It
is noted that the sample has small crystalites, grooved perpendicular to the support, in the
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form of "scales” with similar dimensions (length about 0.08 - 0.1 um, width about 0.04 - 0.06
pm). The image of Fig. 5.c demonstrates that the thickness of the ZnTe layer is about 33 nm
and has a surface roughness of about 3 - 5 nm.

(a1
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Figure 5. (a) XRD image confirming the crystalline structure of the ZnTe layer: b)
AFM image of the ZnTe layer deposited on ITO/glass,c) AFM image to measure the height
of ZnTe layer deposited on ITO/glass.

The modification of hole transport layer in order to increase of the power conversion
efficiency of solar cells it was achieved by doping the PEDOT: PSS solution with the ZnTe
powder. The concentration of the powder in the solution ranged from 1.2 - 2.0 mg/mL.

Fig. 6 presents the current density - voltage dependencies of solar cells with
ITO/PEDOT-PSS: ZnTe/MAPbIs/PCBM/Ag structure, and Table 3 represents the parameters of
the respective cells. For the ZTb1 solar cell with the concentration n = 1.2 mg/ml of ZnTe in
PEDOT-PSS, the experimental curve with the following characteristics was obtained: V. =
0.58V, Jic =-5.64 mA/cm?, FF = 43.94%, PCE = 1.43%. The hysteresis of the ZTb4 curves, with
the concentration n = 1.8 mg/ml of ZnTe in PEDOT-PSS, increased continuously reaching the
values Jic=- 9.27 mA/cm? and V,. = 0.69 V, which corresponds to the maximum value of PCE
= 2.56 %. For solar cells with a concentration n > 1.8 mg/ml of ZnTe in PEDOT-PSS the
hysteresis becomes lower than in the previous cell, and the energy efficiency decreases
continuously.
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ITO/ PEDOT-PSS: ZnTe / MAPbI3 / PCg4BM/ Ag
(-

Current density
(mAcm™)

Voltage (V)
0,2 ' a,'a '

=}
s
=3
L2
=

e ZTb5

Figure 6. J-U curves of the second type of solar cells.

Table 3
Photovoltaic parameters of the second type of solar cells [25]

Devices n (mg/ml) Uoc (V) Jsc (MA/cm?) FF (%) PCE (%)
ZTbl 1.2 0.58 -5.64 43,94 1.43
ZTb2 1.4 0.60 -7.14 43.32 1.88
ZTb3 1.6 0.63 -8.40 40.94 2.15
ZTb4 1.8 0.69 -9.27 40.31 2.56
ZTb5 2.0 0.62 -8.10 41.50 2.07

Fig. 7 and Table IV show small deviations in J-U characteristic at forward lighting (at
decreasing of voltage) and reverse lighting (at increasing the voltage) of the best solar cell
type ITO/PEDOT-PSS:ZnTe/MAPbIs/PCBM/Ag.

ITO/ PEDOT-PSS: ZnTe / MAPbl4 / PCg4BM | Ag
6

44

Current density
(mAcm?)

Veltage (V)

r T
0.2 op 02 0.4

m— Reverse scan
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Figure 7. Forward and reverse J-U characteristics of ZTb4 device (n = 1.8 mg/ml).

Table 4
Parameters of of ZTb4 solar cell (n = 1.8 mg/ml) with forward and reverse scanning
Directions of Usc (V) Jse (mA/cm?) FF (%) PCE (%)
scanning
forward 0.69 -9.27 40.31 2.56
reverse 0.67 -8.63 40.16 2.38

To increase the efficiency of hole transport layer a third variant of solar cells was
prepared in which two layers of p-type conduction were deposited: a ZnTe film obtained by
quasi-closed thermal evaporation, the thickness of which was measured after each
deposition, and the second layer of PEDOT-PSS obtained by the spin-coating method.

Journal of Engineering Science June, 2026, Vol. XXXIII (2)



40 ZnTe - Based of perovskite solar cells with inverted planar arhitecture

Fig. 8 presents the most representative J-U curves of solar cells with ITO/ZnTe /
PEDOT: PSS/MAPbI:/PCBM/Ag structure, which were analyzed according to the thickness of
the ZnTe layer deposited on the ITO, and their energy quantities are indicated in Table V. The
ZTcl solar cell has the thickness of the ZnTe layer equal to 20 nm and the characteristic
current density - voltage has the following photovoltaic parameters: Vo = 0.94 V, J,c = 12.73
mA/cm?, FF = 59.87% and PCE = 7.14%. The ZTc2 device with a ZnTe layer thickness of about
33 nm has a significantly higher short-circuit current value of about 19.16 mA/cm?, and an
open circuit voltage of less than 0.78 V. The hysteresis of the ZTa3 solar cell, with a ZnTe
layer thickness equal to 48 nm, decreases, and the characteristic current density - voltage
moves upwards, perpendicular to the current density axis. In all perovskite solar cells with
ZnTe as the electron transport layer from Fig. 8 a PCE > 7% was obtained [25].

ITO/ZnTe /! PEDOT-PSS / MAPbI3 / PCg4BM [ Ag

Current density
(mAcm™?)

Voltage (V)
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Figure 8. Current density - voltage characteristics of the third type of solar cells.

Table 5
Photovoltaic parameters of the third type of solar cells
Devices | dzr(nm) Uoc (V) Jsc (MA/cm?) FF (%) PCE (%)
ZTcl 20 0.94 -12.73 59.87 7.14
ZTc2 33 0.78 -19.16 49.71 7.40
ZTc3 48 0.77 -16.52 56.38 7.14

The energy diagram of recent solar cells is shown in Fig. 9. It is noticed that this
structure significantly simplifies the movement of the holes from the perovskite to the ITO
electrode by making smaller jumps, in a cascade, between close energy levels (from 5.4 eV
to 5.2 eV and then from 5.1 eV to 4.7 eV). This probably explains the increase in the PCE value
of those cells compared to other solar cells.

-2,2 eV

-2,6 eV

ZnTe
-4,7 eV
ITO

-5,1eV

Figure 9. The energy diagram of the third type of solar cells.
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J-U characteristic of ZTc2 device at reverse illumination presented a smaller
hysteresisthan the forward illumination (Fig. 10). From Table 6 we note that at reverse
scanning Vo decreases from 0.78 Vto 0.70 V, Jic increases from 19.16 mAcm™ to 19.63 mAcm
2, FF decreases from 49.71 % to 48.11 % and PCE declines 7.40 % to 6.67 %.

ITO/ZnTe /PEDOT-PSS / MAPbIy [ PC4BM / Ag

Current density
{macm™)

B —&— Forward scan
E —e—Reverse scan
-

Figure 10. Forward and reverse J-U characteristics of ZTc2 device (dzate= 33 nm).

Table 6
Parameters of ZTc2 solar cell (dz.r = 33 nm) with forward and reverse scanning
Directions of Uoc (V) Jse (MA/cm?) FF (%) PCE (%)
scanning
forward 0.78 -19.16 49.71 7.40
reverse 0.70 -19.63 48.11 6.67

By doping the perovskite solution (CH:NH:Pbls) with the ZnTe powder in the bulk
heterojonction layer, the fourth variant of solar cells was obtained. In the solar cells with the
best photovoltaic characteristics the concentration of the powder in the solution varied
between 1.2 - 1.8 mg/mLl. The mode of deposition of this layer was the same as in the case of
depositing the pure layer of perovskite. Other layers-components of the solar cells were
prepared analogously to the ZTal - ZTa3 samples.

The J-U dependencies of solar cells with ITO/PEDOT: PSS/MAPbIs: ZnTe/PCBM/Ag
structure are represented in Fig. 11, and the photovoltaic parameters of the respective solar
cells are presented in Table 7. For the solar cell in which the concentration of ZnTe in MAPbls
is n=1.2 mg/ml, the ZTd1 curve was obtained with the following characteristics: V,c = 0.95
V, Je=15.52 mA/cm?, FF = 61.56%, PCE = 9.05%. Increasing the concentration of ZnTeto n =
1.4 mg/ml it is observed that the open circuit voltage remains practically constant, and the
hysteresis of the current density-voltage curve increases to the value of short-circuit current
of about 24.97 mA/cm?, and the value maximum PCE = 13.84%. If the concentration of ZnTe
in CHsNHsPbls increases even more than in the ZTd2 solar cell, the energy efficiency of the
solar cells decreases continuously, because the V.. and FF values decrease [25].

Table 7
Photovoltaic parameters of the fourth variant of solar cells
Devices n (mg/ml) Uoc (V) Jsc (MA/cm?) FF (%) PCE (%)
ZTd1 1.2 0.95 -15.52 61.56 9.05
ZTd2 1.4 0.95 -24.97 58.53 13.84
ZTd3 1.6 0.92 -25.97 51.92 12.36
ZTd4 1.8 0.86 -27.04 39.36 9.12
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Figure 11. Current density - voltage characteristics of the fourth variant of solar cells.

Fig. 12 represents the current density - voltage dependencies for the most efficient
ZTd2 solar cell. A direct scan of the solar cell the J-U dependence revealed the following
parameters: Vo = 0.95 V, Joc = 24.97 mA/cm?, FF = 58.53 %, PCE = 13.84 %, and at the reverse
scan Voc =091V, Jic = 24.96 mA/cm? , FF = 55.38 % and PCE = 13.32 % (Table 8).
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Figure 12. Forward and reverse J-U characteristics of ZTd2 device (n = 1.8 mg/ml).

Table 8
Parameters of ZTd2 solar cell (n = 1.8 mg/ml) with forward and reverse scane
Directions of scane Uoc (V) Jsc (MA/cm?) FF (%) PCE (%)
forward 0.95 -24.97 58.53 13.84
reverse 0.91 -24.96 55.38 13.32

5. Conclusions

The paper demonstrated the experimental results obtained in the preparation and
investigation of perovskite solar cells in which ZnTe performed the function of hole transport
layer. The highest power conversion efficiency PCE = 7.40% was detected in ITO/ZnTe/
PEDOT-PSS/MAPDbI:/PCBM/Ag devices with an open circuit voltage V. = 0.777 V, a filling
factor FF = 0.50 and with a short-circuit current Jic = - 1.02 mA/cm? By doping perovskites
with ZnTe solar cells with the structure ITO/PEDOT-PSS/CH:NHsPbls: ZnTe/PCs1.BM/Ag were
obtained with the best photovoltaic characteristics: PCE = 13.84%, Voc = 0.947 V, FF = 59%
and Jsc = - 24.97 mA/cm?.
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Abstract. This paper presents a device and a method for early warning of the risk of thermal
runaway in electrochemical batteries. The effectiveness of the proposed system was assessed
using mathematical modeling applied specifically to the battery module of the Audi e-tron.
Modeling of prismatic cell overheating and calculation of instantaneous operating modes
were performed in Excel Microsoft 365. The results, presented in analytical graphs,
demonstrate the ability of the system to detect battery cell overheating, which confirms both
the operability of the device and the reliability of the method. The proposed solution is
especially suitable for improving the safety of lithium-ion, nickel-cadmium and other multi-
cell battery systems during operation, as well as for integration into new battery modules.
Main applications: monitoring cell temperature in a multi-cell battery module; early warning
of thermal runaway risk in a multi-cell battery module; providing emergency alerts in case of
immediate and obvious thermal runaway danger.

Keywords: Thermal runaway, multi-cell battery module, cell overheating detection, thin film
thermistor, temperature monitoring, multi-cell battery thermal modeling.

Rezumat. Aceasta lucrare prezintd un dispozitiv si 0 metoda pentru avertizarea timpurie a
riscului de fuga termica in bateriile electrochimice. Eficacitatea sistemului propus a fost
evaluata folosind modelarea matematica aplicata specific modulului bateriei Audi e-tron.
Modelarea supraincalzirii celulelor prismatice si calculul modurilor de functionare
instantanee au fost efectuate in Excel Microsoft 365. Rezultatele, prezentate in grafice
analitice, demonstreaza capacitatea sistemului de a detecta supraincalzirea celulelor bateriei,
ceea ce confirma atat operabilitatea dispozitivului, cat si fiabilitatea metodei. Solutia propusa
este potrivitd in special pentru imbunatatirea sigurantei sistemelor de baterii litiu-ion, nichel-
cadmiu si alte sisteme multicelulare in timpul functiondrii, precum si pentru integrarea in
module de baterii noi. Aplicatii principale: monitorizarea temperaturii celulelor modulului
bateriei multicelular; avertizare timpurie a riscului de fuga termica modulului bateriei
multicelular; furnizarea de alerte de urgenta in caz de pericol imediat si evident de fuga
termica.

Cuvinte cheie: Fuga termicd, modul baterie multicelular, detectarea supraincalzirii celulelor,
termistor cu peliculd subtire, monitorizarea temperaturii, modelare termicd a
bateriilor multicelulare.
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Abbreviations The following abbreviations are used in this manuscript:

ISC Internal short circuit
CAN BUS A controller area network bus (CAN bus) is a vehicle bus standard
designed

to enable efficient communication primarily between electronic control
units (ECUs).

CANduino v4.0 Arduino-compatible development board designed for those working on
automotive systems: the Canduino, with a built-in CAN bus.

LED A light-emitting diode (LED) is a semiconductor device that emits light
when current flows through it.

GND is a reference point in a circuit from which voltage is measured

NTC stands for Negative Temperature Coefficient

1. Introduction

Thermal runaway in lithium-ion, nickel-cadmium, and other types of electrochemical
energy storage devices is a phenomenon characterized by a chain of exothermic reactions
within the battery. It is usually caused by an internal short circuit caused by defects or aging
of the cell.

However, the most common cause is overheating, often caused by charging current
flowing through a cell that has already reached full charge while other battery cells have not
yet completed the charging process. In an overheated cell, exothermic reactions dramatically
increase the internal temperature, which accelerates electrochemical activity and leads to
excessive heat generation. This increase in temperature causes the release of flammable
gases, an increase in internal pressure, and expansion of the outer casing, which can lead to
an explosion and fire of the entire battery [1]. In three out of four cases, a fire breaks out
during the charging phase [2]. Highlighting the importance of monitoring of battery cells.

Several technologies are known to prevent thermal runaway:

- Ultrasonic detection, which provides dynamic feedback on structural changes inside
the cell for early warning systems;

- Detection of gas released during electrolyte decomposition using gas sensing devices
to monitor chemical reactions;

- Voltage sensing using alternating topologies and multiple sensors to monitor
terminal voltage of individual lithium-ion cells;

- Temperature monitoring is a fundamental method that allows real-time detection of
abnormal increases in internal temperature [3].

Gas analyzers and ultrasonic scanning can detect electrolyte decomposition, signalling
the onset of thermal runaway and cell failure. Voltage monitoring is a simple and reliable
method for diagnosing internal short circuits (ISCs), especially when overcharging is a factor
[4]. However, parallel connection of cells in battery modules complicates individual cell
measurements. In addition, measuring internal resistance and voltage alone may not provide
timely detection of thermal runaway [5].

Given these limitations, temperature monitoring is considered the most fundamental
method for preventing thermal runaway [3]. Stopping the heating before the electrolyte
decomposes can avoid battery destruction. However, both temperature monitoring and
voltage monitoring require multi-wire circuits, which increases the system cost and reduces
reliability. Common temperature sensors such as thermistors, thermocouples, and analog-to-
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digital sensors have disadvantages such as low detection accuracy and sensitivity to the
environment.

One of the known thermal runaway warning devices [6] involves the use of
temperature-sensitive tape sensors that melt when overheated. These disposable tapes must
be replaced after activation, which makes them impractical due to labor-intensive and
unreliable operation. Therefore, safety management methods and systems for
electrochemical devices continue to evolve.

Based on the above, the objective of this work is to investigate the performance of the
proposed thermal runaway risk early warning system [7], in particular, in the temperature
monitoring mode of the battery module cells in the electrochemical battery system of the
Audi e-tron [8].

2. Model for Studying of the proposed Overheated Cell Detection and Early Warning
System for the Audi e-tron Electrochemical Battery Module

Electrochemical battery modules, in particular those used in electric vehicles, may
differ in the number and shape of individual cells. To select the appropriate type and
resistance parameters of flexible thin-film sensors, as well as the iterative selection of a
constant resistance resistor for the proposed overheated cell detection system of the
electrochemical battery module [8], it is necessary to study the operating modes of the system
using a mathematical model. This study allows optimizing the device parameters for a
specific battery module.

However, to develop a universal algorithm and test the corresponding software
module for use in various types and configurations of batteries, a physical prototype is
required - a test bench. This section presents a model of the proposed cell overheated
detection and early warning system [7], specially adapted for the Audi e-tron electrochemical
battery module [8].

The schematic diagram of the proposed overheated cell detection system is shown in
Fig. 1.

The diagram includes the following components:

- Sensor unit (1): Consists of a flexible thin-film sensor (2) with a high-temperature nonlinear
resistance coefficient. Identical sections (10) of which are attached to the corresponding cells
of the electrochemical module of the battery.

- Control unit (3) includes:
- controller (4) based on CANduino v4.0;
- constant resistance resistor (5);

Alarm unit (6) includes: LED indicator (7) and buzzer (8).

This configuration provides thermal contact between each section of the sensor and
the housing of the corresponding cell, covering two equal groups of cells inside the module.

The electrical connections of the proposed overheated cell detection system are as
follows:

- one end of the flexible thin-film sensor (2) is connected to the +5 V voltage source of
the controller (4) via the electrical conductor (11);

- the other end of the sensor is connected to the analog input A7 of the controller (4)
via the electrical conductor (12);

- the constant resistance resistor (5) is connected between the ground contact (GND)
and the analog input A7 of the controller (4);
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Figure 1. Overheated cell detection system in a twelve-cell lithium-ion battery module of
the Audi e-tron [8].

- the midpoint of the sensor film is connected to the analog output A6 of the con-
troller (4) via the electrical conductor (13);

- the +5 V DC output of the controller (5) is connected to the common power supply
wire of the alarm unit (6) via the electrical conductor (14);

- the LED indicator (7) of the alarm unit (6) is connected to the digital output D2 of the
controller (4) via the electrical conductor (15);

- the control output of the controller (4) is connected to the buzzer (8) of the alarm
unit (6) via the electrical conductor (16).

3. Selection of sensors and controller for the system for determining the location and
early warning of overheating in the battery module of electrochemical batteries

For monitoring the prismatic cells in the Audi e-tron lithium-ion battery module [8], a
flexible thin-film sensor is considered the most suitable option. This type of sensor enables
more reliable thermal contact across a larger surface area of the battery elements. However,
such sensors are not yet commercially available.

Interest in flexible thin-film sensors stems from a series of successful experimental
studies conducted by Tsung-Shine Ko et al. at the Department of Electronic Engineering,
National Changhua University of Education, Taiwan [9]. Their research demonstrated that
bulk thin-film MoxW;1—xS; has significant potential as a thermal sensor, and its future
production is anticipated.

Since this promising material is still in the experimental phase and not yet
manufactured, the characteristics of the NTC thermistor 1AE103R44T5A - produced by North
Star Sensors, LLC [10] - are used to model the behavior of sections (10) of the flexible thin-
film sensor (2). The specifications of the NTC thermistor 1AE103R44T5A are presented in
Table 1.
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Table 1
NTC thermistor characteristics
Resistance Temperature 25°C/ Recommended

R/T

Part Number at25 °C,R;;, Tolerance, Curve 85°C Measurement
kQ) (°O 113 Current, (UA)
+
1AE103R44T5A 10 0.5 44 3978 <50
from Oto 70

Figure 2. Prismatic Llithium-ion battery (cell) module with flexible thin-film sensor.

Further research by Tiangi Yang et al. (2025) [11] examined temperature distributions
in prismatic battery modules approaching thermal runaway. Their findings revealed that the
highest temperatures occur at the top of the prism, between the cell poles. Based on these
findings and recommendations [12], flexible thin-film sensors for detecting cell overheating
in the twelve-cell prismatic lithium-ion battery module of the Audi e-tron [8] can be arranged
as shown in Fig. 2. Let us consider the operation of the overheating detection system as
applied to this module (Fig. 2).

Table 2
CANduino v4.0 Technical Specifications
Specification Parametr
Microcontroller ATmega328PA
Operating Voltage Cell modules 5V
Input Voltage Range 7V-12V
Digital 1/0 Pins 14 (6 with PWM)
Analog Input/Output Pins 8 (ADC channels)
Maximum current 40 mAh from one output
Flash memory 32 kb
Interface SPI & CAN with USB Type-C
CAN controller / transceiver MCP25625
Analog pins measure voltage with of 0,005 V

an accuracy

Since no publicly available information exists regarding the type of controller used in
the Audi e-tron GT Quattro battery module, the CANduino v4 [12] is selected as the controller
for the battery control unit (4). The technical specifications of the CANduino v4, designed by
MassiveButDynamic in Germany, are provided in Table 2 [13].
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The CANduino v4 interface supports CAN V2.0B with a speed of 1 Mbit/s and can be
used to communicate with the master battery control processor via a twisted pair CAN Bus.

According to these data, we will accept the supply voltage of the sensor unit Ussupply
=5 V. In this case, the voltage of the midpoint of the flexible thin-film sensor, in the absence
of overheated cells, will be Utest = 2.5 V.

4. Methodology for determining the location and early warning of overheating in the
module of an electrochemical battery

To monitor the average temperature of the module cells and improve the accuracy of
detecting when an overheated cell reaches the thermal runaway risk threshold, we calculate
the voltage drop Utape across a constant resistor Rconst. This voltage drop varies as the
resistance Rtape of the flexible thin-film sensor circuit changes in response to cell
temperature fluctuations.

We use the RESISTANCE RATIO Rt/R25 ratio from the NORTH STAR SENSORS CURVE
44 specification to calculate the change in resistance of the flexible thin-film sensor sector
[10]. We enter the calculation results in Table 3. To measure the average temperature of the
module cells, we plot the dependence of the voltage drop on the resistance of the constant
value Rconst in the flexible thin-film sensor circuit when the temperature Thotcell of the
module cells changes, which increases from 20 °C to 100 °C.

To do this, we calculate the equivalent resistance Rtapeeqw of flexible thin-film
sensor 2, consisting of ns = 12 sectors (Fig. 2), using formulas (1) and (2), taking into account
the change in temperature:

Rtapeeqw = 221 Rtapesect (i) (1)
Current IC flowing in the resistance Rconst of a constant resistor 5 (Fig. 3):
IC = Ussupply / (Rtapeeqw + Rconst) (2)

Let's calculate Utape, the value of the voltage drop as a function of the change in the
operating temperature of the module cells:

Utape = IC « Rconst (3)

The calculations will be performed under the condition that the supply voltage of the
flexible thin-film sensor will be equal to Ussupply = 5.0 V, the resistance of the sector of the
flexible thin-film sensor at 25 °C (thermistor) will be R25 = 10 kQ, the resistance of the
constant-value resistor will be equal to Rconst = 1.4 kQ. The calculation results are presented
in Table 3 and in the graph of Fig. 3.

Table 3
Dependence of the voltage Utape on the temperature of the thin-film sensor Ttape
Ttape, (°C) 20 40 60 80 100
Q RATIO Rt/R25 1.24927 0.53266 0.24869 0.12554 0.06784
Rtapesecthot, (kQ) 12.493 5.327 2.487 1.255 0.678
Ic, (MmA) 0.0330 0.0765 0.160 0.304 0.524
Utape, (V) 0.0463 0.1072 0.2241 0.4251 0.7337

Let us assume that the overheated cell has a thermal contact with the sector
Rtapesecthot in the right part of the flexible thin-film sensor from the midpoint. Let us
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calculate the absolute value of the voltage deviation dUtesty «c, that is, the modulus of the
difference Utest voltage of the midpoint of the flexible thin-film sensor (in the absence of
overheated cells) and Utape,o-c of the midpoint voltage of the flexible thin-film sensor at the
operating temperature of the module cells Tcelloper = 20 °C, when the resistance of each
sector of the flexible thin-film sensor does not change and is Rtapesecty «c = 12.493 kQ,
except for the resistance of the sector Rtapesecthot in the right half of the thin-film sensor
in contact with the cell, the temperature Thotcell of which increases from 20 °Cto 100 °C.

We will calculate the absolute value of the voltage deviation dUtesty «c using the
formula:

dUtesto-c= ABS (Utest - Utapezo ) (4)

The voltage Utapey -c of the midpoint of the flexible thin-film sensor as a function of
Thotcell with a change in the resistance of the sector Rtapesecthot in the right half of the
thin-film sensor in contact with the cell, the temperature of which Thotcell increases from
20 °Cto 100 °C, is determined by the formula:

Utapeao -c = Rrightsideyg«c * Itapeso - (5)

The resistance Rrightsidey-cas a function of Thotcell of the right half of the flexible
thin-film sensor at a module cell temperature of 20 °C with a change in the resistance of the
sector Rtapesecthot as a function of Thotcell in the right half of the thin-film sensor is
determined by the formula:

Rrightside;o«c = Rtapesectio-c* (ns/2 - 1) + Rtapesecthot (6)

The current of the flexible thin-film sensor Itapes -c with a change in the resistance
Rtapey -«c of the flexible thin-film sensor as a function of Thotcell is determined by the
formula:

[tapeso-c = Ussupply / Rtapezoc (7)

The total resistance of the flexible thin-film sensor Rtape,o«c as a function of Thotcell
is determined by the formula:

Rtapezoec = Rrightsidesoec + Rleftsidesosc (8)

The resistance of the left half of the flexible thin-film sensor Rleftside,o-c at a module
cell temperature of 20 °C is determined by the formula:

Rleftsideso-c = Rtapesectooc ® ns /2 9)
The calculation results are presented in Table 4 and in the graph of Fig. 4.

Table 4
Dependence of the deviation of the voltage of the midpoint of the dUtest sensor
when one cell in the module overheats

Thotcell, (°C) 20 40 60 80 100
dUtestzo-c, (V) 0.000 0.126 0.179 0.203 0.214
dUtestuo -, (V) - 0.000 0.116 0.170 0.196

We repeat the calculation using formulas (4) - (9) at Tcelloper = 40 °C, when the
resistance of each sector of the flexible thin-film sensor does not change and is Rtapesectso-c
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=5.327 kQ, and the temperature of which Thotcell in the right half of the thin-film sensor in
contact with the cell increases from 40 °C to 100 °C.
The calculation results are presented in Table 4 and in the graph of Fig. 4.
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Figure 4. Dependence of the deviation of the midpoint voltage of the dUtest sensor when
one cell in the module overheats at a temperature of the remaining cells of 20 °C or 40°C.

The graphs in Fig. 4 show that for practical application it is necessary to find a method
for processing the results of measuring the midpoint voltage of the sensor to increase the
accuracy.

One possible method may be to reduce the curves of the deviation of the midpoint
voltage of the sensor dUtest to the temperature threshold point of the risk of develop-ing
thermal runaway of the battery module cell. For this purpose, we use the value of the voltage
drop Utape on the constant-value resistor Rconst, measured when deter-mining the average
temperature of the module cells using a flexible thin-film sensor (Fig. 3).

We will compose a sum consisting of the absolute value of the difference between the
test voltage Utest and the potential dUtape of the midpoint of the flexible thin-film sensor,
and add to it the voltage drop Utape on the constant-value resistor obtained when calculating
the average temperature of the module cells and obtain the value of dUtest"

dUtest' = ABS (Utest - dUtest ) + Utape(10)

Let us calculate the change in dUtest', -cwhen the temperature of the overheated cell
Tcellhot changes from 20 °C to 100 °C using formula (5) for an average temperature of the
module cells of 20 °C.

Let us calculate the change in dUtest's-cwhen the temperature of the overheated cell
Tcellhot changes from 40 °C to 100 °C for an average temperature of the module cells of 40 °C.
The calculation results are given in Table 5. The graph in Fig. 5 is constructed based on the
calculation results.

Table 5
Change in dUtest's0c With change in temperature of superheated cell Tcellhot
Specification Parametrs
Thotcell, (°C) 20 40 60 80 100
dUtest',0°c by Ttapeaoc, (V)  0.046 0.174 0.228 0.253 0.264
dUtest's0°c by Ttapeasosc, (V) - 0.107 0.228 0.284 0.311
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The intersection point of the curves of the deviation of voltage dUtest'so -c of the
flexible thin-film sensor midpoint during overheating of one of the module cells in Fig. 5 is
determined by the value of the voltage drop Utape on the constant-value resistor Rconst.

i
diktest. V
ass

azq
ais
g
a0s
ao0 = -
20 i m+ Ll oo Thotcell T
- dlltest 'y —— dlltest *
S

Figure 5. Corrected deviation of voltage dUtest’ of the flexible thin-film sensor midpoint
during overheating of one of the module cells at the temperature of the remaining
20 °Cor 40 °C.

Thus, to bring the curves together at the required overheating temperature of one of
the module cells, it is necessary to iteratively select the parameters of the constant value
resistor Rconst on a mathematical model created by means of Excel Microsoft 365. The
convergence of the curves in Fig. 5 allows one to set the threshold of the temperature of the
risk of thermal runaway of the overheated module cell, uniform in value for any operating
temperature of the remaining module cells. How-ever, to control the occurrence of the
thermal runaway hazard of an overheated cell in a module, it is impossible to set a single
temperature threshold at any operating temperature of the remaining cells in the module,
since the curves diverge when the temperature of the overheated cell rises above the thermal
runaway risk threshold Fig. 5.

Therefore, the algorithm provides for checking the efficiency of cooling the battery
module and, if as a result of the measures taken, the temperature of the overheated cell
decreases, the thermal runaway risk signal will be disabled, and if the temperature of the
overheated cell, measured after the reaction time Treact, is higher than the risk temperature
threshold Trisc, the sound signal warning about the danger of thermal runaway of the cell is
activated. Where Treact is the time for the module temperature to decrease by 1°C at the
maximum cooling mode.

It is advisable to study the practical application of the system for determining the
location and early warning of thermal runaway of a lithium-ion battery on a model. The
diagram is shown in Fig. 1. It is proposed to use the CANduino v4.0 microprocessor, which is
equipped with an analog-to-digital converter (ADC), as a controller.

The AO-A5 contacts of the CANduino v4.0 microprocessor are used to read ana-log
voltages. The ADC converts the voltage into bits that the microprocessor can understand. The
ADC of this microprocessor has a 10-bit resolution, which means that it can represent the
analog voltage with 1024 digital levels. [14]. The analog pins AO-A5 measure the voltage
with an accuracy of dPv = 0.005 V (Table 1). Let us determine the accuracy in degrees with
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which the ADC can determine the cell surface temperature using a flexible thin-film sensor
Ttape when the cell temperature changes from 40°C to 60°C. Let us plot the ratio of the
ordinate to the abscissa of the graph in Fig. 3, based on the data in Table 2:

(Utapeeo °c - Utapeaso-c) is related to (Ttapeso-c Ttapeso-c) as (11)
dPv is related to dPg

Let's substitute the values and determine the measurement accuracy in degrees - dPg:

dPg = 0.005 V » (60°C - 40°C) / (0.2241V - 0.1072 V) (12)
dPg = 0.86 °C

The analog outputs AO-A5 can measure the cell temperature with an accuracy of dPg
=0.86 °C, which allows the use of the CANduino v4.0 microprocessor for building a test bench,
as well as for the battery module temperature monitoring system.

5. Determination of Temperature Thresholds for the Risk and Danger of Thermal
Runaway in Lithium-lon Batteries
Thermal runaway in lithium-ion batteries is typically divided into three stages:

- Self-heating stage: 50 -140 °C;

- Runaway stage: 140 - 850 °C;

- Termination stage: 850 °C down to ambient temperature.

Some literature sources indicate that the mass melting temperature of the separator
begins around 140 °C [5]. LiFePO4 batteries can typically operate in a temperature range of
-20 °Cto 60 °C (-4 °F to 140 °F), but optimal performance is achieved at temperatures of O
°Cto 45 °C (32 °F to 113 °F) [15].

The exothermic reaction before thermal runaway of the battery is mainly caused by the
decomposition and regeneration of the anodic solid electrolyte interface (SEI). Researchers
Jin, C. et al. (2024) [16] found that SEI can start to decompose above 70 °C. Therefore, the
decomposition of the anode SEI can be considered as the beginning of the thermal runaway
of the battery, which the proposed system should not allow. The exact decomposition
temperature of the anode SEl is related to the chemistry of the specific battery, the thickness
of the SEIl and the state of the SOC [5], so for each specific application of the proposed system
it should be taken into account when setting the thermal runaway risk threshold.

Research by Kisseler, N. et al. (2024) [17] showed that in large-format high-energy
prismatic battery cells, the temperature difference between the internal temperature and the
external surface temperature of the cell can reach 1.8 °C during cycling under natural
convection conditions, even at low charging currents of 0.25 °C, which are likely to be
significantly higher at higher charging currents.

Based on this, we adopt a correction for the temperature difference between the internal
temperature and the external surface temperature of the cell equal to dt =5 °C for the cells
of the module under consideration.

Taking into account the correction dt, we set the thermal runaway risk temperature
threshold of the battery module cell Trisk = 60 °C. By iteratively selecting the resistance of
the resistor of constant value Rconst, we achieve the intersection of the curves of the voltage
deviation dUtest' of the midpoint of the flexible thin-film sensor, when one of the module
cells is overheated, at a point with a temperature equal to Trisk = 60 °C (at a temperature of
the remaining cells of 20 °C and, accordingly, 40 °C). In Fig. 5, the dashed line shows that for
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any operating temperature of the cells of the module under consideration, the value of the
temperature threshold for the overheated one will correspond to the same calculated voltage
dUtest' = 0.225 V, at the actual temperature of the overheated cell Thotcell = 65 °C.

6. Operating algorithm of the system for determining the location and early warning
of overheating in the battery module
The operating algorithm of the system for determining the location and early warning
of overheating of the battery module is shown in Fig. 6. Before the start of the operation of
the early warning system and determining the location of overheating of the electrochemical
battery module, the data of the battery module in question are entered into the memory of
the slave controller CANduino Slave v4 for monitoring by the proposed system:

Initialization

S10 : The following constants are assigned:
Urisk : Calculated voltage threshold for thermal runaway risk
Udngr : Calculated voltage threshold for thermal runaway danger
Utest : Test voltage, equal to half of Ussupply
Flag :Timer activation flag, initialized as Flag =0
ns  :Number of sensor sections in the battery module
Treact : Time required by the cooling system to reduce the module

temperature by 1 °C in forced mode

Additionally, the data from Table 2 - representing the dependence of Utape on
cell temperature Ttape - are stored in the controller’'s memory.
Temperature Measurement
S20: To determine average module temperature:
Apply Ussupply = 5 V from Controller (4) to one end of the flexible thin-film
sensor (2)
Connect the other end to GND via constant resistor (5)
Disconnect pin A6, connect pin A7 to the ADC, and read Utape
Use Table 2 to determine Ttape, the average module temperature
Iterative Monitoring Loop
S30: Decrement variablei=i-1
S40: Using the digitalWrite(A7, 0) function, set ground GND on pin A7 of controller (4).
S50: Measure the voltage dUtest of the midpoint of flexible thin-film sensor (2) on
wire (13) using the analog-to-digital converter of analog input A6 of controller (4) of
battery control unit (3). Calculate the magnitude of the difference modulus Utest of
the test voltage and dUtest of the midpoint voltage of flexible thin-film sensor (2),
then add the value Utape of the voltage drop at the beginning of the constant resistor
(7) and assign to constant dUtest'.
S60: Compare the obtained value dUtest with the threshold value Urisk of the thermal
runaway risk voltage, if it is less, then go to S50 to perform the next cycle, if it is
greater than or equal to Urisk, then go to S90.
S70: Decrementi=i-11
S80: Ifi=0, return to S20; if i # 0, go to S40.
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Figure 6. Algorithm of operation of the system for determining the location
and early warning of overheating in the battery module.

Response Logic
S90: Check Flag = 1.
If true, go to S100
If false, go to S110
S100: Activate LED indicator and send signal to the battery regulation control unit to:
Turn on cooling fans at full power
Halt charging/discharging of the module or entire battery
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S110: Assign: Flag =1, Udngr = Utape, dT =0

S120: Assign to the variable dT =dT + 1

S130: Compare dT = Treact. proceed to S140; otherwise, return to S40

S140: Compare dUtest’ > Udngr
If true, go to S160
If false, go to S150

S150: Assign: Flag= 0 and go to S20.

S160: Activate buzzer (8) and send signal to the battery regulation control unit to:
Trigger the active fire extinguishing system for the module or entire battery

8. Results

Audi, like most manufacturers, monitors the temperature, current and voltage of each
cell to protect against thermal runaway, and intervenes if necessary. The pro-posed technical
solution reduces the number of wires for monitoring the cell temperature by almost an order
of magnitude, and also increases the accuracy of determining the average temperature of the
module cells and reduces the effect of the operating temperature on the accuracy of
determining the temperature threshold at which the operation of the cell is associated with
the risk of thermal runaway.

9. Conclusion

This paper presents a system for monitoring the temperature of battery module cells
using flexible thin-film thermistors. The system is designed to ensure that the accuracy of
detecting an overheated cell remains unaffected by temperature variations in the other cells
within the module.

To investigate the proposed temperature monitoring system, a basic application diagram
of the system for monitoring a real electric vehicle battery module was developed. The
operating modes of the system were analyzed using mathematical modeling of the conditions
under which cell overheating occurs.

The technical outcomes of the proposed monitoring system include:

- Early detection of an overheated cell in an electrochemical battery module-prior to
the onset of cell degradation-enabling timely signaling of both risk and danger as-
sociated with thermal runaway if the temperature rise is not mitigated.

- Precise identification of the moment when a cell reaches the critical temperature
threshold, beyond which continued operation poses a risk of thermal runaway,
independent of the overall temperature of the module.

- Cost reduction in components and electrical connections, achieved by using flexible
thin-film sensors instead of individual sensors for each cell.

- Sustained monitoring capability after the temperature of the overheated cell drops
below the thermal runaway hazard threshold.
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Abstract. Periodic verification through examinations and laboratory testing represents a
technical operation that can ensure an adequate level of performance and safety of medical
devices. This verification ensures the assessment of general safety, electrical safety,
functionality, alarm control, and, most importantly, the performance parameters of medical
devices. In order to establish a service system intended for the periodic conformity
assessment of medical devices, it was necessary to identify new methodological approaches.
This methodology is based on the cost-effectiveness ratio, ensuring the application of a
minimum set of non-destructive methods in accordance with standards, while guaranteeing
an appropriate level of performance and safety of medical devices.

Keywords: medical devices, periodic conformity assessment, periodic inspection, non-destructive
testing, standards, safety, performance, reliability, efficiency, quality.

Rezumat. Verificarea periodica prin examinari si incercari de laborator reprezinta operatiunea
tehnica ce poate garanta nivelul adecvat al performantelor si sigurantei dispozitivelor
medicale. Aceasta verificare asigura evaluarea securitatii generale, a securitatii electrice, a
functionalitatii, a controlului alarmelor si, cel mai important, controlul parametrilor de
performanta a dispozitivelor medicale. Pentru a institui un sistem de servicii destinat evaluarii
periodice a conformitatii dispozitivelor medicale, a fost necesard identificarea unei noi
metodologii. Metodologie, care are la baza raportul cost-eficientd, prin care se asigura
indeplinirea setului minim de metode nedistructive conform standardelor, cu garantarea
nivelului corespunzator de performanta si securitate al dispozitivelor medicale.

Cuvinte-cheie: dispozitive medicale, evaluarea periodicd a conformitdtii, verificare periodicd,
metode nedistructive, standarde, securitate, performantd, sigurantd, eficientd,
calitate.
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1. Introduction

In order to ensure the functionality and practical applicability of the system for
periodic conformity assessment of medical devices, based on the established regulatory
framework, it was necessary to develop specific procedures for the periodic verification of
medical devices in accordance with the Nomenclature approved by the Annex to Government
Decision No. 966/2017 “On the approval of the Regulation regarding the periodic verification
of medical devices placed into service and in use” [1, 2, 3].

In this context, it was necessary to determine a methodology for selecting non-
destructive testing methods from applicable standards, based on a cost-efficiency ratio, in
order to ensure an appropriate level of performance and safety of medical devices.

Considering that the verification interval is 24 months, it was also necessary to take
into account the allocation of financial resources for periodic verification activities, in order
to ensure the continuity of this process by medical institutions. Furthermore, consideration
was given to the time required to perform periodic verification, in order to avoid prolonged
downtime of medical devices, as well as to the human, material, and financial resources
required for this purpose.

Based on these considerations, the requirements of standards applicable to medical
devices at the manufacturing stage were researched and analyzed, with the aim of identifying
the methods within those standards that would form the basis for the specific verification
procedures.

Standards include both destructive and non-destructive methods, which are fully
applied at the manufacturing stage, particularly during the conformity assessment. However,
for the periodic verification medical devices that have already been placed into service and
are in use, and which have undergone conformity assessment at the time of manufacture, it
is evident that only non-destructive methods can be applied [4, 5].

A particularly complex task consisted in the study, identification, and establishment
of a minimum set of methods capable of ensuring the safety and quality of medical devices
by verifying general safety, electrical safety, and performance parameters, taking into account
all the aforementioned aspects [6-9].

Accordingly, the methods selected from the standards applicable to medical devices
at the manufacturing stage were incorporated into the specific procedures for periodic
verification, which derive from the general procedure for periodic verification. These must
correspond to the needs of the healthcare system, ensuring compliance with safety and
performance parameters of medical devices, while also taking into account technological
developments and international best practices in the field.

2. Phasing of the periodic verification process

Were studied standards for all 29 types of medical devices, in accordance with the
Nomenclature approved by the Annex to Government Decision No. 966/2017 “On the
approval of the Regulation regarding the periodic verification of medical devices placed into
service and in use”, for the purpose of developing and approving specific procedures for
periodic verification.

As an example, in order to determine the methodology for developing a specific
procedure for periodic verification, was selected, the electrocardiograph.

The development of a specific procedure for periodic verification was based on several
stages, namely:
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At the first stage, harmonized European standards adopted as Moldovan standards
concerning general safety, electrical safety, and performance requirements were analyzed
and selected. For example, for electrocardiographs: Standard SM EN 60601-1-8, SM EN 60601-
1-8/A1/AC “Medical electrical equipment - Part 1-8: General requirements for basic safety and
essential performance - Collateral standard: General requirements, tests and guidance for alarm
systems in medical electrical equipment and medical electrical systems” [10]; Standard SM EN
62353 “Medical electrical equipment - Recurrent test and test after repair of medical electrical
equipment”; Standard SM SR EN 60601-1 “General requirements for basic safety and essential
performance” [11]; Standard SM EN 60601-2-25 “Medical electrical equipment - Part 2-25:
Particular requirements for the basic safety and essential performance of electrocardiographs”
[12]; Standard SM EN 60601-2-51 “Medical electrical equipment - Part 2-51: Particular
requirements for safety, including essential performance, of recording and analyzing single-
channel and multi-channel electrocardiographs” [13]; Standard SM EN 60601-2-47 “Medical
electrical equipment - Part 2-47: Particular requirements for safety, including essential
performance, of ambulatory electrocardiographic systems” [14].

Subsequently, the terminology and definitions used were examined and studied in
order to ensure the correct interpretation of the specific procedure for periodic verification,
in accordance with the regulatory framework in the field of medical devices. At the same
time, it has been established that, in order to perform periodic verification of all types of
medical devices, the following are required: medical device testers, simulators, connection
cables, measuring instruments (multimeters), as well as computers equipped with software for data
acquisition and processing [15].

Furthermore, in accordance with standard provisions, prior to initiating periodic
verification, environmental conditions must be confirmed, specifically: ambient temperature
between (15-35) °C and relative humidity between (45-75) % [15].

Another mandatory condition is that only specialists who have undergone safety
training and are familiar with the operating documentation of the medical device are allowed
to perform the verification.

Subsequently, for the same type of medical device, taking as an example: the
electrocardiograph, all non-destructive methods specified in the standards were studied and
analyzed in order to establish a minimum set of methods capable to ensure the performance
and safety parameters.

Accordingly, the identification and analysis of methods from the standards were
carried out in stages, namely:

v" methods related to general safety;
v" methods related to electrical safety;
v' methods related to device performance.

After preparing the medical device for periodic verification through examination and
testing, as described above, before verifying electrical safety and performance parameters,
the device must first be tested for general safety.

Thus, according to standard SM SR EN 60601-1, from the perspective of general safety
for electrocardiographs, the following methods requiring examination and testing were
identified:

v classification of medical devices;
v" instability during transport;
v' interruption of power supply/mains supply to the medical device;
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v" mains-connected parts, components, and their arrangement;
v' legibility of markings;
v marking on the exterior and interior of the device or applied parts [10-14].

Specific to electrocardiographs, for conformity control based on the requirements of
standards SMV EN 60601-1-1 and SMV EN ISO 9919, methods for visual inspection and
functional testing were established as necessary, namely:

Visual inspection:

v’ intact housing (no missing components);
intact connectors;
intact buttons;
intact display;
sensor condition;
v’ interconnection cable condition.
Functional verification:
v display brightness;
v’ self-test functionality;
v" functional buttons;
v’ presence of alarm sound;
v’ presence of battery;
v" detection of missing sensor or interconnection cable [10-14].

Requirements regarding the verification of sealing and marking elements related to
the device housing and connection cables were studied and subsequently selected.

For the periodic verification of electrical safety parameters of the electrocardiograph,
Standard SM SR EN 60601-1 was studied, and essential methods related to electrical
operation were selected. Accordingly, for electrically powered medical devices, including
electrocardiographs, the following methods are relevant:

v" measurement of supply voltage;
power consumption;
earth leakage currents;
patient leakage currents;
enclosure leakage currents;
auxiliary leakage currents;

v' insulation resistance [10-14].

Furthermore, according to Standard SMV EN 60601-2-51, specific to
electrocardiographs, several methods for periodic verification related to performance
parameters were studied and identified, for example:
requirements for amplitude measurement;
requirements for waveform interval and duration;
requirements for stability under noise conditions;
minimum configuration requirements;
calibration signal;
sensitivity accuracy;
internal filters;
noise level;
high-frequency response;
low-frequency response;
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v" recording speed [10-14].
Using the methodology described above, periodic verification methods were identified
and established from the standards applicable to electrocardiographs. Similarly, standards
for all types of medical devices included in the approved Nomenclature were studied in order
to develop specific procedures for periodic verification.

3. Measurement of the time required for periodic verification

In accordance with the stages of the general procedure for periodic verification, the time
required for electrocardiograph verification was measured and estimated, as presented in Table 1.

Table 1
Time required for the periodic verification of the electrocardiograph

gl/ro Title of the works related to periodic verification Time (hours)

1. | Receipt and analysis of the request for performing periodic 0,10
verifications
1.1 | registration of the testing request 0,05
1.2 | preparation of test and examination sheets for 0,05
recording results
2. | Preparation of the medical device for testing 0,05
3. | Performing examinations and testing of parameters 2,20
3.1 | general safety parameters 0,15
3.2 | of the alarm system 0,00
3.3 | electrical safety 0,55
3.4 | performance 1,10
4. | Preparation of the inspection report 0,20
5.1 | transfer of data from the test sheet and completion 0,15
of the report

5.2 | conclusions and remarks on the medical device 0,05
5. | Issuance of the inspection certificate based on the report 0,10
Total 3,05

for another 8 types of medical devices from the Nomenclature, namely:

Accordingly, the time required for the periodic verification of the electrocardiograph is
approximately 3.05 hours.
Similarly, the time required to perform periodic verification was measured and estimated

patient monitor;

pulse oximeter;

infusion pump;

artificial ventilation device (ventilator);
external defibrillation device (defibrillator);
electrosurgical unit (electro coagulator);
neonatal incubator;

neonatal resuscitation table.

The time required for periodic verification consists of the totality of activities aimed at
evaluating general safety parameters, alarm system parameters, electrical safety, and
performance.
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At the same time, it was observed that the time required to verify electrical safety
parameters is approximately the same for electrically powered medical devices. Similarly, the
time required to verify general safety parameters is nearly identical across all types of medical
devices. The difference is mainly determined by the time required to assess performance
parameters (Figure 1).

Time required for performing periodic verifications by types of
medical devices and parameters

mmm Medical devices full verification,
including performance

B Flectrical medical devices

Time (hours)
o B N
ok bNnh
- |
__ pam
|
1

o & & === Average verification time

Types of medical devices and parameters

Figure 1. Time required for performing periodic verifications by types of medical
devices and parameters.

Furthermore, based on the 9 types of medical devices selected for estimating the
verification time, representing approximately one-third of the total number of device types in the
Nomenclature, the total time required for the periodic verification of the entire inventory of
medical devices was estimated.

Based on the calculated data, it was determined that the average time required for the
periodic verification of a single medical device is approximately 3 hours (Figure 1). This
represents a considerable amount of time, implying higher costs for medical institutions, given
the hourly labor cost associated with periodic verification services.

At the same time, the measured average time of approximately 3 hours indicates a
prolonged downtime of medical devices during the verification process.

4. Optimization of the time required for the periodic verification

In the context of the estimated time of approximately 3 hours for the periodic verification
of medical devices, which was found to be quite high, it became necessary to review and reduce
this duration, but not at the expense of confirming the conformity of device parameters. This
required determining the minimum set of methods for periodic verification of general safety,
electrical safety, and performance parameters.

To obtain a clearer overview of all medical devices subject to periodic verification,
information was extracted from the Medical Devices Management Information System (SIMDM)
regarding the units of medical devices available in medical institutions for the 9 selected types [7].

Based on the number of medical devices, the total time required for their periodic
verification was estimated, as shown in Table 2.
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Table 2

Estimation of the total time required for the periodic verification of medical devices
according to the units extracted from SIMDM

Time required
Time required for the
. for the periodic periodic
Nr. Name of the type of Quantity . . - .
d/o medical device (units) verification of a | verification of
medical device all medical
(hours) devices
(hours)
1. | Electrocardiographs 2678 3,05 8167
2. itati
Neonatal resuscitation 173 3,00 269
tables
3. | Neonatal Incubators 202 3,50 707
4 ; ;
Electrosurgical units 276 2,25 346
(electro coagulators)
3 T
Deflbrl'llat.lon ' 799 2,30 1837
resuscitation devices
3 p— T
Art|f|C|al ventilation 1468 3.40 4991
devices
7. | Infusion pumps 3091 3,30 10200
8. | Pulse oximeters 1618 1,00 1618
9. | Patient monitors 2226 3,20 7123
10. i
Elect.rlcally . powered 50000 1,50 75000
medical devices

The calculation of the total time required for the periodic verification of all medical
devices at the national level indicates that approximately 75,000 hours would be needed,
equivalent to 3,125 days of 24 hours each. Considering standard 8-hour working days in
accordance with the Labor Code of the Republic of Moldova, and the fact that a maximum of
2,000 working hours per year is estimated, the periodic verification of 9 types of medical devices
at the national level (including electrically powered devices) would require 9,375 working days,
that is, over 26 years.

It should also be noted that the lifespan of a medical device varies between 5 and 10
years, and only rarely reaches 15 years, during which the device must remain safe, effective, and
of high quality. Therefore, the evaluation of performance and safety must be ensured within the
device’s lifespan, which further emphasizes the need to optimize verification time.

For further analysis, the same type of medical device, the electrocardiograph, was used.
Thus, the periodic verification of all electrocardiographs at the national level would require 8,167
hours, equivalent to more than 4.2 working years, a very long duration that necessitated
identifying solutions to reduce this timeframe.

The viable solution consisted in reviewing the number of methods identified from
standards and establishing a minimum set of methods for verifying general safety, electrical
safety, and performance parameters.
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In this regard, a working group within the Ministry of Health (including representatives from
the Ministry of Health, the Medicines and Medical Devices Agency, the Technical University of Moldova,
the Conformity Assessment Bodies as well as biomedical engineers and other specialists) aimed to
establish the minimum set of methods for periodic verification [6].

Accordingly, the verification time was measured and estimated in such a way as to allow
the confirmation of device conformity within its operational lifespan, thereby ensuring the
provision of safe, effective, and high-quality medical devices within the healthcare system.

As a result, for the electrocardiograph, out of 12 performance parameter methods, 5
methods were selected.

Similarly, the minimum set of methods was established for each type of medical device,
forming the basis for the development of specific procedures for periodic verification, which were
subsequently approved by Order of the Ministry of Health. Thus, based on the established
methods, a draft Order was developed for the approval of 29 specific procedures for the periodic
verification of medical devices put into service and in use [2, 3].

Following the development of this draft, the Order of the Ministry of Health, Labor and
Social Protection No. 30 of January 12, 2018 was approved, which endorses the specific
procedures for periodic verification of medical devices, and was published in the Official Gazette
on February 23, 2018.

With the approval of these procedures, it can be stated that a new system for periodic
verification has been successfully created and implemented, representing an important step
for the healthcare system of the Republic of Moldova. Currently, the regulatory framework is
fully applicable, enabling periodic verification of medical devices at the national level.

5. Conclusions

The development of periodic verification methods for medical devices is based on the
requirements set out in the standards applicable at the manufacturing stage.

The approval of specific procedures for periodic verification represented the final
stage in the creation and implementation of the new system for periodic verification of
medical devices in the Republic of Moldova.

With the approval of these procedures, it can be firmly stated that the new system for
periodic verification of medical devices has been fully established, representing an essential
and highly significant step for the national healthcare system. The conformity assessment of
medical devices, through which compliance with safety and performance parameters is
confirmed, contributes to increasing the safety and quality of medical services within the
healthcare system.

Currently, the entire regulatory framework governing periodic verification of medical
devices has been approved, and the mechanism is functional and applicable to all public
healthcare institutions in the country.

All medical institutions in the country (@pproximately 400) are required to ensure the
periodic verification of medical devices for 29 types, in accordance with the nomenclature
and mechanism approved by Government Decision No. 966/2017 on the approval of the
Regulation concerning the periodic verification of medical devices that have been put into
service and are in use.

Based on the results obtained, the following recommendation can be formulated:

The new system for periodic conformity assessment of medical devices has been
successfully implemented at the national level. At the same time, the list of medical devices
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subject to mandatory periodic verification may be expanded in order to cover a broader range
of medical devices used within the healthcare system of the Republic of Moldova.
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Abstract. The widespread deployment of low-cost RFID tags raises significant security and
privacy concerns, since tags with limited computational resources cannot support strong
cryptographic primitives, while backward and forward untraceability have become essential
requirements for modern RFID protocols. We hypothesize that a lightweight authentication
scheme based on pseudo-random number generators (PRNGs) and short-term session keys
can provide a broad spectrum of security properties without relying on costly primitives. The
purpose of this study is to design and analyze such a mutual authentication protocol for RFID
systems. Two variants of the protocol are constructed - one optimized for limited tag
computational power and one minimizing data transmission - using one-time pad encryption
keyed by PRNG output, timestamps for replay-attack protection, and a refreshable
forward/backward key sub-chain. The resulting protocol withstands replay, denial-of-service,
tag and server impersonation attacks, and guarantees information privacy, location privacy,
and both backward and forward untraceability. We conclude that even weak primitives such
as linear or non-linear feedback shift registers can be safely used as the underlying PRNG,
which makes the protocol particularly well suited to low-cost RFID deployments.

Keywords: attack, traceability, computer security, cryptography, privacy, protocol, RFID system.

Rezumat. Utilizarea pe scara larga a etichetelor RFID de cost redus genereaza probleme
semnificative de securitate si confidentialitate, deoarece etichetele cu resurse de calcul
limitate nu pot sustine semnale criptografice puternice, iar imposibilitatea de urmadrire a
devenit o cerinta esentiala pentru protocoalele RFID moderne. A fost formulata ipoteza, cd o
schema de autentificare de tip usor, bazata pe generatoare de numere pseudo-aleatorii
(PRNG) si chei de sesiune pe termen scurt poate oferi un spectru larg de proprietati de
securitate fara a recurge la primitive costisitoare. Scopul lucrarii a constat in proiectarea si
analiza unui astfel de protocol de autentificare mutuala pentru sisteme RFID. Sunt construite
doua variante ale protocolului - una optimizata pentru etichete cu putere de calcul redusa,
iar cealalta pentru minimizarea volumului de date transmise - folosind cifrare cu cheie unica
(one-time pad) generata de PRNG, marcaje de timp pentru protectia impotriva atacurilor de
tip replay si un lant reinnoibil de sub-chei inainte/inapoi. Protocolul rezultat rezista la atacuri
replay, de refuz al serviciului, de impersonare a etichetei si a serverului, asigura
confidentialitatea informatiei si a localizarii, precum si imposibilitatea de urmadrire inainte si
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fnapoi. S-a constatat ca registrele cu deplasare cu reactie liniara sau neliniara pot fi utilizate
fn siguranta ca functie PRNG subiacenta, ceea ce face protocolul deosebit de convenabil
pentru implementari RFID de cost redus.

Cuvinte cheie: atac, trasabilitate, securitate informaticd, criptografie, confidentialitate, protocol,
sistem RFID.

1. Introduction

Radio Frequency ldentification (or RFID for short) has developed at a fast pace, as
different security properties emerged from the need to defend against a wave of attacks on
deployed protocols. Replying to a reader query with the identifier of the tag began to be
viewed as an invasion of privacy due to the possibility of obtaining sensitive information
through back-door channels, and was soon replaced with a masking of some sort of the reply.
Location traceability became a problem allowing unauthorized readers to track persons based
on replies to bogus queries. As in most security protocols, replay attacks and denial of service
attacks were considered as threats as soon as the complexity of the protocol increased and
the adversary model was granted more power.

Many identification and authentication protocols for RFID systems have been
proposed so far. One distinction between them is usually made by the computational power
of the tag. Tags with good computational capabilities can implement protocols based on
strong cryptographic primitives, such as public-key schemes built on elliptic curve
cryptography [1], [2], [3] or symmetric schemes based on AES [4]. More recent constructions
rely on physically unclonable functions (PUFs) [5], [6], [7], [8] and have been analyzed in
connection with formal privacy models [9]; a broader classification of RFID authentication
approaches is given in [10]. Such designs, however, can be too costly to be adopted in most
retailer operations which are envisioned as major applications of the RFID technology. A large
amount of research has therefore been dedicated to designing RFID authentication protocols
based on hash functions and hash function chains [11], [12], [13], as well as on pseudo-
random functions and random number generators [14], [15], [16].

Lightweight and ultra-lightweight authentication protocols for RFID systems only
require to perform primitive operations such as random number generation, arithmetic bit-
wise operations, cyclic redundancy code checksum, or even light hash or pseudo-random
functions. Representative ultra-lightweight constructions include the EMAP, M2AP and
Gossamer protocols [17], [18], [19], as well as minimalist and human-assisted approaches
[20], [21], [22]. More recent proposals target specific application domains such as healthcare,
the Internet of Vehicles and mobile commerce [23], [24], [25], [26], or build on contemporary
block-cipher primitives [27]. Critical analyses of the security and traceability properties of
such schemes are provided in [28], [29], [30], [31]. There is a widespread view that the
lightweight and ultra-lightweight authentication protocols will be the best candidate
technology for securing the future low-cost RFID systems.

In the rest of the paper we shall focus on lightweight RFID systems. Most low-cost
tags have no protection of memory, allowing a strong adversary to read the entire state of
the tag at some point, effectively cloning it (given the opportunity). As such, backward
traceability, or the ability of an adversary to deduce past states of the tag based on the current
state, became an issue, and protocols were designed to resist such attacks by updating the
tag’s internal state in a manner reproducible by the server and synchronizing upon a
successful authentication. One of the most recent security concerns was formally introduced
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and studied in [14], namely forward traceability. Intuitively, one would desire an adversary to
be unable to deduce future states of the tag based on the present one. Although it is unclear
whether this concern was raised by the need for tags to securely change hands (perfect
ownership transfer), forward untraceability and perfect ownership transfer were introduced
together in [14], along with a protocol that provides them under an assumption.

Security models have been proposed for powerful RFID systems that can classify the
level of privacy obtained by them [32], [33]. Recent extensions of these models address
adversaries with temporary state disclosure capabilities [34]. Unfortunately, such formal
models are missing for (ultra-) lightweight RFID systems. This is why many papers propose
lightweight RFID schemes for which security and privacy issues are studied ad hoc, as in [35],
[36], [37]. A structured and rather detailed discussion on security concerns in lightweight
RFID protocols can be found in [15].

Structure of the paper This paper is structured into six sections. The present section is
an introductory one, while the following overviews some related work and draws up our
contributions. Two variants of the protocol are described in the third section and their privacy
and security properties are inferred in the fourth. Prospective applications for the protocol
are analyzed in the fifth section. Conclusions are drawn in the final section..

2. Contributions and Related Work

In this paper we propose a lightweight mutual authentication protocol for RFID, based
on a generic pseudo-random number generator (PRNG) and short-term (or rather session)
keys. The protocol we propose enjoys a large spectrum of security properties, ranging from
protection against low-level attacks (replay attacks and DoS) to attacks mountable by strong
adversaries (backward and forward traceability), under a set of assumptions. Another
characteristic of the protocol is that it tries to alleviate the computational requirements
imposed on the tag as much as possible, shifting most responsibilities to the server.

Moreover, the generic PRNG used in our protocol can be instantiated in various ways,
depending on the computational capabilities of the tag and the probabilistic security a
deployer desires. For instance, one could use lightweight hash functions, block ciphers, linear
feedback shift registers (LFSR) or non-linear feedback shift registers (NLFSR), all resulting in
the same level of security considering ideal primitives.

Instead of relying on complex cryptographic primitives, most of the messages
exchanged in the protocol we propose are the result of the application of a one-time pad
encryption, with keying material provided by a generic pseudo-random number generator. A
similar approach was suggested by [38], where a pseudo-random number generator was used
together with a shared key for sequence synchronization. The protocol did not take into
consideration forward traceability concerns and the data on the tag was static, allowing an
adversary that would recover the shared key from the tag to monitor all future
communication.

Location privacy and backward untraceability are a direct consequence of the use of a
forward key chain for encrypting communication from the tag to the server. Similar
approaches were suggested in [13], [14]. Unlike similar approaches, which relied on the server
being able to recognize the key chain used to encrypt data and identify the tag, we chose to
use the links in our forward key chain (which are basically chained outputs of a pseudo-
random number generator) for encryption only, using a temporary or session key to identify
the tag, leading to faster queries and eliminating the need for the server to keep a copy of
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the forward key chain, reducing storage requirements. The session key is refreshed on each
successful authentication to prevent forward traceability.

In order to prevent forward traceability, our protocol used a similar technique to that
presented in [14], which adopted a backward key chain, but instead of precomputing the
whole chain before deployment, small fragments of a chain (or rather sub-chains) are used
and refreshed on each successful authentication, along with the tag identifier, the seed for
the pseudo-random number generator and the session key. This refreshing of the tag’s state
represents a probabilistic evolution, a complementary operation to updating said state in a
deterministic way. Similar techniques were used in [14], [15], [39]. Communication from the
server to the tag is encrypted using links of the backward key sub-chain, recognizable by the
tag and the old session key.

In order to prevent desynchronization, our protocol retains, for each tag, both the
values known to be on the tag on the last successful authentication and the new values
generated to prevent forward traceability. This doubling up of the authentication data is a
common feature for RFID protocols, best represented in the work of [12], [14], [15], [40].

Replay attacks are thwarted by the introduction of timestamps. While other protocols
[14], [15] suggest the use of nonces, in an attempt to unburden the tag from any time-
consuming computations, we chose to use a timestamp generated by the reader and that will
be later checked by the server.

In fact, many features of the protocol were motivated by the desire to minimize the
tag’s required capabilities. Instead of providing a fresh seed that would be later used by the
tag to extract various new elements, all elements are computed on the server and provided
to the tag. Similarly, a single pseudo-random function is assumed to be computable. Note
that, given a proper relaxation of the notion of pseudo-random number generator or pseudo-
random function, one could deploy instances of the protocol described in this paper by using
non-linear feedback shift registers (or NLFSRs for short) or even linear feedback shift registers
(LFSRs). Although many authors advise against LFSRs due to the ease of their analysis,
considering that the seed is constantly being refreshed and the outputs are used exclusively
as keying material, it is the authors’ belief that deploying an instance based on LFSRs might
be considered appropriately secure. Nevertheless, the model does allow for stronger pseudo-
random functions to be deployed, and the choice of a particular function should be carefully
made to comply with required security parameters. In a sense, this paper introduces a family
of identification protocols, instances of which might be suitable for a wide range of
applications.

The use of NLFSRs was considered for RFID as far as 2003 [41], and pseudo-random
number generators were used as a primary security mechanism for many protocols, including
[16], [38], [42], although this frequently lead to weaknesses such as those exposed in [43].
For a more detailed discussion on RFID protocols in general, the reader is referred to [44].

3. Using PRNGs and Short-term Keys for RFID

The protocol we propose comes in two variants, the former requiring less
computational power from the tag, while the latter minimizes data transmission.

Notation and nomenclature Throughout the remainder of this section, some terms and
notation conventions will be used. A chain refers to a sequence generated by a PRNG, while
a sub-chain is used to denote a continuous part of a chain of significantly reduced dimension.
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Link is used to denote a single element in either a chain or sub-chain. Conventional notations
that we use are enumerated below:

- x << k denotes the circular left shift of the bit string x by k positions;

- x ® yis used to denote the bitwise exclusive or of the bit strings x and y;

- f(x) is the identity function;

F1x) = i (x)), for all k = 0.

3.1. A Protocol for Limited Tag Computational Power

The description of our protocol follows three steps: basic assumptions, initialization,
and the authentication protocol.

Assumptions. In the construction of our protocol, we assume the following:

- The server and the trusted readers communicate through a secure channel;

- The reader and the tag communicate via an unsafe channel (wireless, radio
frequency channel) that can suffer from eavesdropping or interference from a
malicious third party;

- An intruder could attempt to impersonate the tag in order to misdirect an honest
reader;

- An intruder could attempt to impersonate a reader to obtain information from a
tag;

- An intruder could attempt to impersonate the server while impersonating a reader
by responding with a message constructed to resemble a valid reply from the
server;

- An intercept-then-invalidate attack is highly unlikely to be successful,

- Astrong adversary could obtain the state of a tag at a given moment.

The enumeration above describes the setting taken into consideration when designing
the protocol below. To summarize, the third party in the communication (the server) is
considered trusted by default and in turn will only reply to trusted readers, reducing the
problem of the authentication process to the reader-tag communication.

Initialization. Upon deployment, one should assume that the server has access to a
cryptographic hash function (denoted from here on out by h) and a pseudo-random number
generator (denoted by f) which would require a seed of truly random bits. This pseudo-random
number generator could also be a linear or a non-linear feedback shift register considering
an appropriate relaxation of the notion.

The important aspect regarding f is that given a random seed it can produce keying
material for a one-time pad and that its output is seemingly random. The function fis also
expected to be easily computable by each tag.

The server maintains a database of tag information, some of which would be present
on the tag itself and could be recognized upon receiving a relayed query from the reader. For
each tag, the server stores the following values:

- Two identification tokens denoted /Do and by [Dpew;

- Two tag identifiers denoted T/D,iu= h(IDow) and TIDnew = h(IDnew);

- Two session keys denoted SKogand SKiew;

- Two backward key sub-chains, comprised of the following links: f(BKL.4) and

f(BKLpew) for all 0 </ < 4;

- Some data relevant to the tag, denoted Data, which does not play any role in the

authentication process.
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A tag is expected to store the following data:

- Atag identifier denoted T/D;

- A session key denoted SK;

- A forward key link denoted FKL (which constitutes the seed for the function f to

generate keying material);

- Aterminal backward key link denoted TBKL.

The correlation between tag and server data is enforced by the following process.
When registering a tag, the vendor generates /D, computes T/D = h(ID), chooses at random a
session key SK and stores the last two on the tag and all of them in the database in /Dyey,
TIDpew and SKrew respectively. It then randomly chooses a backward key link BKL and stores it
in BKL,.» iterates the function f four times, storing the resulting values in their respective
place in the new backward key sub-chain. The fifth application of the f function generates a
value to be stored on the tag in the TBKL variable. The FKL variable on the tag is also
initialized with a random value.

Authentication. The following steps describe the communication process in this
protocol. For simplicity, denote the tag by T, the reader by R and the server by S.

1. R queries T by transmitting a timestamp t.

2. T responds by transmitting to R the message M;=SK & f(FKL), M~=f(f(FKL) ® t) ® TID

At the end of this step, T updates FKL to f/(FKL).

3. R appends t to the message received from the tag and forwards it to S via a secure
channel.

4. Upon receiving the above message, S performs the following actions:

(@) Check freshness of the message by comparing t to local time.

(b) For some row, extract anew = SKnew ® Miand Brew = f(otnew ® T) & M,

If Brew = TIDrew, then move the data from the new columns to the old ones and continue
to sub-step (c). Otherwise, extract aow = SKow ® M; and Bow = flotos B T) ® M,

If Bow = TIDow, then continue to sub-step (c). Otherwise, if there are rows remaining,
perform the current sub-step on the following row. If no more rows exist, halt and send R an
error message.

(c) T being identified (by the values marked by either new or old), S does the following

- Chooses a random /D" and stores it in [Dpew

- Computes TID' = h(ID) and stores it in TIDpew

- Chooses a random session key SK' and stores it in SKpew

- Chooses a random forward key link FKL'

- Chooses a random backward key link BKL', computes f(BKL') for all 0 </ < 4,
and stores the resulting values in the corresponding columns of the backward key sub-
chain marked by new

- Computes the messages Ms = SKoiw @ BKLoig, Ms = f(BKLowg) ® TID', Ms = fA(BKL i)
® SK', Ms = F(BKLoig) ® FKL', M7 = f(BKLow) ® fF(BKL"

- Sends Ms, My, Ms, Mg, M7, Data to R
5. Upon receiving the message from S, R extracts Data and forwards Ms, M4, Ms, Mg, and

M7 to T.

6. Upon receiving the message from R, T extracts y = SK ® Ms and computes f(y). If
F(v)# TBKL, the tag halts. Otherwise, T refreshes its state as follows:

- Stores f (y) ® M, in the variable TID.

- Stores fA(y) ® Ms in the variable SK.
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- Stores f°(y) ® Ms in the variable FKL.
- Stores f(y) ® M; in the variable TBKL.
This concludes the description of the proposed protocol.

3.2. Minimizing Data Transmission

Slightly raising the computational capabilities of the tag yields a modified protocol
that minimizes the number of messages exchanged between parties. For brevity, we choose
to enumerate only the changes that have to be made to the protocol in order to minimize
data transmission.

1. In the initialization process, the two backward key sub-chains stored in the server’s
database are comprised of the links f(BKLoq) and f(BKLnew) for O < i < 2, while the tag will hold
TBKL = f(BKL new)

2. In the authentication process:

(a) Sub-step (c) of the fourth step is replaced by:

- Choose a random backward key link BKL', compute f(BKL") forall 0 <i < 2, and
store the resulting values in the corresponding columns of the backward key sub-chain
marked by new

- Choose a random /D and store it in /Dyew

- Compute TID" = h(/D) and store it in TIDpew

- Compute SK' = f(f(BKL') << 1) and store it in SKnew

- Compute M}, M4 and M5 by M3 = SKozd @ BKLozd, M4 =f(BKL01d) (4] T/D', M5 =f?(BKL01d)
® f(BKL

- Send M3, M4, M5, Data to R
(b) The fifth step becomes: Upon receiving the message from S, R extracts Data and

forwards Ms, M;and Msto T.

(c) The final step becomes: Upon receiving the message from R, T extracts y = SK & M;
and computes f£(y). If £(y) # TBKL, the tag halts. Otherwise, T refreshes its state as follows:

- Stores f (y) ® M4 in the variable TID.

- Stores f(y) ® Ms in the variable TBKL.

- Stores f(TBKL << 1) in the variable SK.

- Stores f(SK << 1) in the variable TBKL.

Throughout this description, the circular shifting to the left by one position can be
replaced with any simple combination of shifting, splitting and recombination that the tag
and the server agree upon and can reproduce separately. The first version of the protocol
requires less computations to be done by the tag at the cost of two extra messages on the
confirmation step, while at the same time providing strong randomness to the refreshed data.
In turn, the second version reduces the number of messages on the confirmation step at the
cost of the tag having to perform an extra operation (or set of operations) to refresh its
internal state. Depending on the implementation, the fact that three separate variables on
the tag are derived from the same source of supposedly truly random bits in a deterministic
way might expose the second version to some attacks.

4. Security and Privacy

We discuss in this section the basic security properties our protocol enjoys.

Information privacy. Typically, a tag would respond to a query by providing an identifier
that would further be used by an authorized reader to extract more information from the
database. Although this strategy might be suitable for most situations, when dealing with
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sensitive data it poses some concerns. For instance, an unauthorized reader might make use
of some back-channel or some other source of information to obtain data on the tag bearer.
The protocol described in the previous section avoids this by encrypting the identifier with a
session key shared with the server before replying to the reader.

Location privacy. Another possible threat posed to a tag bearer is unauthorized location
tracking. If, somehow, an unauthorized reader can correlate responses to queries to some tag
identity, then it can successfully track said tag without having to access server data. This type
of attack is thwarted in our protocol by the use of a pseudorandom number generator as a
source of keying material for one-time pad encryption of messages exchanged between
parties, at the same time allowing the server to recover the seed of the sequence due to the
fact that it possesses the session key.

Tag impersonation. An intruder might try to impersonate a tag in a communication with
a reader. However, a weak intruder has a negligible chance of issuing a valid response to a
query without knowing the current session key. This does not change the fact that a strong
intruder might be able to clone a tag by completely mimicking its internal state.

Replay attack. The tag has no way of checking the freshness of the timestamp t issued
by the reader performing the query (maintaining current time is somewhat of a stretch for
RFID tag technology and practically infeasible for tags without a battery). However, the
timestamp does reach the server and will be subsequently checked (initially upon retrieval)
and verified for tampering (by the combination of the first and second part of the relayed
message), protecting the server from replay attacks.

DoS attack. A denial of service attack in this scenario would aim to permanently
desynchronize the server and the tag, by changing the internal state of the tag to be
unrecognizable by the server or by tampering with the terminal backward key link in order to
make the server unrecognizable for the tag.

Due to the unlikeliness of the success of an intercept-then-invalidate attack on the
confirmation step of the authentication process and considering the assumption that the
channel between the reader and the server is secure, an adversary could mount such an attack
by gaining knowledge of both the backward key sub-chain leading to the terminal backward
key link on the tag and the current session key. Supposing the session key and the terminal
backward key link could be obtained, the backward key sub-chain itself must be computed
by inverting the pseudo-random function used for generating it. The computational hardness
of inverting said function renders this attack impractical.

Even so, an intruder capable of cloning a tag can desynchronize the authentic one
successfully by either sequential impersonations leading to database updates or a single
successful authentication, followed by a server impersonation due to the knowledge of the
backward key subchain inferred from the reply.

Backward traceability. Due to the fact that on every successful authentication the tag’s
internal state is completely refreshed, one would expect to be able to trace a tag backward
at most between two successful authentications. Even supposing the entire internal state is
recovered, tracing the tag’s action backwards is a challenging attack. Knowledge of the
current seed for the pseudo-random function could represent an advantage, especially in the
case of linear and non-linear feedback shift registers, which are periodical. An attacker could
cycle through an entire period to discover past values of the root and trace back the failed
transactions since the last authentication. This data should not be considered relevant, as
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failed transactions are most likely results of the actions of an intruder, rendering the gained
knowledge useless.

Forward traceability. Supposing an intruder manages to recover the internal state of a
tag and instead of impersonating it to desynchronize it from the database decides to track it.
This strategy is feasible, as long as the intruder does not miss a single successful
authentication, which would result in a complete refresh of the tag’'s internal data. If he
observers the entire process, he can deduce the new state of the tag by following the protocol.
Missing the final step of a successful authentication leads to a blind update of the tag’s data
from the intruder’s perspective.

Server impersonation. Suppose an intruder gained access to the internal state of a tag,
it could attempt to impersonate the server in order to desynchronize it permanently. One of
the attacks is described in a previous paragraph, the other is sketched below.

For linear and non-linear feedback shift registers, and intruder could take advantage
of the periodic nature of the function, computing forward values until reaching the starting
point again. Doing this for the TBKL variable and already knowing the tag’s state, the intruder
would basically possess enough information to impersonate the server and possibly
desynchronize the tag. A costly operation, making this attack highly unlikely to succeed. Also
note that an attacker would have a small window of opportunity for deploying this attack,
namely before a successful authentication, in which case the internal state of the tag would
be completely refreshed.

5. Prospects

This section introduces some prospective applications of our general protocol,
considering different instantiations of the pseudo-random number generator used as a
cryptographic primitive. As previously pointed out, this generic notion can take on multiple
interpretations as a result of various interpretations. While strong security might require the
use of block ciphers or hash functions to simulate this randomness, weaker security demands
make room for a wider array of cryptographic primitives, including linear and non-linear
feedback shift registers.

These are of particular interest to RFID technology due to their efficient hardware
implementation and seemingly simple computation. In light of these arguments, the authors
believe a discussion on the advantages and disadvantages of each approach is in order. From
now on, two categories will be considered - the strong primitives and the weak primitives,
depending on the computational effort an adversary has to put in to invert the underlying
function of the pseudo-random number generator.

An underlying function for a PRNG will be considered a strong primitive if it requires
the same amount of effort for each step backward. That is to say, an adversary attempting to
invert the underlying function could not gain a consistent computational advantage by trying
to guess a value further back in the sequence. Intuitively, this would imply the presence of
some probabilistic choice one would have to make at each backward step.

Alternatively, an underlying function for a PRNG will be considered a weak primitive if
a single backward step would require virtually as much effort as any fixed number of steps
backward. That is to say, an adversary attempting to trace the PRNG backwards would gain a
significant advantage by trying to guess values further back in the sequence. Intuitively, this
would imply that the underlying function is injective.
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5.1. Strong primitives

Strong primitives are best represented by hash functions. The fact that they map a
given set to a significantly smaller one makes backward traceability infeasible even in the
absence of a refresh from the server. Their impact on an adversary possessing both the
session key and the terminal backward key link trying to impersonate the server is limited.
However, an adversary in possession of said secret material can easily recover the whole state
of the tag effectively cloning it, exposing two other available DoS attacks described in the
previous section, making this advantage arguably unimportant.

Implications on backward traceability. Even considering an adversary possessing an
oracle for the inverse of a hash function, said adversary would still be faced with the problem
of choosing the appropriate former value used as the seed out of the set of values in the
inverse. Given a function that hashes inputs of n + t bits to outputs of n bits, an adversary
possessing an oracle for the inverse would have to make a choice between O(Z) values given
a somewhat uniformly distributed hash function. One problem with using hash functions is
that a single application would not yield such results, as the outputs would have to be
extended to n + t bits to be further used either as keying material or as the seed for the

following values in the forward key chain. Instead, 1 + [ﬂ consecutive applications could be

combined in a deterministic way, reproducible by the server, to output a sequence of
appropriate length. This, in turn, would complicate things further for an adversary trying to
recover past states of the tag, consolidating backward untraceability.

Impact on performance. Having to perform multiple iterations of the same function for
a single forward step in the key chain has a massive performance impact on the tag. The
overall authentication scheme becomes slower and harder to implement on tags with limited
resources. A reasonable alternative for more powerful tags, the authors would however advise
against such deployments, as a discussion on backward traceability in the previous section
argued that any data recoverable would be limited to the failed communications spanning to
the last successful authentication, which by themselves could be considered irrelevant and
possibly compromised data, as failed authentications are a strong indicator of outside
interference.

5.2. Weak primitives

Weak primitives are injective by contrast to strong primitives. Considering ideal
primitives, trying to guess the previous key link based on the current one is as hard as trying
to guess any prefix of the current link in the chain. Weak primitives that could successfully
be deployed as underlying functions for the PRNG in our protocol include block ciphers, LFSRs
and NLFSRs. Arguably, these primitives could be used in the construction of a hash function,
yielding strong primitives. The authors, however, advise against this, as no significant
advantage would be gained.

Implications on backward traceability. As previously sketched during the discussion on
backward traceability from the previous section, given a weak primitive, an adversary could
successfully recreate the past states of the tag spanning to the last successful authentication.
Note that block ciphers are also periodical due to the fact that they are bijective and that
their domain is the same as their co-domain, so the same argument works for block ciphers
as well.

Impact on performance. The fact that a single iteration of the underlying function yields
the following number in the PRNGs sequence is a great improvement to the previous model
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with respect to performance, as all computations are greatly reduced when generating keying
material and seeds for future iterations of the PRNG. It is the authors’ opinion that our
protocol encourages the deployment of weak primitives.

6. Conclusions

Backward and forward untraceability are fundamental security properties for RFID
protocols, given that most low-cost tags have no way of securing data stored on them,
allowing a strong adversary to read their entire internal state.

The first protocol to provide backward and forward untraceability, along with a
mechanism for perfect ownership transfer and other desirable security properties, is the one
in [14]. It is based on the OSK protocol [13], which at the time performed rather well, allowing
a maximum number of failed authentications that were backward untraceable based on a
precomputed forward key chain. The idea in [14] is to refresh the tag data through some form
of shared randomness involved in every successful transaction. To avoid desynchronization,
data is doubled up in the backend database by retaining both newly generated values and
the last known values to be held by the tag. Also, to thwart server impersonation attempts, a
backward key chain is used to authenticate the server to the tag in the confirmation step,
rendering a mutual authentication protocol. Three pseudo-random functions are considered,
and implementations are suggested based on block ciphers rather than hash functions to
allow cheaper deployments on RFID tags.

Most influential to our paper was the work in [15], which, besides having a properly
structured identification of possible threats (concerning both privacy and security) addressed
some performance issues regarding [14] and other prominent protocols at the time [12], [16],
[38], [40]. The protocol in [15] assures both information and location privacy, while at the
same time covering some of the attacks a weak adversary might perform (tag impersonation,
replay attacks, denial of service) and stronger attacks, which assume an adversary capable of
cloning tags (backward and forward traceability and server impersonation). The security
properties are obtained under some assumptions much like the ones we made regarding the
environment in which our protocol should be deployed.

We provided two variants of a protocol for RFID mutual authentication using generic
PRNGs. Both variants enjoy desirable security properties such as resilience against replay and
DoS attacks, server and tag impersonation and backward and forward traceability. The major
privacy concerns in RFID (information and location privacy) are also covered. As to the two
variants of the protocol, the former is designed to work with tags having a limited
computational power, while the latter would take advantage of the increased computational
power of a tag to minimize data transmission.

The generic PRNG can be instantiated in various ways, all classifiable as either weak
or strong primitives. Most representative for strong primitives are hash functions, while block
ciphers, LFSRs and NLFSRs are considered equally weak in our analysis. Furthermore, based
on our findings, we can infer that our protocol encourages the use of weak primitives, as
stronger ones offer no significant advantage.
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Abstract. The paper proposes a methodology and a validation framework for the development
and implementation of the Land Parcel ldentification System (LPIS) in the Republic of
Moldova. The main purpose of the paper is to analyze the theoretical and technological
foundations of the IACS and LPIS systems in the European Union countries, as well as to
present the existing context and the possibilities for its development and implementation in
the Republic of Moldova. The research aims to highlight how geospatial technologies
contribute to the efficiency of land administration and the optimization of decision-making
processes in priority areas, such as agriculture. The objectives of the paper include, among
others, examining the fundamental concepts related to the IACS system, analyzing the role
of existing spatial data and modern spatial technologies in monitoring land. At the same
time, a design exercise for physical blocks delimitation was carried out, taking into account
the existing data in the national spatial data infrastructure and the existing regulatory
framework in the Republic of Moldova, adapted to specific institutional and operational
requirements. The research methodology is based on the critical analysis of the specialized
literature, international/European regulations and standards relevant to the field. At the same
time, specialized platforms and programs were used in the research, such as the QGIS
software, as well as other modern GIS solutions, which facilitated the practical understanding
of the processes of integration, administration and analysis of spatial data. The principal
limitations of this work arise from its predominantly conceptual research approach, in the
absence of full access to official data sets and institutional resources, since these are
regulated by the legal framework, cooperation agreements, spatial data sharing protocols,
also the need to protect the confidential data of landowners.

Keywords: Land Parcel Identification System (LPIS), Geographic Information Systems (GIS), remote
sensing, orthophoto, QGIS.

Rezumat. Lucrarea propune o metodologie si un cadru de validare pentru dezvoltarea si
implementarea Sistemului de Identificare a Parcelelor Funciare (LPIS) in Republica Moldova.
Scopul principal al lucrdrii este de a analiza fundamentele teoretice si tehnologice ale
sistemelor IACS si LPIS in tarile Uniunii Europene, precum si de a prezenta contextul existent
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isi propune sa evidentieze modul in care tehnologiile geospatiale contribuie la eficienta
administrarii terenurilor si la optimizarea proceselor decizionale in domenii prioritare,
precum agricultura. Obiectivele lucrarii includ, printre altele, examinarea conceptelor
fundamentale legate de sistemul IACS, analiza rolului datelor spatiale existente si al
tehnologiilor spatiale moderne in monitorizarea terenurilor. A fost realizat un exercitiu de
proiectare pentru delimitarea blocurilor fizice, luand in considerare datele existente in
infrastructura nationala de date spatiale si cadrul de reglementare existent in Republica
Moldova, adaptat cerintelor institutionale si operationale specifice. Metodologia cercetarii se
bazeaza pe analiza critica a literaturii de specialitate, a reglementarilor si standardelor
internationale/europene relevante domeniului. In acelasi timp, in cercetare au fost utilizate
platforme si programe specializate libere si deschise, cum ar fi programul QGIS, precum si
alte solutii SIG moderne, care au facilitat intelegerea practica a proceselor de integrare,
administrare si analiza a datelor spatiale. Principalele limitari ale acestei lucrari deriva din
abordarea predominant conceptuald a cercetarii, rezultata din absenta accesului deplin la
seturi de date oficiale si resurse institutionale, deoarece acestea sunt reglementate de cadrul
normativ, acorduri de cooperare, protocoale de partajare a datelor spatiale, precum si de
necesitatea protejarii datelor confidentiale ale proprietarilor de terenuri.

Cuvinte cheie: Sistemul de Identificare a Parcelelor Agricole (IACS), Sisteme Informationale
Geografice (SIG), teledetectie, ortoimagini, QGIS.

1. Introduction

Current developments regarding the processing, storage and use of spatial data and
their use in various fields, including agricultural land information management, have
undergone fundamental changes. Furthermore, innovative and integrated methods are meant
to support the development and modernization of agriculture, through more efficient and
transparent administration. A suitable example at EU level is Integrated Administration and
Control System (IACS), which comprises a variety of interconnected digital elements,
technology, institutions and databases (Figure 1). It also integrates two key geospatial
subsystems: the Land Parcel Identification System (LPIS) and the Geospatial Application
(GSA). The LPIS identifies agricultural lands eligible for payments under the EU Common
Agricultural Policy (CAP) within designated areas. In IACS terminology, these areas are called
reference parcels. Each reference parcel can consist of several agricultural parcels, which are
the main spatial units represented in the GSA geodata [1].

Beyond this, one of the important framework that regulates and supports the
agricultural sector within the Union is the Common Agricultural Policy [3, 4], and according
to information published by the European Commission, it represents one of the most
important and oldest common policies, implemented since 1962, with the main aim of
supporting farmers, ensuring food security and, at the same time, the sustainable
development of rural areas. Thus, the IACS represents a current, administrative and
informational mechanism developed within this complex framework, first introduced in 1992
by the European Union with the aim of managing, monitoring and controlling direct payments
granted to farmers [5]. This system has the role of ensuring the correct and transparent
distribution of agricultural funds, by verifying the eligibility of beneficiaries and the land
areas for which financial support is requested. The IACS system is based on the use of
electronic registers and databases that store information relating to agricultural activity, land
parcels used for agricultural purposes and subsidy applications submitted by farmers.
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Figure 1. Overview of the digital components, systems and databases that make up IACS.
Source: Janicke, C., Petersen, KA, Schmidts, P. et al. [2].

By correlating and analyzing this data, the system allows for the precise identification
of agricultural areas, verification of compliance with eligibility criteria, etc. In this context, it
should be noted that the Republic of Moldova obtained the status of candidate country for
accession to the European Union in October 2024. The process of negotiating accession
chapters requires compliance with community norms in all areas, including Chapter 11,
Agriculture and Rural Development. This chapter requires, among other things, the
implementation of a functional Integrated Administration and Control System (IACS), which
allows for the management of direct payments to farmers and the verification of the
compliance of subsidy applications [6].

The fundamental geospatial component of IACS is the LPIS, which is an agricultural
parcel identification system based on high-resolution orthoimagery, which allows the unique
location, precise delimitation and measurement of areas eligible for payments. According to
Regulation (EU) 2021/2116 Art. 66-68 [7], each Member State adopting the system must
establish and maintain an LPIS based on reference maps or cadastral data, complemented by
modern remote sensing techniques. More specifically, the specific regulatory framework of
this approach includes the following reference acts:

1. Commission Delegated Regulation (EU) 2022/1172 of 4 May 2022 supplementing
Regulation (EU) 2021/2116 of the European Parliament and of the Council with regard to the
integrated administration and control system in the common agricultural policy and the
application and calculation of administrative penalties for conditionality [8], Articles 2-4,
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laying down detailed rules on the LPIS, including the definition of the reference parcel, the
minimum mandatory attributes and the quality requirements for spatial data;

2. Commission Implementing Regulation (EU) 2022/1173 of 31 May 2022 laying down rules
for the application of Regulation (EU) 2021/2116 of the European Parliament and of the
Council with regard to the integrated administration and control system in the common
agricultural policy [9], Articles 8, 10, 12 lay down the technical rules for the implementation
of IACS, including the requirements for LPIS quality control and data acquisition;

3. International standard 1SO 19157:2013. Geographic information - Data quality [10], used
as a reference for quality control of spatial data produced for the implementation of IACS;
4. Directive 2007/2/EC of the European Parliament and of the Council of 14 March 2007
establishing an Infrastructure for Spatial Information in the European Community (INSPIRE)
[11], which ensures the creation, existence and interoperability of spatial data and metadata;
5. Law No. 254/2016 on the national spatial data infrastructure [12], which regulates,
develops and implements policies in the field of spatial data infrastructure in the Republic of
Moldova;

6. Law No. 71/2023 on subsidies in agriculture and the rural environment [13], which
regulates the duties in this fields;

7. Technical Guidelines on IACS Spatial Data Sharing - Part 2 - Interoperability [1], which
details information regarding Land Parcel Identification System (LPIS) and Geospatial Aid
Application (GSAA), data models and solutions to address the lack of harmonisation of GSAA
datasets in Europe, which is, among other considerations, the main obstacle to the
interoperability of spatial datasets of IACS.

The list of normative acts, technical specifications and standards that contribute to
the development of this integrated system can continue, because in the implementation,
official information will be accessed from several state registers and geographic information
systems (parcels, administrative boundaries, land cover, roads, water bodies, rivers, utility
networks etc.) being designed to be interactive, for the permanent update of information. At
the same time, the national framework already indicates certain technological aspects in
regard to systems’ development, including the creation of a technological solution
compatible with the common government technological solutions and platforms, namely
MCloud and MConnect, or the principles that must be taken into account such as: legality,
division of the architecture into levels, expandability, security by design, modularity and
scalability, etc.

The system will also include administrative and technical control mechanisms that
allow permanent updating of data regarding agricultural land use and the changes’
monitoring at the farm level. Through these functions, IACS contributes to increasing the
efficiency of the agricultural payments administration process, reducing errors and fraud, and
strengthening transparency in the management of funds for the agricultural sector.

2. Materials and methods

The research on the implementation of a Geographic Information Systems (GIS)
framework for the efficient management of the Integrated Administration and Control System
(IACS) in the Republic of Moldova is based on an interdisciplinary approach, which combines
specific methods to the fields related to geoinformatics, land administration, spatial analysis
and information systems management.
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STAGE 1

- analysis of scientific literature on the implementation of IACS and the use of GIS technologies;
-examination of European IACS management models;

- analysis of the national regulatory framework on agricultural land administration, subsidizing
and monitoring of agricultural holdings in the Republic of Moldova

STAGE I

- identification of spatial data sources for the creation of physical blocks: existing orthophotomaps
(or satellite images with specific requirements (art. 68 of Regulation (EU) 2021/2116); satellite
images; cadastral data; administrative boundaries, etc ;

- analysis of data availability (network services, agreement, protocol, etc.).

STAGE III

- proposals for the processing process: data georeferencing, spatial consistency checking,
elimination of topological errors, standardization of coordinate systems (Moldref99, ISO
19111:2019) integration of spatial databases;

- conceptual modeling of the system through UML diagrams, LPIS UML model, INSPIRE
Generic Conceptual Model, OGC 06-103r4, information flow.

STAGE IV

- development of the attribute table or completion of the database, ISO 19118:2011 Geographic
information - Encoding;

- development of proposals regarding the GIS programs and applications used: for creation,
storage, collection, distribution of spatial data (QGIS, PostGresSQL, QGISCloud, Qfield
GeoPackage as alternative encoding. etc.)

STAGE V

- development of proposals for spatial analysis methods in the process of developing and
implementing IACS in the Republic of Moldova: spatial overlay analysis, proximity analysis,
analysis of land use changes, classification of agricultural areas.

STAGE VI

- highlighting the principles of inspection of quality assessment: eligibility conditions, reference
data acquisition procedure, reference data processing, comparison between declaration and reality,
ISO 191572013 Geographic information

- data quality analysis (art. 3 of EU Regulation (EU) 2022/1172) - data quality element -
completeness, logical consistency, positional accuracy, etc.

Figure 2. Methodology applied for the study.

Source: prepared by the author.

The proposed methodology aims to assess the current structure of IACS, identify the
limitations of existing administration and control processes, design an integrated GIS
framework, test spatial analysis and monitoring functionalities, formulate recommendations
for optimizing administrative and agricultural control processes This system supports the
authorities in making strategic decisions and contributes to the sustainable development of
the agricultural sector. Thus, at the moment, the Government of the Republic of Moldova has
adopted GD No. 597/2024, by which the "Farmers’ Registry” Information System was
established as a component part of IACS, strengthening the legal and digital framework
necessary for the management of subsidies, transparency of public funds and modernization
of agriculture [9] and is in the process of developing the Government's decision on the
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approval of the IACS concept. The research is of an applied nature and uses both quantitative
and qualitative methods, and in more detail, the addressed methodology is presented in
Figure 2.

Also methodology is based on the realities and spatial data existing in the Republic of
Moldova. At the same time, it is important to clarify with reference to two important terms,
namely: Declared area (or requested area), which is the area declared by the beneficiary as
eligible for payment within a certain unit amount. The declared area can be applied both to
individual parcels and at the farm level. Therefore, the declared area excludes any areas well
known/recorded as permanently ineligible, included in the outer perimeter of a requested
parcel; Eligible area, being the area corresponding to the number of hectares for which all
the conditions related to a requested unit amount have been met. The eligible area can be
applied both to individual parcels and at the farm level, depending on the criteria submitted
for the creation of the data set [14].

3. Results

The proposals made in this paper start from the assumption that the Republic of
Moldova has been administering and managing the Farmers’ Register for several years and
the Ministry of Agriculture and Food Industry (MAIA) is responsible for the administration,
maintenance and development of the system, being the official owner of the Farmers’
Register [13]. The Agency for Intervention and Payments for Agriculture (AIPA) manages
farmers’ data and coordinates the application of subsidies, ensuring the fairness and
transparency of the allocation of funds. It works in collaboration with other public institutions
and is integrated with the MConnect interoperability platform, which facilitates the data
exchange between the different registers and government entities. There is also a similarity
in the scope of application between certain types of LPIS and GSA elements and the types of
elements of the following INSPIRE spatial data themes, or in national terms, Law 254/2016 [12]:
1) Annex |: Cadastral parcels (CP): similarity (in specific cases, coincidence) between reference
parcel (ReferenceParcel) and LPIS cadastral parcel (CadastralParcel - CP) INSPIRE element
types.
2) Annex Il: Land Cover (LC): similarity between the LPIS Landscape Feature and the INSPIRE
Land Cover Unit (LC) element types.
3) Annex lII: Land Use (LU): similarity between LPIS Agricultural Area (AgriculturalArea) and
Existing Land Use Object (ExistingLandUseObject - LU) INSPIRE element types. Thus, there is
similarity between the GSA element type of Agricultural Parcel (AgriculturalParcel) and
Existing Land Use Object (ExistingLandUseObject - LU) INSPIRE element types. Accordingly,
these similarities allow new INSPIRE-compliant LC/LU datasets to be derived from LPIS/GSA
datasets and existing INSPIRE-compliant CP datasets to be reused to generate LPIS datasets.

Therefore, in order to develop the space component in IACS, spatial data modeling
and creation is the process by which real-world objects and phenomena are transformed into
a digital form usable in GIS systems. Within the framework of data modeling and analysis
activities for the development of LPIS in the Republic of Moldova, it is recommended to use
the free and open-source specialized software - QGIS [15], intended for visualization,
processing and manipulation of raster (Figure 3) and vector (Figure 4) spatial data.

The implementation of the LPIS in the Republic of Moldova involves the development
of a geospatial infrastructure capable of managing, updating and controlling agricultural
areas eligible for the administration of agricultural subsidies within the IACS system.
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Figure 3. Viewing and managing raster data used to create new data.
Source: developed by the author based on data from GEODATA.

Thus, an important role in this process is played by the classification of cadastral
information referring to land, administrative boundaries, addresses, digital terrain model,
orthophoto with a resolution of at least 50 cm for the last year, land cover, etc., but also the
integration of spatial data and the use of modern GIS and remote sensing technologies for
the analysis of multi and hyperspectral images for crop mapping, vegetation indicators, etc.

It should be noted that land cover mapping plays an essential role in providing the
necessary information for many areas, including the implementation of IACS in the Republic
of Moldova, territorial planning, environmental management, agricultural activities and
natural resource management. As a solution for this process, the Google Earth Engine [16,
17] is proposed, which can have an essential role in mapping agricultural crops and land
cover for the LPIS development, due to its capacity to process large satellite and spatial data.
Google Earth Engine allows the use of images from various archives such as Google Earth
Engine Data Catalog [18], European Space Agency Sentinel-1 and Sentinel-2, NASA Landsat,
which can be used for delimiting agricultural plots, identifying crop types, automatically
classifying agricultural areas, and periodically updating maps. At the same time, it must be
taken into account that for good data accuracy a resolution of < 0.5 m is required.

Therefore, the use of open-source solutions reduces implementation costs and
provides flexibility in data management and updating. It is also recommended to use in the
system design the use of network services (WMS, WFS) or modern APIs [20] and other
interoperability standards that facilitate data exchange between institutions and the
automation of verification and monitoring processes of agricultural areas. For the creation of
spatial data management, it is proposed to use the GeoPackage format, which allows storing
in a single file the geometry and attributes associated with agricultural parcels (data
collection date, name/surname of the engineer who collected the data, land cover, classifier,
etc.). Also, for the management of large amount of spatial data and the performance of
advanced queries, the PostgreSQL database [21] with the PostGIS spatial extension can be
used.

Journal of Engineering Science June, 2026, Vol. XXXIII (2)



92 R. Sirbu

Figure 4. Viewing and managing vector data used to create new data.
Source: developed by the author based on data from GEODATA [19].

The use of open-source solutions reduces implementation costs and allows the
development of a flexible and interoperable system. It is also important to choose a GIS
infrastructure that ensures data interoperability and the integration of diverse sources, such
as satellite images, cadastral data and field information.

Thus, the relationship between physical blocks, agricultural parcels and other data in
the system is defined as follows: the physical block represents the reference cartographic
unit, and the agricultural parcel represents the area declared by the farmer within this
physical block. For the exercise of analyzing the possibilities and realities of the Republic of
Moldova, QGIS software was used, an open-source geographic information system, which
allowed the processing, analysis and visualization of spatial data. The management and
storage of geospatial information was carried out through the GeoPackage database, chosen
due to its advantages compared to traditional formats (such as Shapefile), offering a single
integrated file, support for multiple layers and better data consistency.

As for the data sources, among others, orthophoto 2020 was used, which constituted
the main basis for the interpretation and delimitation of land units. Although the use of
annually updated orthophotomaps is recommended for the operational implementation of
the LPIS, these data were used in the case study as a support for spatial analysis and
methodological example. Additionally, the reference data from Public Institution Real Estate
Cadastre [23] was used, which provided a basic cadastral framework for correlating and
verifying the geometry of physical blocks. These data allowed a easier recognition between
cadastral information and visual interpretation of land cover, contributing to increased
accuracy of the process of spatial units’ delimitation and validat [25].

For the purpose of implementing the LPIS in the Republic of Moldova, each Reference
Parcel receives a unique classification according to the European Land Cover Groups
nomenclature. The classification is carried out based on photointerpretation of orthoimages,
supplemented where necessary with auxiliary data (Sentinel-2, CORINE Land Cover, cadastral data).
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Figure 5. Conceptual structure of the LPIS system and classification of agricultural

land use within INSPIRE.
Source: [1].

Table 1

LCG categories and classification criteria for LPIS

Full name

Definition and identification criteria

AL

Arable Land

Areas used for annual or crop rotation, without permanent vegetation.
Including cereals, technical crops (e.g., sunflower, soybean, beet),
vegetables, land left fallow or temporarily uncultivated (less than 5
years). They are recognizable on the orthophotomap by their uniform
appearance, traces of agricultural work and the presence of crops.

PC

Permanent Crops

Areas occupied by perennial plantations that produce fruits, nuts,
grapes or flowers and that remain on the same plot for at least 5 years.
Includes vineyards, orchards (apple, plum, cherry, walnut),
horticultural nursery and fruit shrub crops. ldentified by regular
alignments and constant spacing between rows.

PG

Permanent
Grassland

Land covered with perennial herbaceous vegetation (grasses and
forage plants), which has not been part of the crop rotation for at least
5 years. A minimum vegetation cover of 20% is required. Includes
pastures, hayfields and meadows in meadow or mountain areas.

Non-eligible

Areas that cannot benefit from direct agricultural payments. This
includes forests (over 0.5 ha and with a canopy cover greater than
20%), buildings and infrastructure, permanent waters, degraded lands
(severe erosion, salinization), landfills, mining operations, industrial
areas etc.

Source: developed by the author based on [22].

It should be noted that, for the delimitation of parcels, there are already
methodologies developed according to each approach. For example, in the case physical
blocks, are represented as continuous area of agricultural land, delimited by stable features
in the terrain, such as roads, rivers, forests, fences or settlements. A physical block can include
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one or more agricultural parcels, several farmers and different crops. It is important to note
that not all land areas are mapped within the LPIS system, and there are clear exclusion rules

(Table 1).

Table 2

Examples of some exclusion rules for physical blocks delimitation

Non-eligible Exclusion Identification Observations
areas threshold method
Roads, access Width greater Determination on Completely removed from the RP;
roads, ditches than 2 m orthophoto plane roads with a width of € 2 m are
at scale 1:2000 considered an integral part of the RP
Groups of trees Area greater Crown contouring Isolated specimens or small groups (€
and shrubs than 300 m? on RGB images 300 m?) remain included in the RP
Water surfaces Area over 100 Contour tracing on Narrow and elongated watercourses
(lakes, ponds, m? orthophoto plane are treated similarly to roads (if they
basins) exceed 2 m in width)
Artificial Total exclusion Identification  on Any building is removed from the RP,
constructions and (100%) orthophoto  map regardless of size
arrangements and based on
cadastral data
Cliffs and rock Area greater Visual analysis Areas without a layer of agricultural
outcrops than 100 m? based on texture in soil, with rock on the surface
images
Material Total exclusion Visual Includes all fixed structures intended
warehouses, silos  (100%) interpretation + for storage
cadastral
verification

Source: Prepared by the author.

Thus, within the IACS and LPIS, the rules for delimiting physical blocks establish which
areas are not considered eligible and, therefore, are not included in the agricultural contour
used for granting payments. Although there may be slight variations between Member States,
the general principles of the European Union are common. In this respect, the main categories
of areas excluded are: buildings, concrete yards and platforms, roads, parking lots, quarries,
industrial land, as well as areas permanently covered by water, compact forests, dense scrub,
permanent forest vegetation, cliffs, ravines and marshes. Linear elements that exceed the
permitted limits, such as wide hedges, canals, internal roads wider than 2 m and forest
curtains, are also excluded, as they are not considered part of the eligible agricultural area.
The exclusion rules derive mainly from the documentation of the European Commission,
namely the CAP/IACS regulations, the LPIS system, the JRC (Joint Research Centre) technical
guides.

4. Results and Discussions
The IACS is the fundamental IT architecture through which EU Member States
administer direct payments to farmers and check the compliance of subsidy applications and
comprises the following main components, defined in Regulation (EU) 2021/2116:
- the geospatial component that ensures the unique identification, location and
measurement of eligible agricultural areas. The LPIS uses Reference Parcels (RP) as
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basic units, each RP having location, eligible area (MEA), classification (LCG) and

associated metadata attributes;

- the geospatial application through which farmers graphically submit payment
applications, indicating agricultural parcels on the digital map. GSA is based directly
on LPIS data and the most recent orthoimages;

- the area monitoring system through remote sensing (Copernicus Sentinel-1 and
Sentinel-2 satellites), which permanently verifies the declared agricultural activity on
parcels (AMS - Area Monitoring System);

- the system of checks by continuous monitoring, which partially replaces physical on-
site inspections with analyses based on satellite and remote sensing data (CbM -
Checks by Monitoring);

Thus, the LPIS constitutes the foundation on which all other IACS components are
built. The quality and accuracy of LPIS data directly determine the efficiency of the entire
agricultural payment system. To create a real example of delimitation of physical blocks,
cadastral sectors 5501102 and 5501103 from laloveni district were selected (Fig. 6). The
choice of these sectors was based on the existence of compact agricultural areas, the diversity
of land use types and the presence of natural and artificial boundaries easily identifiable on
orthophotos and satellite images. To create the working layer, a new Shapefile (.shp) vector
layer was designed within the QGIS application, using polygon geometry (Layer — Create
Layer — New Vector Layer — Polygon). The choice of polygon geometry is justified by the
fact that physical blocks and agricultural parcels represent spatially delimited areas, which
require precise storage of boundaries and attributes associated with them, including the area.

Since the initial phase of the project opted for the use of vector data of type .shp, four
separate layers were created, each having a distinct role in the organization and management
of spatial information. Separating the data into individual layers facilitates the digitization,
topological verification and subsequent management of the information within the spatial
database. Thus, the following Land Cover Group (LCG) layers were defined and used,
corresponding to the classification used within the LPIS (Table 1).

¥ || Blocuri_fizice PG _localitates
o ] Blacuri_fizice PC_|ocalitatea
« [ Blocuri fizice M localitatea
¥ || Blocurl fizice AL localitate
¥ 22 Teronurl cadastrale
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:.-

:-' :: Sectoare cadastrale

Cooedonate 6363863, 52022067 | Sowh| L3212 v @ i 100% * Roape 00 2 Rancee o EPSG:I2635

Flgure 6. Creating layers according to LCG categories and cla55|f|cat|on criteria for

LPIS.
Source: prepared by the author.
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Since the data used were, in many cases, unclear or insufficiently precise for the
correct delimitation of physical blocks and LPIS parcels, it was necessary to use additional
geospatial data sources and satellite images. For this purpose, platforms and services such as
ArcGIS Satellite, Bing Maps Satellite, OpenStreetMap, as well as QGIS plugins such as
QuickMapServices and Send2GE (Fig. 7) were used. These tools were used to better
understand the real situation on the ground and to compare information from different
cartographic sources and satellite images. The integration of multiple image sources allowed
for a clearer identification of the boundaries of agricultural parcels, roads, canals, forest
curtains, built-up areas and other stable elements used for the delimitation of physical LPIS
blocks. In some cases, the available orthophoto images had strong shadows, low resolution
or seasonal differences in vegetation, which made it difficult to correctly interpret agricultural
areas. By comparing images from different sources, it was possible to reduce digitization
errors and obtain a more accurate delimitation of agricultural land.
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Figure 7. Use of SENT2GE plugin for current field analysis.

Source: prepared by the author.

In the context of implementing a modern agricultural monitoring and spatial data
management system within an LPIS system, it is proposed to use the QField application as a
solution for automating and optimizing field activities. QField is an open-source mobile
application developed for working directly with projects created in QGIS. The application
allows the use in the field of the same spatial layers, forms, symbols and rules defined in the
main GIS project, without the need for complex data conversion. This approach facilitates the
continuity of the workflow between the office stage and the field activity. Implementing the
mentioned solution would allow the automation of several essential processes, such as:

1. direct collection and updating of geospatial data in the field;
2. editing the boundaries of agricultural parcels and physical blocks;
3. automatic topological validation of geometry;
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4. completing personalized digital forms for each plot;

5. capturing GPS coordinates in real time;

6. attaching georeferenced photos;

7. automatic synchronization with the central database;

8. verifying mandatory attributes and reducing data entry errors;

9. offline operation in areas without internet connection;

10.integration of satellite images and orthophotos for rapid verification of land use.

In the implementation of an LPIS system in the Republic of Moldova, the use of the
QField application could represent an effective solution for the digitalization and automation
of agricultural monitoring processes, contributing to increasing data quality, reducing human
errors and streamlining the control and updating activities of the spatial database. For the
centralized storage and management of spatial information, the project used a PostgreSQL
relational database together with the PostGIS extension. This solution allows for the efficient
management of large volumes of geospatial data, the execution of complex spatial queries
and simultaneous access of multiple users to the same database.

For the web visualization component of spatial data, the QGIS Cloud platform is
proposed, which allows for the rapid publication of projects created in QGIS directly on the
internet. Through this platform, maps can be accessed from the browser, without installing a
program or an additional solution.

An important advantage of the platform is the possibility of rapid data updates. For
example, if an operator changes the delimitation of a parcel in the database, the change can
automatically appear on the web map. In addition, QGIS Cloud allows the display of satellite
images and orthophotos, useful for checking agricultural land and identifying crops. The
platform also supports services such as WMS and WFS, which allow the connection and
exchange of data between different GIS systems. Projects can also be managed centrally,
which facilitates collaboration between multiple institutions or users involved in managing
the LPIS system.

For example, physical blocks and agricultural parcels delimited in QGIS can be exported
to an interactive web map, where the user can select a parcel and view information such as
the parcel code, area or crop type. At the same time, different thematic layers can be activated
or deactivated for easier analysis of agricultural land. By using the qgis2web plugin, the LPIS
project becomes more accessible and user-friendly, as spatial data can be consulted directly
from the browser, contributing to improving the monitoring and management of agricultural land.

5. Conclusions

The paper showed that spatial reference data from the Republic of Moldova must be
the main component of the LPIS implementation. The integration of multiple data sources,
such as orthophotos, cadastral data and satellite images, allows obtaining a real and updated
picture of the situation on the ground, reducing errors and increasing the accuracy of
delimitation.

It was also demonstrated that the use of open-source GIS technologies and remote
sensing tools plays an important role in the modernization of the system. Applications such
as QGIS, PostgreSQL/PostGIS, QField and QGIS Cloud offer the possibility to manage, analyze
and visualize spatial data in an efficient, flexible and accessible way and should be
considered in IACS development and implementation in Republic of Moldova. At the same
time, the use of Sentinel satellite images and spatial analysis methods allows for continuous
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monitoring of agricultural lands and rapid updating of information according to changes in
the field.

For the implementation and operation of the LPIS system in the Republic of Moldova,
the following main recommendations can be stated:
- Orthophoto should be updated every two years, which is used as the main basis for the
operational implementation of the LPIS;
- PostGIS-type spatial databases, for managing large volumes of data and performing
advanced queries;
- GeoPackage format used for storing and managing spatial data, due to the advantage of
keeping the geometry and associated attributes in a single file;
- Implementation of the QField application in the field, for collecting, validating and updating
spatial data and images in real time;
- QGIS Cloud platform, for publishing and accessing GIS projects online.
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Abstract. Sweet red grape pomace represents a valuable source of anthocyanins, polyphenols,
and flavonoids. Heating affects the content of biologically active compounds. However, well-
controlled thermal processing can contribute to their preservation. The aim of this study was
to provide a detailed presentation of the degradation of biologically active compounds during
heating, as well as to describe their thermal behavior. The study was based on the preparation
and investigation of hydroalcoholic extracts acidified with citric acid obtained from
unfermented sweet red grape pomace of the Rara Neagra grape variety, harvest year 2025.
Following thermal treatment within the studied temperature range (80-140°C, 7-30 min),
the total phenolic content of the acidified Rara Neagra extracts decreased from 50.67 mg
GAE/g DW to 17.98 mg GAE/g DW. The total anthocyanin content remained almost constant.
In contrast, the experimental results highlighted a decrease in the content of monomeric
anthocyanins. Analysis of the absorption spectra revealed the highest stability at 80-100°C
and rapid degradation at 120-140°C. The stability observed at 80-100°C indicates that these
compounds can withstand moderate food-processing operations (pasteurization and short-
term thermal treatments). Therefore, the obtained results are of direct importance for the
food industry and for the valorization of wine industry by-products.

Keywords: grape pomace, Rara Neagrd, thermal treatment, anthocyanins, polyphenols,
antioxidant compounds, by-product valorization, food processing.

Rezumat. Tescovina dulce de struguri rosii reprezintd o sursa valoroasa de antociani,
polifenoli si flavonoide. Incilzirea influenteaza asupra continutului de compusi biologic
activi. Ins3 o procesare termicd bine controlatd poate contribui la mentinerea lor. Scopul
acestui studiu a fost de-a oferi o prezentare detaliata a degradarii compusilor biologic activi
fn timpul tncalzirii, precum si de a descrie comportamentul termic al acestora. Studiile s-au
bazat pe prepararea si studierea extractelor hidro-alcoolice acidulate cu acid citric din
tescovina nefermentatd dulce de struguri rosii Rara Neagrd, anul recoltei 2025. Tn urma
tratamentului termic in intervalul de temperaturi studiat (80-140°C, timp 7-30 minute),
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continutul total de substante fenolice din extractele acidulate de Rara Neagra a scdzut de la
50,67 mg EAG/g s.u. pana la 17,98 mg EAG/g s.u. Continutul de antociani a ramas aproape
constant. In schimb, rezultatele experimentale au evidentiat o diminuare a continutului de
antociani monomeri. In urma realizarii spectrelor de absorbtie s-a observat o stabilitate
maxima la 80-100 °C si o degradare rapida la 120-140 °C. Stabilitatea la 80-100°C indica
faptul ca acesti compusi pot rezista unor procese tehnologice alimentare moderate
(pasteurizare, tratamente termice de scurta durata). Prin urmare rezultatele obtinute au o
importanta directa pentru industria alimentara si valorificarea subproduselor vitivinicole.

Cuvinte-cheie: tescovind, Rara Neagrd, tratare termicd, antociani, polifenoli, compusi
antioxidanti, valorificarea subproduselor, procesarea alimentelor.

1. Introduction

Sweet grape pomace represents a valuable source of biologically active compounds,
particularly anthocyanins, polyphenols, and flavonoids, recognized for their antioxidant
properties [1]. These compounds contribute to the neutralization of many reactions involved
in the onset of oxidative stress and numerous chronic diseases. The antioxidant activity of
phenolic compounds is based on their ability to donate hydrogen atoms or electrons,
stabilizing free radicals and interrupting oxidative chain reactions. They can also act through
complementary mechanisms, such as chelation of metal ions or inhibition of oxidative
enzymes. In the case of anthocyanins, for example, antioxidant efficiency is influenced by
chemical structure, particularly by the number and position of hydroxyl groups, as well as by
the stable molecular form in an acidic medium [1,2].

In recent times, diets rich in antioxidant compounds or based on functional foods have
become increasingly promoted in public health sectors, due to their potential to reduce the
incidence of cancer and other chronic diseases, considered leading causes of mortality. In
addition to nutritional value itself, food contributes significantly to protecting the body
against numerous pathologies, reinforcing the concept of functional food and nutraceuticals
[3]. The development of an interdisciplinary link in food research integrating natural
compound chemistry, food science, and nutrition allows for more detailed information on the
chemical composition of food products, changes induced by industrial processing, and the
bioavailability of bioactive compounds. Plant-based food sources are recognized as being
extremely rich in substances with beneficial health effects [3]. For example, anthocyanins are
natural pigments responsible for the red, violet, and blue hues of numerous plant products,
recognized for their antioxidant properties and beneficial health effects [4]. The main
challenge preventing the use of these compounds as alternatives to synthetic additives is
their limited stability, particularly at high pH values and elevated temperatures. However,
compared to other natural colorants (betalains, carotenoids, chlorophylls), anthocyanins
show better thermal stability, which justifies the need for further applied research in this
area. Academic interest in studying biologically active compounds is directed toward
validating beneficial health effects, such as antioxidant, anti-inflammatory, anti-obesity,
antidiabetic, antitumoral, anti-ulcer, and neuroprotective activities [5, 6].

Since most plant-based foods are subjected to heat treatments before consumption,
to inhibit microbial growth, remove water, or inactivate enzymes, heating influences the
content of biologically active compounds. Thermal stability experiments are generally carried
out by treating extracts at different temperatures and for varying periods of time, after which
the total or individual residual content is determined [6]. To reduce the degradation of
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biologically active compounds during thermal processing of foods containing these
compounds, appropriate formulation of thermal conditions is necessary so that product
quality is not affected [7, 8]. Since the antioxidant activity of these compounds also depends
on their total content, well-controlled thermal processing can contribute to maintaining or
even improving antioxidant properties, due to the formation of other compounds with
antioxidant activity [9] as a result of heat-induced reactions.

The aim of this study was to provide a detailed and updated overview of the molecular
mechanisms and kinetics of degradation of biologically active compounds during heating, as
well as to describe their thermal behavior.

2. Materials and Methods

2.1. Materials for research

The studies were based on the preparation and investigation of extracts from
unfermented sweet red grape pomace of Rara Neagra, harvest year 2025. The red Rara Neagra
grapes were brought from the Stefan Voda region, Purcari commune, and processed
technologically in the micro-winemaking section of the Department of Oenology and
Chemistry.

The pomace was dried to dryness at a temperature of 55 * 2°C, in oven BOV-T30C
ground with an electric mill Bosch KM13 and used for obtaining the study extract. The solvent
used for extraction was ethyl alcohol at 60% acidified with citric acid. Acidification of the
medium with citric acid is an efficient and eco-friendly technique for the recovery of bioactive
compounds from pomace [10]. Citric acid, used to adjust the pH to acidic values
(approximately pH 3.0), promotes the degradation of plant cell walls and increases the
diffusion of phenolic compounds and anthocyanins [11] into the extraction medium.

The experimental extraction regime included 12 hours with periodic agitation at
temperatures of 40_* 2°C. After extraction, the hydro-alcoholic samples were filtered and
stored in the dark at 20 £ 1°C. Subsequently, the extracts were heat-treated at temperatures
of 80, 100, 120 and 140 * 5°C for 7, 14, 21 and 30 minutes at the Oenological Research
Center, Faculty of Food Technology, UTM.

Reagents. The Folin—-Ciocalteu reagent Merck (Darmstadt, Germany), gallic acid 98%,
2,2-diphenyl-1-picrylhydrazyl (DPPH) 90 %, sodium carbonate (Na,COs;) powder 99.5 %,
ethanol (C;HsOH) 98%, sodium hydroxide (NaOH) solution 33% and hydrochloric acid (HCL)
37.5% were obtained from Sigma-Aldrich. All other chemicals were analytical reagent grade.

2.2 Research methods
For the pH value the InoLab pH 7110 was employed. Dry substance content was
established using ATAGO Pocket refractometer PAL-1.

Evaluation of Chromatic Characteristics

Before spectrophotometric analysis, the extract samples were subjected to
centrifugation at 2000 rpm for 15 min. The absorbance values were subsequently recorded
at 420, 520, and 620 nm using a T80 UV-VIS spectrophotometer and 1 mm optical path
cuvettes. These wavelengths are associated with the yellow, red, and blue-violet regions of
the visible spectrum and provide information regarding the color characteristics of
anthocyanin-containing extracts [12].

The absorbance measurements obtained at the three selected wavelengths were used
to calculate the chromatic parameters according to equations (1) and (2). These parameters
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allowed the evaluation of color intensity and hue, providing insight into the changes in
pigment composition and color stability induced by thermal treatment.

Color intensity: I, = Asy¢ + Asyo + Agao (1)
Hue color: H, =220 (2)
Asz0

where: A4 - absorbance at 420 nm;
Asyo - absorbance at 520 nm;
A¢0 — absorbance at 620 nm.

Summary appreciation of phenolic compounds

For the determination of total phenolic content, 1 cm?® of extract diluted at a ratio of
1:5 was transferred into a 100 cm?® volumetric flask. Subsequently, 50 cm? of distilled water,
5 cm? of Folin-Ciocalteu reagent, and 20 cm? of 20% sodium carbonate solution were added.
The mixture was brought to volume with distilled water and homogenized thoroughly. After
an incubation period of 30 min, the absorbance was measured at 750 nm using 10 mm path-
length cuvettes, with distilled water serving as the blank [12].

When the measured absorbance deviated significantly from the target value of
approximately 0.3 absorbance units, the analysis was repeated using an adjusted dilution
factor to obtain readings within the optimal analytical range. The concentration of total
phenolic compounds was determined from a calibration curve prepared with gallic acid
standards (0-500 mg/L). Results were expressed as milligrams of gallic acid equivalents per
gram of dry weight of grape pomace extract (mg GAE/g DW).

Determining anthocyanin content

For the determination of anthocyanin content, 3 cm?® of clarified extract was
transferred into a 25 cm?® pycnometer. Subsequently, 12.5 cm? of rectified ethanol adjusted
to pH 1.2 and three drops of concentrated hydrochloric acid were added. The mixture was
then diluted to the calibration mark with distilled water and thoroughly homogenized by
vigorous shaking. After centrifugation at 1500 rpm for 15 min, the absorbance of the content
was recorded at 520 nm using a 1 mm path-length cuvette, with distilled water serving as
the blank reference [12].

The concentration of anthocyanins was subsequently determined using the equation
presented below:

Cae=1056.7 A (3)

where: A - absorbance of sample;
1056.7 - transfer coefficient, established for malvidin-3-glucoside isolated from grape
skins.

Determination of monomeric pigments using the pH differential method (pH 1.0 and pH 4.5)

The concentration of monomeric anthocyanins was determined using the pH differential
method, based on the reversible structural transformation of anthocyanin pigments under
different pH conditions according [13]. The method is based on the structural transformation
of anthocyanin-like monomeric pigments depending on pH. At pH 1.0, pigments exist
predominantly in the colored flavylium cation form, while at pH 4.5, they are converted to a
colorless hemiketal form. The difference in absorbance between the two pH values is
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proportional to the concentration of monomeric pigments. For this method the preparation
of two separate dilutions of the same sample is necessaire:

Sample Preparation: two dilutions of the same sample were prepared using buffer

solutions of different pH values:

e pH 1.0 potassium chloride buffer;

e pH 4.5 sodium acetate buffer.
Typically, 0.5 mL of sample was mixed with 4.5 mL of the corresponding buffer solution,
resulting in a 1:10 dilution ratio. The dilution factor was adjusted when necessary, according
to the color intensity of the sample. The diluted samples were thoroughly mixed and allowed
to equilibrate for 15-20 min at room temperature in the absence of light to ensure complete
pigment stabilization.

Spectrophotometric Measurements: the absorbance of each solution was measured using
a UV-VIS spectrophotometer at:
e 520 nm, corresponding to the maximum absorbance wavelength of anthocyanin
pigments;
e 700 nm, used to correct for sample turbidity and light scattering effects.

Mathematical calculations: the absorbance values for each pH condition were calculated
according to equations (4) and (5):

Ale = (Asz0 — A700)pH1 4
ApH4-.5 = (Asz0 — A700)pH4.5 (5)

The net absorbance attributable to monomeric anthocyanins was then calculated as:
A = Apy1 — Apnas (6)

The concentration of monomeric anthocyanins, expressed as cyanidin-3-glucoside
equivalents per liter of extract, was calculated using equation (7):

AXMWXDFX1000
= exl (7)

C

where: C - monomeric anthocyanin concentration (mg/L);
A -net absorbance of samples;
MW - molecular weight of cyanidin-3-glucoside (449.2 g/mol);
DF - dilution factor;
e - molar absorptivity coefficient (26,900 L-mol™t-cm™);
L — optical path length of the cuvette (cm).

3. Results and discussions

The dry matter content of the acidified hydroalcoholic extract of Rara Neagra,
calculated in %, was 29.8 £ 0.05, and the pH value was 3.28 £ 0.01.

From the absorption spectra included in Fig.1, maximum stability was observed at 80
to 100 °C and rapid degradation at 120 to 140 °C. The relative stability in the temperature
range 80 to 100°C (nearly constant absorbance) is explained by the fact that in this
temperature range, most anthocyanins and polyphenols were in a zone of relative thermal
stability, their degradation was slow. Additionally, pigmentation effects (interactions
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between anthocyanins and other polyphenols) may have been present in the pomace extracts,
stabilizing the color and absorbance. The decrease in absorbance at 120 and 140°C is
explained by the degradation of anthocyanins, polymerization reactions, and degradation of
flavonoids, resulting in a visibly decreased absorbance of the samples [14]. All at once the
absorbance of the untreated control samples was lower, the most likely explanation is that
heat treatment increased the content of anthocyanins in a soluble and detectable state in the
extracts.
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Figure 1. Absorption spectra of the studied extracts (dilution factor 50),
temperature range (80-140°C), duration (7-30 minutes).

Following heat treatment in the studied temperature range (80-140°C, duration 30
minutes), the total phenolic content of the acidified Rara Neagra extracts decreased from
50.67 mg GAE/g DW to 17.98 mg GAE/g DW. As can be observed in Fig. 2, with the increase
in temperature from 80°C to 140°C and treatment time from 0 to 30 minutes, a percentage
reduction of total polyphenol content in the extract of up to 35.49% was observed. In the
study conducted by Daniela Serea [15], a percentage reduction of total polyphenol content
in the extract of up to 45.45% was observed, which is explained by the longer heat treatment
duration and the different grape variety.

60
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S0 3 TN—
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28
é g 20
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Duration of thermal treatment, minutes
—o—30 100 120 140

Figure 2. Influence of heat treatment ( 7, 14, 21 and 30 min ) on total phenolic content of
Rara Neagra extracts at different temperatures (80, 100, 120 and 140 °C).
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The decrease in the total phenolic compound content observed in sweet red grape
pomace extracts acidified with citric acid can be explained by thermal degradation processes,
oxidation, and structural transformations of phenolic compounds [16]. High temperatures and
prolonged treatment duration favored the formation of reaction products, such as quinones
and polymeric compounds, which were no longer efficiently detected by the
spectrophotometric methods used. Although the acidic medium contributed to partial
stabilization of these compounds, it was unable to prevent their degradation under severe
thermal conditions.

When determining the anthocyanin content, it was observed that they remained nearly
constant (Fig. 3). This is explained by the fact that the hydroalcoholic extracts, being acidified
with citric acid, created favorable conditions for anthocyanins. At pH acid (2.5- 3.5), the
flavylium form dominated, being the most thermally and oxidatively stable [17]. Another
important factor was the fact that pomace extracts are rich in polyphenols, sugars, and
organic acids, which could interact with anthocyanins through pigmentation mechanismes.
These interactions contributed to color stabilization and protection of anthocyanins against
thermal degradation. In addition, the presence of acylated anthocyanins, known for their
superior thermal stability, may have contributed to maintaining the total concentration under
heating conditions.

300
275
250
225
200 ~—
175

150
0 7 14 21 30
Duration of thermal treatment, minutes

—o—380 100 120 140

Anthocyanin content, mg/L

Figure 3. Anthocyanin content in Rara Neagra extracts at experimental condition.

Heating can increase the value determined by the pH differential method, as this
method quantifies only anthocyanins that respond reversibly to pH change and exhibit
characteristic absorption [13]. In untreated extracts, anthocyanins may be associated with
tannins and polysaccharides, upon heating, these associations can be partially broken,
making the anthocyanins more accessible.

Experimental results revealed a decrease in the monomeric anthocyanin content of
sweet red grape pomace extracts acidified with citric acid, with increasing temperature from
80 to 140 °C and heating time from 7 to 30 minutes (Fig. 4). This behavior can be explained
by the high sensitivity of monomeric anthocyanins to elevated temperatures, which
accelerate their thermal degradation, hydration, and structural transformation processes [18].
Although the acidic medium contributed to stabilizing anthocyanins in the flavylium form,
the protective effect of citric acid became insufficient at high temperatures and prolonged
heating durations. In addition, polymerization and condensation reactions with other
phenolic compounds may have led to a reduction of the monomeric anthocyanin fraction and
to the formation of more complex and thermally stable pigments.
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Figure 4. The dynamic of monomeric anthocyanin content in the studied experimental
samples.

Based on the mean values calculated from all samples, a graph of the dependence of
monomeric anthocyanin content on temperature was constructed (Fig. 4). It was observed
that the maximum stability of anthocyanin monomers was between 80 °C and 100 °C, at
120°C, rapid degradation began, and at 140°C, significant destruction occurred. The relatively
high stability of monomeric anthocyanins observed at 80-100°C may be attributed to the
acidic conditions of the extract, which favor the predominance of the flavylium cation form,
known to be the most stable anthocyanin structure.

The trend analysis revealed a temperature-dependent biphasic behavior of monomeric
anthocyanins. Moderate heating (up to 80 °C) promoted anthocyanin release and increased
their concentration, reaching a maximum value of 26.25 mg C3G/L. Further temperature
elevation induced a progressive decline, suggesting thermal degradation, oxidation, and
condensation reactions leading to the transformation of monomeric anthocyanins into more
stable polymeric pigments. The high coefficient of determination (R? = 0.9567) confirms the
strong relationship between temperature and anthocyanin content.

In addition, the presence of other phenolic compounds may contribute to pigment
stabilization through copigmentation interactions. At 120°C, thermal energy became
sufficient to accelerate the hydrolysis and structural transformation of anthocyanins,
resulting in the formation of less stable chalcone and colorless degradation products. At
140°C, extensive degradation occurred due to the combined effects of thermal cleavage of
anthocyanin molecules, oxidation reactions, and the breakdown of glycosidic bonds. These
processes lead to substantial losses of monomeric anthocyanins and a significant reduction
in their stability.

In the study conducted by Daniela Serea [15], the same pattern of monomeric
anthocyanin degradation with increasing temperature and time is characteristic, from 25 mg
C3G/L in the control to 5 mg C3G/L, while in our case from 20 mg C3G/L in the control to
12.5 mg C3G/L. Selale Yalginoz et al. [19], also demonstrated that the degradation of
monomeric anthocyanins increases progressively during heating, meaning that significant
reductions in monomeric anthocyanin content occur with increasing processing temperature,
only they studied the anthocyanins in pomegranate juice.
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The color hue remained relatively constant because the acidic medium created by
citric acid acidification continued to stabilize the flavylium cationic form of the anthocyanins
remaining in the system (Fig. 5). Under low pH conditions, the equilibrium between the
different structural forms of anthocyanins was shifted toward the predominantly red forms,
limiting major changes in chromatic tone.

100%,
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- o e

50

25

pKh p‘Ka pH
Figure 5. The distribution of anthocyanin structural forms as a function of pH.

The experimental pH value was 3.28, so the system was located close to the transition
region around pK;, (~3.0). This indicates an intermediate equilibrium state: a significant
fraction of anthocyanins remained in the colored forms (AH* and partially quinonoidal forms).
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Figure 6. Influence of heat treatment ( 7, 14, 21 and 30 min ) on color intensity and
hue of Rara Neagra extracts at different temperatures (80, 100, 120 and 140 °C).

Journal of Engineering Science June, 2026, Vol. XXXIII (2)



N. Botezatu, E. Covaci, A. Arseni 109

According to the anthocyanin structural equilibrium diagram (Fig. 5), the pH value of
the investigated extracts (pH 3.28) was located slightly above pKh, where the flavylium cation
(AH*) and the hydrated hemiketal form (AOH) coexist in dynamic equilibrium.

Under these conditions, hydration of the flavylium cation becomes significant, leading
to a partial conversion of the colored anthocyanin species into the nearly colorless hemiketal
form. Consequently, the proportion of AH* decreases, resulting in a reduction of color
intensity, while the hue remains relatively stable. At pH 3.28, the formation of quinonoidal
bases and chalcone structures is still limited, since these transformations become more
pronounced at higher pH values approaching pKa.
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Figure 7. The comparative analyzes of the stages of Rara Neagra extracts.

Thus, even as the total concentration of coloring pigments decreases, the relative
proportion of compounds responsible for the red color remained sufficiently stable so that
the hue did not undergo significant variations (Fig. 6). The heat treatment simultaneously
affected the release of anthocyanins and intensification of the red color as well as the
appearance of minor chemical transformations of phenolic compounds that increased
absorbance at 420 nm [20]. Therefore, although the color became more intense, the ratio
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between yellow and red components increased slightly, leading to higher color hue values
compared to the untreated control sample.

The reduction in color intensity indicated a decrease in the concentration of colored
monomeric forms of anthocyanins, as a result of thermal degradation accelerated by
increasing temperature and heating duration (Fig. 6). At high temperatures, anthocyanins
underwent hydration reactions, opening of the flavylium nucleus, and conversion to less
colored or even colorless forms, leading to a decrease in specific absorbance and
consequently to a reduction in the chromatic intensity of the extract [21].

At 140°C, the decrease in color intensity was approximately 47%, a result consistent
with the findings reported by Turturica et al. [18], who observed a reduction in color intensity
of up to 60% at 120°C. These results indicate that the system under study falls within the
same range of accelerated degradation, characterized by pronounced thermal breakdown of
anthocyanin compounds at elevated temperatures.

Therefore, as a result of the experimental study, a conceptual model of the structural
and functional transformations that occurred in the studied sweet red grape pomace extracts
during heat treatment can be demonstrated (Fig. 7). In the initial state, the extract contained
pigmented anthocyanins, complex phenolic compounds, and tannins, in a relatively stable
molecular system. [22].

At moderate temperatures (80-100°C), heating favored decomplexation processes
and the release of bioactive compounds from the plant matrix, leading to an increase in
monomeric anthocyanin content and intensification of absorbance at 520 nm. The increase
in temperature in the 120-140°C range resulted in predominance of thermal degradation
and condensation processes of phenolic compounds. Under these conditions, a reduction in
the monomeric anthocyanin fraction and total phenolic content was observed, concurrent
with the formation of thermally more stable polymeric pigments [23].

4. Conclusions

Sweet red pomace represents a valuable source of natural bioactive compounds. The
obtained results demonstrated that thermal processing of acidified hydroalcoholic extracts
from sweet red grape pomace enhanced anthocyanin availability and improved chromatic
characteristics, as evidenced by increased absorbance at 520 nm, color intensity, and
monomeric anthocyanin content. The experimental results demonstrating the stability of
anthocyanins in an acidified hydroalcoholic medium suggest the possibility of using the
extracts as natural food colorants. Stability at 80-100°C indicates that these compounds can
withstand moderate food processing conditions (pasteurization, short heat treatments).
Degradation at 120-140°C shows that intense technological processes (severe sterilization,
prolonged heat treatments) can reduce the functional and colorant value of the extracts.

The treatments temperature initiated the chemical reactions, while time only finalizes
transformations already begun, this is why there are small differences between 7 and 30
minutes, but very visible differences between 80°C and 140°C. Overall, the combination of
thermal treatment and acidic conditions proved effective in improving the technological and
functional quality of grape pomace extracts intended for valorization as natural colorant.
Therefore, the obtained results have direct importance for the food industry and the
valorization of wine by-products.
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Abstract. Nowadays, there is an increasing emphasis on the quality of dietary fats in food
systems, given that the association of high consumption of saturated and trans fats with
increased risks of chronic diseases. Thus, the food industry is looking for alternatives capable
of reproducing the functional properties of conventional solid fats. Oleogels have emerged
as a promising solution, consisting of structured liquid oils immobilized in a three-
dimensional network formed by oleogelators such as waxes, monoglycerides, ethylcellulose
and biopolymers. The study provides a comprehensive analysis of oleogel systems, focusing
on the principles of formation, classification and structuring mechanisms. It highlights the
influence of processing parameters, including cooling rate, shear and gelator selection, on
the physicochemical and functional properties of oleogels. In addition, the role of different
vegetable oils and extraction methods in determining gel stability and performance is
discussed. Oleogels demonstrate significant potential in food applications, serving as
replacements for saturated fats in products such as bakery products, confectionery, spreads
and meat analogues, while improving nutritional quality. Thus, oleogels represent an
innovative and sustainable strategy for the development of healthier food products with
desired sensory and functional attributes.

Keywords: fat replacement, food, oleogelator, plant-based oil.

Rezumat: Astazi, se pune un accent tot mai mare pe calitatea grasimilor alimentare din
sistemele alimentare, avand in vedere asocierea consumului ridicat de grdsimi saturate si
trans cu riscuri crescute de boli cronice. Astfel, industria alimentara cauta alternative capabile
sa reproduca proprietatile functionale ale grasimilor solide conventionale. Oleogelurile au
aparut ca o solutie promitatoare, constand din uleiuri lichide structurate imobilizate intr-o
retea tridimensionala formata din oleogelatori precum ceruri, monogliceride, etilceluloza si
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biopolimeri. Studiul ofera o analiza cuprinzatoare a sistemelor oleogel, concentrandu-se pe
principiile mecanismelor de formare, clasificare si structurare. Acesta evidentiaza influenta
parametrilor de procesare, inclusiv viteza de rdcire, forfecarea si selectia gelatorului, asupra
proprietatilor fizico-chimice si functionale ale oleogelurilor. Tn plus, este discutat rolul
diferitelor uleiuri vegetale si al metodelor de extractie in determinarea stabilitatii si
performantei gelului. Oleogelurile demonstreaza un potential semnificativ in aplicatiile
alimentare, servind ca inlocuitori pentru grasimile saturate in produse precum produse de
panificatie, cofetdrie, creme tartinabile si analogi de carne, imbundtatind in acelasi timp
calitatea nutritionald. Astfel, oleogelurile reprezinta o strategie inovatoare si sustenabila
pentru dezvoltarea unor produse alimentare mai sdnatoase, cu atribute senzoriale si
functionale dorite.

Cuvinte cheie: inlocuitor de grdsimi, oleogelator, produs alimentar, ulei vegetal.

1. Introduction

Dietary fat is a key macronutrient for health and provides more source of energy than
carbohydrates or proteins [1]. In processed foods, fat enhances organoleptic characteristics.
This kind of fats is generally classified into saturated fatty acids (SFA) and unsaturated fatty
acids (UFA) [2]. The major problem with processed animal products is their high fat content,
which is dominated by saturated fats and trans fatty acids.

In recent decades, global awareness of the adverse health effects associated with diets
rich in saturated and trans fats has increased substantially. Excessive intake of these lipids
has been strongly associated with a higher risk of cardiovascular diseases, obesity, type 2
diabetes, and other chronic disorders [3;4]. In response to these concerns, the World Health
Organization (WHO) has launched several initiatives aimed at reducing the presence of such
fats in food products. Consequently, the food industry has experienced growing pressure to
develop innovative alternatives capable of replicating the technological functions of solid
fats—such as texture, plasticity, and mouthfeel—while offering an improved nutritional
profile [4;5]. Replacing 5% of dietary fats with polyunsaturated fats, such as those derived
from vegetable and marine oils, has been reported to reduce the risk of cardiovascular
diseases in humans by up to 22-37% [6]. In response to recommendations from nutrition
experts and governmental regulations aimed at reducing the use of saturated and trans fats
in foods, the field of oil structuring has been extensively investigated over the past decades [7;8].

In this context, oleogels have emerged as a particularly promising and innovative
technological approach. Oleogels are semi-solid systems in which a large proportion of liquid
oil—typically of vegetable origin and rich in beneficial unsaturated fatty acids—is
immobilized within a three-dimensional network generated by a low concentration of
structuring agents, commonly referred to as oleogelators [9;10]. Oleogelators, including
natural waxes, glycerides, alcohols, ethylcellulose, and phytosterols, facilitate the
transformation of vegetable oils into semi-solid systems by creating a structured gel network
capable of entrapping liquid oil [2]. The process known as oleogelation enables the
conversion of liquid oils into structures exhibiting rheological and textural properties
comparable to those of conventional solid fats, such as butter, margarine, without altering
the beneficial chemical composition of the oil [9]. This process is considered a nutritionally
improved replacement for saturated and trans fats while maintaining the attributes desired
by consumers regarding functional and sensory qualities [10]. This unique ability to “solidify”
liquid oils opens up extensive opportunities for the reformulation of a wide variety of food
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products, including bakery and confectionery items, meat products, and spreads. Furthermore,
the versatility of oleogels has attracted considerable attention in other industrial sectors. In
the pharmaceutical field, oleogels are being investigated as effective delivery systems for
lipophilic drugs, as they can enhance bioavailability and enable controlled release
mechanisms [11]. In the cosmetic industry, oleogels provide novel textures and improved
stability for creams, lotions, and other personal care formulations, while also serving as
carriers for bioactive compounds [12].

Despite the rapid expansion of research in the field of oleogels in recent years, their
practical application remains at a relatively early stage of development due to several
existing challenges. One of the primary limitations is related to food regulations, which
require the use of food-grade structuring agents and often impose restrictions on their
permissible concentrations in food products. Although a wide range of oleogels has been
developed using different classes of oleogelators, not all of these structuring agents are
suitable for food applications [5;13]. Additional constraints include the limited understanding
of the interactions between oleogels and other food components, as well as uncertainties
regarding their behavior under various processing conditions associated with different food
systems. Furthermore, the identification of cost-effective and readily available structuring
agents remains an important challenge for the large-scale implementation of oleogels in the
food industry.

Nowadays, numerous oleogels are known ffering desirable characteristics such as:
thermal resistance, texture and improved structure. In addition, foods with oleogels were
obtained that demonstrated that they can form textural attributes similar to products made
with traditional lipid formulations, that they can improve food nutrition, have high physical
and oxidative stability, and a high oil binding capacity [14].

Therefore, the objective of this review is to critically analyze current knowledge on
oleogel systems, including the principles of oil structuring, the main classes of oleogelators,
their physicochemical and functional characteristics, and their potential applications in food
reformulation. In addition, the review highlights the main technological challenges that
currently limit the large-scale adoption of oleogels in the food industry.

2. Principles of Oleogel Formation: Classification and Mechanism

The oleogels market is estimated to expand in the coming years at around 6.2% CAGR
(compound annual growth rate), supported by increasing demand across the food and
beverage, cosmetics and personal care, and coatings sectors. By 2035, the market value is
anticipated to reach USD 1.6 billion (Figure 1).

In the food industry, the rising demand for healthier alternatives to saturated and trans
fats is a key factor driving the adoption of oleogels. This trend aligns with significant shifts
in consumer preferences toward functional, plant-based, and clean-label products. Owing to
their favorable textural attributes, mouthfeel, and ability to enhance shelf life, oleogels
represent a viable substitute for conventional fats rich in saturated fatty acids. For instance,
in confectionery and chocolate applications, oleogels contribute to improved melting
behavior and help prevent fat bloom. In plant-based products and processed meat analogues,
they effectively replicate the structural and sensory characteristics of animal fat, delivering
desirable juiciness and mouthfeel. Furthermore, oleogels can be utilized in the production of
vegan cheese, plant-based meat substitutes, margarine, and butter, where they successfully
emulate the spreadability, firmness, and sensory properties of traditional fat-based
formulations [15].
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Figure 1. Global oleogels market growth projection from 2024 to 2035.

The industry framework for obtaining oleogels includes several methods categorized

into 3 types of methods:

e Direct methods (direct hot method and direct cold method) - provide a process of
dispersing waxes, fatty acids, monoglycerides and ethylcellulose, where they are
heated until completely dissolved in liquid oil, followed by natural cooling of the
mixture to refrigeration temperatures.

e Indirect methods - structured the plant material by adding a polymer to an aqueous
solvent or emulsion. The freeze-drying/drying process is used to remove water in
order to preserve the structure of the gel network. These methods are appreciated
in the case of long-term storage of the formed oleogels because the obtained
structure does not show oil removal [16].

. Semi-direct method (capillary suspension) - a small amount of immiscible liquid
(usually water) is added to a dispersion of food-grade particles (such as cellulose,
soy protein, or starch) in edible oil. This induces the formation of a capillary bridge
between the particles, creating a strong three-dimensional network that spans
space and immobilizes the o0il [17;18].

Low Molecular Weight High Molecular Weight

Oleogelators (LMWOs) Oleogelators (HMWOs)

1 1
Waxes, Fiitty acids, Ethylcelluloke, Proteins,

Monoglyceridds, Phytosterols Polysackharides
1 1

Monocomponent Multicomponent

Systems Systems

1 1
. l . g
Single struciurmg agent Synergistic chbmatmns

| |
1 — Oleogels -1

Figure 2. Oleogel classification based on oleogelator type
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All of these methods allow the production of oleogels by simpler or more complex
techniques. However, there are 3 factors or steps in the methods of obtaining oleogels that
are critical, namely:

e C(Cooling rate: Adequate cooling is essential for the formation of a stable
network.

e Shear: Shear applied during gelation can modify the crystal structure.

e Gelator selection: Low molecular weight gelators (LMOG) and high molecular
weight gelators (HMOG).

Oleogels are primarily classified according to the chemical nature of the structuring
agent, which can be a LMWO, such as waxes or monoglycerides, or a HMWO, such as
ethylcellulose, (Figure 2) [19;20]. The formation of the three-dimensional network is a self-
assembly process guided by non-covalent physical interactions, being a thermo-reversible
phenomenon. For LMWOs, the predominant mechanism is crystallization, where the
morphology of the crystals (shape, size, polymorphism) dictates the macroscopic properties
of the gel [21]. The efficiency of an oleogelator is defined by its critical gelation concentration
(CGC), the minimum value required to form a stable gel [22]. Understanding these
fundamental mechanisms is essential for the rational design of oleogels with specific
properties.

3. Oleogelators in oleogels production
The selection of the oleogelator is crucial for the functionality of the final product. A
wide range of compounds has been explored, each with distinct pro and cons, as summarized
in Table 1.
Table 1

Comparative analysis of common oleogelators [6;21]

Structuring

Oleogelator Type Mechanism Key Advantages = Common Applications
Natural Waxes Micro-crystal Efficient, low cost, Margarine, chocolate,
network GRAS status processed meat

Monoglycerides Lamellar crystal Very efficient, fine Confectionery fillings,

network texture spreads

Phytosterols/Oryzanol Nanometric Health benefits, Functional foods,
vt Y fibrillar network transparency pharmaceuticals

Ethylcellulose Entangled Therr.ngl stability, Fa'F replacer in meat,

polymer network  elasticity frying
Proteins/Polysacchari  Particle Sustainable Meat alternatives,

. sources, clean

des aggregation vegan foods

label

*GRAS - Generally Recognized As Safe.

Oleogelators are defined as the main structuring agents responsible for the
development of the three-dimensional gel network, whereas “additives” refer to secondary
ingredients incorporated to enhance particular properties, such as stability, oxidative
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resistance, or emulsifying capacity. Although certain compounds (for instance waxes or
proteins) may be included in both groups, their classification is determined by the specific
functional role they perform within the formulation. The appropriate selection of biopolymers
plays a crucial role in achieving efficient oleogelation. In this regard, proteins and
polysaccharides are especially important because of their capacity to form stable gel
structures, increase oil-binding ability, and improve the mechanical and sensory
characteristics of oleogels [23].

Waxes constitute a diverse group of natural esters that are insoluble in water and
particularly effective as moisture barriers. The composition of wax types depends on their
source and usually contains different amounts of fatty alcohols, fatty acids and hydrocarbon
chains. The ratio between these components is exposed on their gelation behavior in
different systems. The advantages of using natural waxes in the formulation of oleogels
include good structuring capacity at low concentrations, they are available in sufficient
quantities and have an acceptable price [24;25].

The properties of oleogels are influenced by the oil used, oleogelator, structuring
agents and the conditions/operations of the technological processing process. These factors
determine the degree of structure crystallinity, the gel strength, the oil binding capacity and
the behavior of the oleogelator upon melting. Oleogelators exhibit different behaviors during
processing, so by selecting and combining the right ingredients, oleogels with customized
chemical and physical properties can be formed for subsequent applications in the food
industry. Various plant-derived waxes have been extensively studied for their potential use
in edible oleogels. Several of these waxes have been classified as GRAS by the US Food and
Drug Administration [25;26].

Brykczynski et al. showed that wax esters represent an important component in the
formation of the structure of wax-based oleogels, noting that the ester content could range
from approximately 15% to about 90% [27].

Beeswax typically exhibited a melting point between 61 and 65 °C, providing
moderate thermal stability [28]. It aws widely recognized as an effective gelator for
structuring edible oils due to its ability to form gels at very low crystalline mass fractions [29].

Carnauba wax showed the highest melting point, generally ranging from 80 to 85 °C,
which contributes to its remarkable thermal stability. In addition, it is capable of forming
stable gels at concentrations as low as 1.5% [30].

Rice bran wax had a relatively high melting point of approximately 78-82 °C, which
ensures excellent thermal stability and favorable crystallization behavior, enabling the
formation of stable gel networks [31].

Sunflower wax (SW) exhibited a melting point between 74 and 77 °C, largely due to
its high wax ester content, which supports the formation of stable gel structures [32].

Zhang et al. reported that oleogels structured with monoglycerides represent some of
the most promising systems, as they are able to crystallize and form strong networks with
good elastic properties even at low concentrations (around 3%). In hydrophobic
environments, the glycerol head groups of monoglycerides self-assemble into a reverse
lamellar phase, while hydrogen bonding between the hydrophilic heads promotes the
crystallization of the aliphatic chains. This process leads to oil gelation and contributes to
the elasticity of the resulting system [33].

A significant gap remains in the current research regarding the use of phytosterol-y-
oryzanol systems for oleogel preparation. In such complex systems, it is still unclear whether
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the gelator and the oil phase can interact synergistically to form a stable crystalline network
capable of uniformly distributing water and liquid oil droplets. Furthermore, it remains
uncertain whether an excessively dense network could hinder the melting behavior of
margarine or whether multi-component crystallization may contribute to achieving the
desired textural properties [34]. For instance, Pang et al. investigated the use of sterols
combined with beeswax at different concentrations as oleogelators and evaluated their
effects on the morphology, oil-binding capacity, texture, color, and stability of the resulting
oleogels. The results indicated that, due to the longer chain structure of plant sterol ester,
beeswax - plant sterol ester oleogels exhibited enhanced gelation capacity. Moreover,
improved oil retention was achieved at lower concentrations, leading to the formation of
more robust oleogel structures. In addition, the hardness of beeswax - plant sterol ester
oleogels was significantly higher compared with other oleogel systems [35].

Ethylcellulose, a cellulose derivative, is a multifunctional polymer with application in
the food industry as a non-toxic additive, as an emulsifier or stabilizer, which can easily
replace synthetic additives with the same properties [36;37]. By the direct dispersion method,
ethylcellulose can transform oils into oleogels [38], solid and stable, with high nutritional
value. However, ethylcellulose can contribute to accelerating the processes of lipid oxidation
and reducing the oxidative stability of oleogels, considering the high temperature (125-140
°C) of dissolution of this additive in oil, in the manufacture of oleogels. Nevertheless,
ethylcellulose remains an appreciated additive in the production of oleogels, with subsequent
use in various branches of the food industry, due to its thermal stability, viscosity control and
good binding with various vegetable oils [39].

Qiu et al. obtained ethylcellulose-olive oil oleogels, and the results showed that the
oil plays a key role in the gel strength due to its influence on solvent-polymer interactions
[40]. Cafuero et al. in their research reported that the quality of oleogels formulated with
ethylcellulose can be improved by incorporating additional components, such as
phospholipids or mono- and diglycerides. The oleogels obtained by this team based on
ethylcellulose and soybean oil, were effectively adjusted in terms of their mechanical and
physical properties by modifying the oil phase [41].

While oleogelators such as waxes and phytosterols have been extensively
investigated, biopolymers represent relatively novel structuring agents that have been less
studied but show considerable potential. These materials may provide promising alternatives
due to their enhanced oil-binding capacity, improved thermal stability, and emulsifying
properties.

Kirpaci et al. reported that pea protein, although less frequently used in oleogel
production, exhibits a high oil-binding capacity and remains effective even at low
concentrations, providing improved texture and structural stability [23]. Oleogels based on
protein isolates can form strong network structures with minimal oil leakage; however, they
also present certain limitations, such as the need for relatively high protein concentrations
and potential allergenic effects for specific consumer groups, as highlighted by Sinha et al.
[42]. It has also been demonstrated that faba bean protein shows good oil-binding capacity
at optimal pH values, although it may present challenges during subsequent technological
processing [43]. Similarly, whey protein isolate has exhibited a high oil-binding capacity even
at low protein concentrations [44]. In addition, xanthan gum has been reported to provide
higher stability, reduced oil loss, and increased gel strength in oleogel systems [45].
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3. Plant-based oils used in the production of oleogels

Lipids have applications in foods such as snacks, dairy products, bakery products, and
confectionery, due to the need to shape the physical and sensory attributes of these products.
For example, solid fats obtained from oils by processes such as hydrogenation,
interesterification and fractionation are widely used in a variety of food products. During
processing, oils and fats undergo various physicochemical changes that define the product
characteristics. An alternative has been considered palm and palm kernel fats, widely used in
foods to replace partially hydrogenated fats. However, there are growing concerns about the
use of these fats, given their high content of saturated fatty acids and sustainability issues
[46]. Thus, the increasing awareness of consumers about the link between diet and health
has raised concerns about these fats, especially due to the high levels of saturated and trans
fatty acids. As a result, considerable efforts have been made to develop alternative
approaches to produce solid fats with a reduced content of saturated fatty acids. [47]. One
promising strategy involves structuring liquid oils using oleogelators to create oleogels. In
this context, the usefulness of fats and oils in different food products and the modification of
fats during processing involve the research of other formulations that can create food
products with high nutritional and biological value without the formation of toxic compounds
for the health of the consumer [48].

Oils represent about 90% of the composition of an oleogel. In accordance with the
oleogel manufacturing process, vegetable oils are chosen according to certain criteria:
availability, functionality, low cost, economic importance, nutritional benefits for industrial
applications. Vegetable oils with wide application in this field are: soybean oil, olive oil,
sunflower oil and sunflower oil with high oleic acid content [49].

The selection of oil for oleogel formulations is determined by the desired properties
of the final product. Key considerations include cost, availability, requlatory constraints, and
the intended application. In addition, it is essential to evaluate the compatibility and stability
of the selected oil with other ingredients and additives to ensure the development of a stable
and efficient oleogel system [48]. Some of the most discussed oils in obtaining oleogels are
the following.

Soybean oil produced from soybean seeds, that are valued for their agronomic and
quality characteristics, making them an important oil crop produced worldwide, providing a
nutritionally valuable oil. The US has a soybean production of 8.24 million tons. Brazil
contributes 4.28 million tons, Argentina 3.28 million tons, China 3.26 million tons and the EU
approximately 2.87 million tons. Soybean oil is composed of 61% polyunsaturated fatty acids,
25% monounsaturated fatty acids and 15% saturated fatty acids [50]. The essential fatty acids
are represented in a proportion of 89% by linolenic acid and 11% by a-linolenic acid. Most of
the soybean oil (48%) is used in the manufacture of margarine, cooking and salad oils, and
mayonnaise.

Rapeseed is characterized as being among the first crops after oil production.
Rapeseed oil contains approximately 6% saturated fatty acids, is rich in tocopherol, has a
lower stability, a property affected by its composition in compounds with high chemical
reactivity. It is most often used in the food industry as a vegetable oil or in the manufacture
of margarine. [51].

Sunflower oil ranks fourth as the most widely used plant-based oil and, in certain
regions, is preferred over soybean, cottonseed, and palm oils. The content of saturated fatty
acids does not exceed 10%, in significant quantities it is oleic acid (55-75%) and linoleic acid
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(15-35%). It is commonly used for cooking, salad dressings, and margarine production;
however, it is less suitable for frying due to its relatively low oxidative stability. Nevertheless,
it exhibits good flavor stability [52].

Virgin olive oil is obtained by mechanical or other physical processes under specific
thermal conditions that do not cause alterations in the oil and and is not subjected to other
technological treatments specific to the field of obtaining and processing plant-based oils. It
is @ mixture of triacylglycerols, with some fatty acids, especially palmitic, oleic and linoleic
acids. It contains approximately 71% oleic acid [53] and as minor components tocopherols or
phenolic compounds with antioxidant properties [54].

Corn oil is extracted from corn kernels, which have a low oil content (3-5%), while the
germ contains about 30% of oil. It has a pleasant aroma and about 15% of saturated fatty
acids. The oil is characterized by very low a-linolenic acid content and high levels of
polyunsaturated fatty acids. Among plant-based oils, corn oil is considered one of the most
abundant sources of phytosterols (8300-25,500 ppm) and tocopherols (1130-1830 ppm). Its
predominant phytosterol is B-sitosterol (63-70%), while y-tocopherol (68-89%) represents
the major tocopherol fraction. Typically obtained as a by-product of corn starch production,
corn oil is widely used in margarine manufacturing, as well as for cooking and salad dressings [55].

Sesame oil is extracted from sesame seeds, that are rich in oil, about 42-56%. It has
a good resistant to oxidation process and is known for its potential health benefits. This type
of plant-based oil contains about 82% unsaturated fatty acids, with an equal contribution
between oleic and linoleic acid. Sesame is also a rich source of minerals and vitamins,
including iron, magnesium, copper, calcium, phytosterols, as well as vitamins B1 (thiamine)
and E (tocopherols) [56]. Compared to other plant-based oils, sesame oil exhibits superior
oxidative stability, making it suitable for use as a cooking oil. [57].

Rice bran oil is is a high-quality and versatile edible oil obtained from the outer layer
of rice. It is highly valued in the food industry due to its high smoke point (around 230°C),
neutral taste, and significant content of antioxidants such as gamma-oryzanol [58]. It is rich
in monounsaturated fatty acids (oleic acid, 38.4%) and polyunsaturated fatty acids (linoleic
acid, 34.4%), providing a well-balanced fatty acid profile [59]. It is commonly used in high-
temperature processes, including frying and baking, as well as in salad dressings, and serves
as a stable and healthier alternative to conventional oils in industrial food applications [58].

Linseed oil is extracted from flax seeds and is rich in unsaturated fatty acids,
particularly a-linolenic acid (50%). However, its high linolenic acid content makes it highly
prone to oxidation, which can quickly lead to undesirable flavors in food products. Therefore,
edible linseed oil should be stored under cool, oxygen-free, and light-protected conditions,
often with the addition of antioxidants to enhance its stability. This type of oil is most often
used in the preparation of salad dressings, margarine, and other food products as a source of
omega-3 fatty acids [60].

Pumpkin seed oil exhibits strong antioxidant, anti-inflammatory, and antibacterial
properties, making it a promising candidate for various applications in the food industry [61].
It is a good source of biologically active compounds, being considered a “special oil.” a-
tocopherol, y-tocopherol, a-tocotrienol and y-tocotrienol are the phytochemical components
that contribute to the formation of the antioxidant properties specific to pumpkin seed oil
[62]. It is not recommended for frying or cooking over high heat because it has a low smoke
point of approximately 160°C.
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Research in the field has shown that the gelation reaction of different oleogel systems
depends on the chemical structure of the oil, mainly on the chain length of the fatty acids
and the number of unsaturated fatty acids. Tatel et al. showed that oils with a higher degree
of saturation strengthen the oleogel [63]. Also, five types of oils (rapeseed, rice bran, corn,
sunflower, and high-oleic sunflower oil), differing in their degrees of saturation, were
analyzed to assess how fatty acid profiles affect wax-induced gel formation. The findings
indicated that oils with a higher degree of saturation contributed to the formation of stronger
oleogel structures [63].

Other oil characteristics, which have a strong effect on the gelation kinetics and
crystallization behavior of oleogels, include the viscosity and polarity of the oil. Researchers
have observed that weaker gels form in oils with higher polarity due to substantial
interactions between the gelator and the solvent [64] Oils with long carbon chains and higher
viscosity produce gels with higher firmness [65].

The effect on the rheological and microstructural characteristics (pore diameter) of
oleogels in relation to the type of oil also are importan. For example, the results of Zetzel et
al. showed that a larger pore diameter (more stable gel) was observed for rapeseed oil, and
the pore diameter was reduced with increasing unsaturation of the oil component [66].

The quality, stability, and structure of the oleogel is also influenced by the method of
extraction/obtaining the oil from vegetable raw materials. The extraction method influences
the fatty acid composition, the presence of impurities, and the degree of oxidation in the
liquid oil, all of which directly affect how the oil interacts with the oleogelator and ultimately
determine its rheological behavior [66].

The extraction technique governs the fatty acid composition, impurity content, and
oxidative status of the liquid oil, which in turn directly influence its interaction with the
oleogelator and the resulting rheological characteristics. Oils obtained through different
extraction methods contain variable amounts of minor constituents, including phospholipids,
free fatty acids, and tocopherols. These components may either impede or promote the
development of the oleogelator’s crystalline network, thereby affecting the textural attributes
and oil-binding capacity [67;68].

Modern industry, as well as the classical one, proposes and uses three methods of
extracting oil from vegetable raw materials:

1. Mechanical extraction (press);

2. Solvent extraction

3. Pre-press and solvent method [69].

Mechanical oil extraction can be performed using two main approaches: hot pressing
and cold pressing. In hot pressing, the raw material is subjected to elevated temperatures
generated during processing, which facilitates the extraction of a substantial proportion of
the oil, typically exceeding 75%. In contrast, cold pressing relies on hydraulic systems that
operate without significant heat generation, thereby preserving the natural sensory
characteristics of the oil. Moreover, the absence of high temperatures minimizes protein
denaturation. Although hot pressing generally yields higher extraction efficiency, it often
results in reduced oil quality due to thermal degradation [70]. Consequently, cold-pressed
oils are considered superior in terms of maintaining their intrinsic properties and being free
from chemical alterations, which has contributed to their growing demand. Nevertheless, the
efficiency of cold pressing is influenced by several parameters, including applied pressure,
screw rotation speed, moisture content of the raw material, and processing temperature. Cold
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pressing offers several advantages, including a relatively simple technological process, ease
of implementation, and economic benefits due to low capital and operating costs. However,
a major limitation of this method is the relatively high amount of residual oil remaining in
the press cake, which can reach up to 10-20% according to some reports [71].

Solvent extraction is commonly applied to oilseeds with an oil content below 20%,
particularly in soybean processing, where it plays a key role in the oil industry. This method
is highly efficient, leaving less than 1% residual oil in the meal after extraction. However, it
is relatively time-consuming, as it requires adequate contact between the solvent and the oil
within the seed matrix.

Particle size is an important parameter in this process, as reducing it enhances solvent
penetration into the plant material and improves extraction yield. Hexane is the most widely
used solvent due to its strong affinity for vegetable oils, appropriate boiling point, and
relatively low latent heat of evaporation, which supports energy-efficient recovery during
distillation. Additionally, hexane is non-corrosive, chemically stable under processing
conditions, neutral toward the extracted oil, and economically accessible. Nevertheless, its
high flammability necessitates the use of specialized equipment to ensure safe operation [72].

From the perspective of a circular bioeconomy, alternative, more environmentally
friendly solvents such as ethanol, isopropanol, and certain hydrocarbons are increasingly
being considered. The efficiency of solvent extraction depends on multiple factors, including
the composition and moisture content of the raw material, its pretreatment, the type and
temperature of the solvent, and the solvent-to-solid ratio [73].

Despite its advantages, this method has several drawbacks, including prolonged
processing time, high solvent consumption, potential degradation of heat-sensitive
compounds, and the formation of undesirable by-products [69;72].

The oil obtained by this method also needs to be refined. The stages of refining
technology include: degumming to remove phospholipids and mucilaginous gums; removal
of free fatty acids, metals and chlorophyll by neutralization; washing and drying to remove
traces of water and soaps; bleaching to change the color; deodorization to remove volatile
substances and carotenoids [74;75].

The pre-pressing followed by solvent extraction method is typically applied to
oilseeds with an oil content exceeding 25%. In this approach, the initial oil content of the
seeds is reduced to approximately 16-20% through mechanical pressing. The resulting press
cake is subsequently subjected to solvent extraction under controlled conditions (around 50
°C for approximately 7 hours), allowing the residual oil to be recovered through solvent
addition. Using this technique, the residual oil content in the meal can be reduced to below
0.5% [72]. As previously noted, each extraction method presents specific advantages and
limitations. Generally, a key drawback of conventional techniques is the lower oil recovery
achieved by mechanical pressing compared to solvent extraction, which may negatively
impact economic efficiency. Conversely, the reliance on organic solvents in solvent-based
methods, including the pre-pressing and solvent extraction approach, raises significant
environmental and safety concerns [69].

Gotor and Rhazi in their work presented schematically (Figure 3) the production of
sunflower oil. Subsequently, the oil obtained by this extraction method is subjected to several
purification steps [76].

Oil refining after solvent extraction includes five main steps to remove minor
components: degumming, neutralization, bleaching; winterization and deodorization.
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Schematic representation of these stages in the oil processing process can be seen in the
form of various simplified diagrams.
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Figure 3. Extracting and refining steps of sunflower oil, [76].

The primary aim of the degumming step is to eliminate phospholipids, which are

responsible for the dark coloration and undesirable odors of the oil. This process can be
carried out using water in the case of hydratable phospholipids, or through acid
pretreatment—commonly with phosphoric or citric acid—when non-hydratable phospholipids
are present [77]. According to Brevedan et al., degumming can remove approximately 83% of
the total phospholipids from solvent-extracted sunflower oil [78].
In addition to phospholipid removal, refining also facilitates the reduction of metal ions.
Zufarov et al. reported that acid degumming decreases calcium and magnesium levels by 88%
and 90%, respectively [77]. Furthermore, Kreps et al. demonstrated that the combination of
degumming and neutralization can reduce free fatty acid content by up to 82% [79].
Degumming can also be carried out through enzymatic treatment. Lamas et al. demonstrated
that this approach, when applied to sunflower oil, can achieve substantial reductions in
impurities, including up to 97.8% removal of phospholipids, 99.4% reduction in phosphorus
content, as well as decreases of 81.2% and 93% in calcium and magnesium Llevels,
respectively [80].

Alkaline neutralization of oil or deacidification is an important step in the chemical
refining process of edible oil with the aim of neutralizing/removing free fatty acids from the
oil, using caustic soda and potassium. These treatments contribute to the transformation of
fatty acids into soaps which can subsequently be decanted or separated by centrifugation.
Also, this purification step allows to decrease the tocopherol content in the oil, considering
that they are unstable in contact with air and alkali. For example, Alpasan et al. showed a
decrease of 4.7%, Naz et al. a 16% reduction and Talal et al. a 10% decrease in sunflower oil
[81;82;83]. The neutralization process allows the removal of sterols from the oil, in amounts
of about 29%. For example, Ruiz-Méndez et al. confirm that a significant amount of
eliminated sterols is found in the soap paste obtained from sunflower oil, arguing the
influence of the alkali concentration and the temperature used during neutralization on the
total content of eliminated sterols [84].

Bleaching earth is a clay-based, mineral-rich material widely used in filtration,
adsorption, and decolorization processes. Within the vegetable oil refining sequence, it
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represents one of the key steps, where bleaching earth—being the most commonly employed
adsorbent—is added to crude edible oil to remove undesirable components. This material is
capable of adsorbing a wide range of impurities, including heavy metals, chlorophyll,
carotenoids, hydroperoxides, free fatty acids, and various non-glyceride compounds [85].
Bleaching earths are also effective in removing residual soaps, phospholipids, and other polar
lipids from the oil [71]. One of the main disadvantages of this step is that the used bleaching
earth is usually disposed of in landfills, causing environmental pollution. Therefore, one of
the goals of this step should include the processing of this used bleaching earth. From a
technological standpoint, bleaching is considered one of the simplest stages in the refining
process; however, it is not without drawbacks. During this step, oil losses of up to 2% of the
total mass may occur [86]. In practice, bleaching earth is added in quantities exceeding its
theoretical adsorption capacity—typically up to 5% (w/W) of the oil—and the mixture is
agitated for a defined period. The process is commonly conducted at temperatures above
80°C. Nevertheless, studies indicate that the adsorption efficiency of bleaching earth may
decline as the oil temperature increases [74].

Winterization can be generally defined as a physical fractionation process aimed at
separating high-melting triglycerides. As a result, the oil is divided into two distinct phases:
a viscous liquid fraction and a solid fraction. The solid phase is separated through crystal
precipitation followed by filtration, under controlled conditions of temperature, time, and
agitation. The crystallization of lipids proceeds through three main stages: supercooling,
nucleation, and crystal growth [87]. This method also known as dewaxing, primarily aims to
remove long-chain waxes and saturated triglycerides by lowering the oil temperature to
approximately 6-8 °C, followed by the separation of the resulting solid fractions. This process
targets compounds that crystallize at low temperatures and are responsible for oil turbidity.
In the case of sunflower oil, these are predominantly waxes [88;89].

The waxes found in sunflower oil mainly consist of esters formed from long-chain fatty
acids and fatty alcohols, typically containing 34 to 50 carbon atoms, with melting points
ranging between 70 and 80 °C [90]. Among the refining stages, winterization has the least
impact on minor bioactive compounds, particularly tocopherols; for instance, total tocopherol
content in sunflower oil decreases by only about 2.4%. Furthermore, Kreps et al. (2014)
reported that this process does not significantly affect chlorophyll content [79].

Deodorization represents the final stage of the vegetable oil refining process, designed
to enhance oil quality and sensory attributes by removing undesirable odors. This step is both
critical and mandatory, with key technological objectives focused on eliminating minor
components responsible for off-flavors, including volatile aroma compounds, free and
fluorinated fatty acids, and other trace constituents such as tocopherols, sterols, and pesticide
residues [91].

During deodorization, the oil is exposed to high temperatures, vacuum or stripping
steam, and controlled pressure for a defined period. The process is optimized to maximize
the removal of unwanted substances while minimizing the loss of valuable minor
components and limiting the formation of trans fatty acids or oxidation products [92].
However, excessively high temperatures can trigger chemical reactions—such as oxidation,
cis-trans isomerization, cyclization, and polymerization—that degrade unsaturated fatty acids
and generate hazardous contaminants, including 3-monochloropropane-1,2-diol and glycidyl
esters [93].
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The reduction of minor compounds in deodorized oil, typically less than 20%, partly
results from their removal with the injected steam. As a consequence, valuable constituents
such as tocopherols, tocotrienols, phytosterols, squalene, and hydrocarbons are concentrated
in the deodorization distillate, which represents a significant by-product of edible oil refining.
For instance, Naz et al. reported that sunflower oil deodorization distillates contain 13.9-
14.2% sterols, 6.5% tocopherols, and 16.5% total hydrocarbons [82].

4. The correlation between the chemical composition of vegetable oils and
oleogelation capacity

Vegetable oils are complex lipid systems whose chemical structure and functional
properties are profoundly influenced by the nature of their fatty acids and minor bioactive
compounds. In the context of oleogel development - semisolid systems obtained through
structuring liquid oils - these characteristics are crucial, as they determine the mechanisms
of molecular self-assembly and the stability of the three-dimensional networks formed. A
comparative analysis of cold-pressed and refined oils highlights significant differences in
their oleogelation behavior, rooted in their chemical composition [94].

At the molecular level, vegetable oils are predominantly composed of triacylglycerols
(TAGs), esters of glycerol with various fatty acids. For instance, olive oil is rich in oleic acid
(MUFA), sunflower oil contains high amounts of linoleic acid (PUFA), and coconut oil is
dominated by saturated fatty acids such as lauric acid. These compositional differences
directly influence the physical properties of the oils: saturated fatty acids promote ordering
and crystallization, whereas polyunsaturated fatty acids increase fluidity and reduce the
tendency for molecular organization [95].

In addition to the major TAG fraction, vegetable oils contain a minor fraction
composed of phospholipids, phytosterols, tocopherols, and phenolic compounds. This
fraction plays a critical role in oleogelation by introducing additional intermolecular
interactions, such as hydrogen bonding or dipolar interactions. For example, cold-pressed
sesame oil contains lignans and phenolic compounds that can stabilize supramolecular
structures, while rapeseed oil contains phytosterols capable of forming fibrillar networks.

The method of oil extraction has a direct impact on the preservation or removal of
these components. Cold-pressed oils, such as extra virgin olive oil, flaxseed oil, and pumpkin
seed oil, are obtained mechanically at low temperatures, which preserves the minor fraction
and the native TAG structure. These oils behave as complex colloidal systems in which
amphiphilic compounds (e.g., phospholipids) can act as nucleation agents, facilitating the
initiation of crystallization processes. Consequently, during oleogelation, these oils may
exhibit an intrinsic capacity for self-structuring, generating heterogeneous three-dimensional
networks without the need for large quantities of external oleogelators [96].

In contrast, refined oils, such as refined sunflower oil or soybean oil, undergo intensive
purification processes that remove most minor components. The result is an almost ideal lipid
system dominated by TAGs, with a reduced level of chemical heterogeneity. In the absence
of polar compounds and structuring impurities, nucleation processes are limited, and
oleogelation becomes dependent on the addition of external structuring agents, such as
beeswax, monoacylglycerols, or purified phytosterols.

The mechanism of oleogelation essentially involves molecular self-assembly and
controlled crystallization, mediated by weak intermolecular interactions. Van der Waals
forces between hydrocarbon chains play a dominant role, and in the presence of polar
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compounds, hydrogen bonding can also occur. In oils rich in saturated fatty acids, such as
coconut oil, crystallization occurs rapidly, leading to the formation of rigid networks. In
contrast, oils rich in polyunsaturated fatty acids, such as sunflower or flaxseed oils, exhibit
higher molecular mobility, which hinders the formation of stable structures [97].

Differences between cold-pressed and refined oils become evident in the formation of
oleogels. Cold-pressed oils tend to generate more heterogeneous structures due to the
presence of multiple crystallization nuclei and complex molecular interactions. These
structures may be less stable over time but offer the advantage of superior nutritional
functionality. Refined oils, on the other hand, allow the formation of more uniform and
predictable oleogels but require precise control of processing conditions and the addition of
specific oleogelators [98].

In conclusion, the oleogelation capacity of vegetable oils results from a complex
interplay between chemical composition and processing method. Cold-pressed oils, such as
olive, sesame, and flaxseed oils, provide a favorable environment for self-organization due
to their richness in minor compounds, whereas refined oils, such as sunflower or soybean oils,
require external interventions to develop comparable structures. Understanding these
correlations is essential for the design of innovative food products in which structure,
stability, and nutritional value must be concurrently optimized.

5. Oleogels in Food Systems: Opportunities and Challenges

Oleogels have been increasingly utilized in the formulation of diverse food products,
such as spreads, baked goods, confectionery, dairy, and meat-based items. Beyond their role
as substitutes for trans and saturated fats, they exhibit multiple functional properties.
Specifically, oleogels can act as delivery systems for lipid-soluble bioactive compounds,
contribute to the stabilization of emulsifier-free systems, improve oil retention, and enhance
the thermal resistance of food products [97].

However, for all these beneficial aspects of oleogels used in the food industry to be
noted in a food product, its compatibility with the food matrix must be ensured, which is
currently one of the biggest challenges in the field.

The overall quality of oleogels, as well as the type and quality of the oil employed,
significantly influence their characteristics, particularly the sensory attributes.

In addition, processing conditions and subsequent storage, especially exposure to
temperature variations, play a crucial role in determining the textural properties of oleogels.

5. Conclusions

This review indicates that the functionality of oleogels is governed by several
interrelated factors, including the nature of the oleogelator, the composition of the oil phase,
and the applied processing conditions. Collectively, these parameters dictate the structural
integrity, oil retention capacity, and overall behavior of oleogels in food systems.
Furthermore, the incorporation of plant-based oils and naturally occurring structuring agents
contributes to the development of products with a clear label, aligned with sustainability
trends. Despite their significant potential, the large-scale industrial application of oleogels
remains constrained by regulatory limitations, economic considerations, and an incomplete
understanding of their interactions within complex food matrices. Therefore, further research
efforts should be directed toward optimizing the formulation, improving oxidative stability,
and improving compatibility across diverse food applications. However, oleogels represent
an extremely promising strategy for developing healthier and more sustainable fat
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alternatives, with substantial potential to advance and redefine contemporary food
formulations.
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